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1. Ha3Ha4yeHue

YnunuHbin  ynpaensembin (L2+) PoE kommyTatop Gigabit Ethernet Ha
10 noptoB SW-80802/WLC npepgHasHayeH Ansi oObeguHeHWUst ceTeBbiX
YCTPOWNCTB, 3anuTbiBaHUA UX NO TexHonornn POE v nepefayn JaHHbLIX Mexay
HUMUW B YCMNOBUAX 3KCMyaTaummn BHe NnoMmeLleHnin. B ocHoBe ycTponcTea nexar
BbICOKOHaZIEXHbIE KOMMMEKTYIOLLME C pacLUMPEHHbIM Auana3oHoOM Temneparyp.

YnuuHbin kommytatop SW-80802/WLC ocHaweH 8 PoE Gigabit
Ethernet (10/100/1000Base-T) nopTamu K Kaxaomy W3 KOTOPbIX MOXHO
NoaKmoYaTh CETEBbIE YCTPOMCTBA Ha ckopocTu Ao 1000 MéwuT/c.

PoE (Power Over Ethernet) nossonsieT nepegasatb AaHHbIE BMECTE C
nMTaHvem no kabento BUTOM Napbl K CETEBbIM YCTPONCTBAM.

MakcumanbHas mowHocTb POE — 30BT Ha nopT, a cymmapHas
BbIXOAHas MOLLHOCTb cocTaBnsieT 240BT (8 noptos no 30BT).

MomMumo  3TOrO, B  YNMYHOM  KOMMyTaTope  SW-80802/WLC
npegycMmoTpeHo 2 SFP nopta (1000Base-X) — ans obecneyeHust cBA3W MO
ONTOBOMIOKOHHOMY Kkabento Ha ckopoctv go 1 [owut/c. Ona cBaAsmM no
ONTOBOMIOKOHHOMY Kabeno HeobxoOMMO MCMoMb30BaTb MPOMbILLNEHHbIE SFP
MOZYrKn €O CKOpOCTbto 1,25 [BuT/C (He BXOOSAT B KOMMNIEKT NOCTaBKw).

Ynu4Heii kommyTtatop SW-80802/WLC HacTpauBaeTcsa yepe3s WEB-
UHTEpdENC N uMeeT MHOXeCTBO (oyHKuun L2, L2+ ypoBHSA, Takmx kak VLAN,
QOS, LACP, SNMP, IGMP Snooping 1 ap.

Bbicokass HageXHOCTb CeTW, NOCTPOEHHOM Ha 6ase  ynu4uHbIX
kommyTtaTopoB SW-80802/WLC pocTuraetcs 3a cyeT ucnonb3oBaHus RSTP,
MSTP (npoTokonbl GbICTpOro pasBepTbiBaHUSI OepeBa, 3alimMTa OT CeTEBbIX
netenb) u ERPS (Tononorns «konbLo»).

B KOMMYyTaTope SW-80802/WLC  peanusoBaHa  byHKUUSA
aHTusaBucaHusa PoE (PoE Keep Alive), nossongwowas AUCTaHUWUOHHO
KOHTPONMpOBaTb CETEBYH aKTUBHOCTb NOAKMOYEHHbIX POE ycTponcTe. Ecnn
MOAKITIOYEHHOEe YCTPOWCTBO B TeYeHMe 3adaHHOro BpemMeHW nepecrtaet
oTBeYaTtb Ha 3anpockl, KOMMyTaToOp nepesarpyxaet PoE nopr.

Kpome TOro, ynuuHein kommytatop SW-80802/WLC pacnosHaeT Tvn
MOOKITHOYEHHOrO CETEBOT0 YCTPOWCTBA M NMPU HEOOXOAMMOCTN MEHSIIOT KOHTaKTbl
nepegayn daHHbix (Auto Negotiation), 4TO NO3BONSIET UCMONL30BaTL kabenw,
obxxaTble NnodbiM cnocoboM (KpocCcoBbIE U NPsSIMbIE).

YnuuHelin kommytatop SW-80802/WLC ocHalleH ONnTUYECKUM KPOCCOM
Ons yao6HOro NoaKmioYeHUst ONTOBOSIOKOHHOTO Kabens.



YnunuHbin  kommytatop SW-80802/WLC ¢ ycnexom MoOXeT 6biTb
MCMOMb30BaH B CaMbIX pasnuyHbiX cdepax npumeHeHust (BuaeoHabnoaeHue,
opraHv3auus ceTu u T4.), rae TpebyeTcs obbeaMHUTb A0 8 CeTeBbIX YCTPOWCTB
B OAHY CeTb M 3anuTaThb Mx Mo POE B yCroBWsAX aKCnnyaTauuy BHE NOMELLEHWI.

2. Komnnekrauua*
1. YnuyHbin kommyTtatop SW-80802/WLC — 1wr;

2. OnTnyeckasa posetka — 1wT;

3. Murreninbl SM SC/UPC — 2uwiT;

4. KO3C — 2uwT;

5. KpaTkoe pykoBOoACTBO No akcnnyataumm —1wT;

6. lepmeTnsnpyloLasn pesmHka nog Kpbllky 6okca — 1wT;

7.YnakoBka — 1WT.

3. OcobeHHOCTU 06OpYyAOBaHUA

e  YnM4YHOE MCMONHEeHWe — gnanasoH pabounx Temneparyp -
40...+50°C, cteneHb 3awunThl IP65;

e 8 kommyTupyemblx Gigabit Ethernet (10/100/1000Base-T) nopTtoB ¢
PoE;

e MakcumanbHas BbixogHasa mowHocTb POE — 30BT Ha nopr;

e CymmapHas MowHocTb POE — 240BT Ha 8 nopTosB;

e  O®yHKuMA aHTU3aBUCaHNA PoOE yctponcts PoE Keep Alive;

e 2 SFP nopta (1000Base-X) — ansa nepegaun Ethernet no ontuke ¢
nomoLbto SFP-moaynen (B KOMNNEKT He BXOAAT);

e T[loppepxka cdoyHkumm L2, L2+ yposHs (VLAN, QOS, SNMP, IGMP
Snooping u 1AQ);

e HacTtpoiika n ynpaeneHue yepe3 WEB-nHTepdenc/Telnet/SNMP;

e Bbicokas HagexHocTb cetn (RSTP, MSTP, ERPS, LACP);

e ABTOMaTMU4eckoe onpegenerne MDI/MDIX;

e Pasmep Tabnumuybl MAC-agpecos: 16K;

e Paamep 6ycep naketos: 12 ME;

e [lponyckHast cnOCOBHOCTL KOMMYTaLMOHHOM MaTpuubl: 20 FéuT/c;

e OnTn4yeckun kpocc Ansa ygobcTea NOAKMHOYEHUS ONTOBOSIOKOHHOMO
kabens.



4. BHewHuW BMA U ONUCaHME 3NIeMEHTOB

4.1 BHewHun BUA

<

Puc.1 KommyTtaTtop SW-80802/WLC, BHELUHWIA BUA,

4.2 OnucaHue aNeMeHToB YNN4YHOro KOMmMyTaTopa

Puc.2 YnuyHein kommyTtatop SW-80802/WLC, OCHOBHbIE 3fEMEHTbI



Tab6.1 YnuuHbin kommyTtaTop SW-80802/WLC , HazHaYeHne OCHOBHbIX
3MNEeMEHTOB

Ne n/n

HasHaueHne

lMnacTnkoBbI ONTUYECKMI KPOCC, NpeaHa3HayeH ansa yqobHoro

1 NoAKMioYEeHUs ONTOBOSIOKOHHOMO Kabensi, yknagaku u XpaHeHns ero
4YacTu BHYTpU cebs.

2 YnpaBnsaembii kommyTaTop. [peaHasHayveH 4ns opraHn3auum ceTu.

3 Bnok nutanus.

8 6 4 2 Console USB Reset

PWRA1

PWR2|Q] |O] Ring Olloj|ofio O
PoE
|§| o[rm  "° 6"0"0"6 [ ] Hﬂ

O] Fault 75 3 1

7 5 3 1
I S | [ S | B S ) | R S

Puc. 3 YnuuHbin kommyTtaTop SW-80802/WLC, pazbeMbl KHOMKU K

NHONKaTOPbI

Tab. 2 YnuyHbi kommytatop SW-80802/WLC, HasHavyeHne pa3beMOoB,
KHOMOK U MHAMKaTOpOB

O6o3Ha4yeHne HasHauyeHne
LED vHgukaTopbl NTaHnA
PWR2 [opuT — NnuTaHWe nogaetcs
PWR1

He roput — koMmyTaTOp He nogkntodeH k cetu AC 100-240V
/ 50 'y unn He ncnpaeeH.




Ring

LED nHOuMkaTop TOMOMOrMmM «KOJSbLo»

FopuT — KOMMYTaTOp BKITHOYEH B CETb MO TOMOJIOMMM
«KOIbLIO»

Mwvraet — TONOMoOrMsi «KOMbLO» UCMOSb3YeTCH, HO HE
paboTaeT A4oMmkHbIM 00pa3oM (oLmnbka)

He roput — Tononormsi «KonbLo» He UCNONb3yeTcs

RM

LED vHgukaTop paboTbl koMMyTaTopa B pexxume Ring
Master (Mcnonb3yeTcsi B TOMOMOMMU «KOSbLIO»)

[opuT 3eneHbIM — KOMMyTaTop paboTaeT B pexunme Ring
Master

He roput — kommyTaTop He paboTaeT B pexume Ring Master

Fault

LED vHaukaTop ownbkm
[opuT 3eneHbIM — KoMMyTaTop paboTaeT B LUTATHOM pexume
["opuT KpacHbIM — oLIMbKa

Console

KoHconbHbIn nopT RJ-45 ncnonb3yeTtca Ans ynpasneHus
KOMMYTaTopom

USB

USB nopTt ucnonb3yeTcs Ans onepaTuBHON 3arpysku
KOHpMrypauum nnm npoLUnBK1

Reset

KopoTkoe Haxatue (1cek) — coxpaHsieT TeKyLLyto
KOHpurypaumio Ha USB HoCUTENb C UMEHEM «running
config»

CpenHee HaxaTue (~4ceK) — nepesarpyska kommyraTopa
Jonroe HaxaTue (>7cek) — BO3BpaT K 3aBOACKAM
HacTpomnkaM 1 nepesarpyska kommyraTopa

8642
7531

Pasbembl RJ-45 Ana noAKMoYeHnss CeTEBbIX YCTPOWCTB C
PoE Ha ckopocTtu 10/100/1000 M6uT/c ¢ noMoLbto kabens
BUTOW Napsbl.

LED mvHOukaTopbl CKOPOCTU NOAKINIOYEHUS.

[opuT XenTbiM — NOAKINIOYEHO CETEBOE YCTPONCTBO Ha
ckopocTtu 10/100 M6wuT/c

["opuT 3eneHbIM — NOAKIIYEHO CeTeBoe YCTPOMUCTBO Ha
ckopocTtun 1000 M6uT/c

10

SFP nopTbl 4na NoAKNoYEeHUs ceTEBbIX YCTPOWUCTB C
onTMYecKkMMM nopTamm Ha ckopocTtu 1Mout/c (SFP moaynu B
KOMMMEKT NOCTaBKM He BXOOAT) C NOMOLLbIO
ONTOBOJIOKOHHOIO Kabensi.

10




5. YcTtaHOBKa n noaknio4veHue

S

HE
B
B
B

5
Puc. 4 MoakntoyeHne ynuyHoro kommytatopa SW-80802/WLC

MogkntoyeHne ynuyHoro kommytatopa SW-80802/WLC ocywiectensercs B
cnegytollen nocnegoBaTenbHOCTH:

1. MpopeHbTe kabenu BUTOM Napbl 4Yepe3 COOTBETCTBYKOLUME OTBEPCTUS
repMoBBOAOB (2) cHapyXwu BHYTpb bokca (puc.4).

2. OboxmuTe KOHUbI kabener c BHYTPEHHEN CTOPOHbI Ookca pasbemamu
RJ45 (puc. 5)

RJ45 Pin#

e 0—0paHHelEl
OpaHHERR1

EE 10— SEASHE11
CuHu
BEA0—CUHUN
SEASHEI
BeA0—HODUYHEREIT
KOpUdHEREIT]

100 el | [ [ o f | 2|

NOINCIN
NOINCIN

Puc. 5 O6xnmka kabens BuToM napbl pasbemamu RJ-45
11



3. MoakniounTte obxatble pasbeMamu RJI-45 kabenu k kommyTatopy (5)
(pasbembl 1-8) n 3aTtaHuTe repmoBBoAbl. [nsa obecneyeHnsa 3awmtbl OT
NPOHUKHOBEHUS BMarM BHYTPb Koprnyca, kabenu [OmkHbl ObiTb MMOTHO
YKpenseHbl B repMOBBOAAX.

4. AHanornyHo NyHKTy 1 NnpoTaHuTe Kabenb nutaHns ot cetn AC 100-240V /
50 Ny BHYTpb KOpryca Yepe3 cooTBeTCTBYOLWMI repmoBsog (3) (D 4-8mm),

nogknioumTe kabenb nutaHns K koHTaktam L (chasa) u1 N (Honb) wm +
(«3emna») BCTpoeHHOro 6noka nutaHus (6). 3aTaHuTe repMoBBOS.

5. 3a4MCTMTE ONTOBOJIOKOHHbIE Kabenu Ha AnuHy 25-30 cM, NponycTuTe UX B
OTBEPCTUSI repmMoBBOAOB (1), 3aTAHMTE pe3bby repMOBBOAOB TaK, YTOObI
Kabenu xecTko hUKCUMpoBanvch B 3aXKMMax repMOBBOAOB.

6. Cobniogas Bce TpeboBaHWs TEXHOMOMMW CBapKM OMTOBOMOKOHHOIO
kabens, npuBapute NUITENNbl (UMEITCS B KOMMIEKTE) K OMNTOBOJSIOKOHHBIM
Xuvnam kabenen. YNoxute OMNTOBOMOKOHHbIN Kabenb B nasbl kpocca (4),
cnegs 3a TeMm, 4TOGLI AnameTp Koney He Obin MeHee 60 mm. MoaknounTe
pasbembl nurtennos Kk SFP mogynsm (He BXOOAT B KOMMMEKT MOCTaBKM)
YCTaHOBMEHHbIM NpeaBaputenbHo B SFP  pasbembl kommyTaTtopa (5)
(pasbembl 9-10). 3akponTe KpbILLIKY ONTUYECKOro Kpocca (4).

7. TlomecTuTe repmMeTU3NPYIOLLYI0 PE3NHKY 13 KOMMIIEKTa NOCTaBk/ B Na3 no
NepMMeTPY KPbILLKU MNNacTUKOBOro Gokca, M3BbLITOYHYH AMUHY OTpEeXbTe.
AKKypaTHO 3aKpoWTe KpbILKy, 3aTAHUTE ee 4-Msi BUHTaMu U3 KOMMIeKTa
NOCTaBKW. YNNYHBIA KOMMYTaTOp rOTOB K 3KCNyaTauum.

SW-80802/WLC SW-80802/WLC SW-80802/WLC

Kyctpoicteyc & ... ONTOBONOKOKHBIA Kabenb i ONTOBONOKOHHbIA KaBenb
omriecain 4—— | P
nopramu

Cat 5e

0 } )
[lo 8 xamep Do 8 kamep o 8 kamep
PoE POE PoE  PoE PoE
kamepa KaMepa Kamepa KaMepa KaMepa xamepa KaMepa Kamepa Kamepa kamepa xamepa Kamepa

Puc.6 KackagHasa cxema nogknoyeHus kommytatopa SW-80802/WLC,
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SW-80802/WLC

K yctpoitctey ONTOBONOKOHHSIN Kabens AC 100-240V TpesoxHoe
€ ONTUHECKUMY Ml \ OSNOVO <+
nopramu 1 P —
OnToBONOKOHHIIt kKabens KowconbHbiin
| s SOMES. o nopt
“ TUTTTTTTTTTTTTTTT ynpaenenns

. .
USB unTepdeiic
iRM’V —= >
— - WNK 3arpy3ku

KOH(Urypauuu

PoE PoE PoE PoE PoE
Kamepa kamepa  kamepa kamepa kamepa

Puc.7 TunoBas cxema noakntoveHns kommytatopa SW-80802/WLC

6. lMNMpoBepka paboTOCNOCOOHOCTU CUCTEMDI

Mocne nogkniodeHus kabenen K pasbémam M Mogayy NUTaHUS Ha
KOMMYTaTOp MOXHO y6eamTeca B ero paboTocnocobHOCTW.

Mogkntounte kommyTaTop mexgy aAyms [MK ¢ um3sBecTHbiMn  |P-
agpecamu, pacnonaralowmMmMncs B OgHOW noaceTtun, Hanpumep, 192.168.1.1 un
192.168.1.2.

Ha nepsom komnbtoTepe (192.168.1.2) 3anyctute KOMaHOHYK CTPOKY
(BbINONHUTE KOMaHAy cmd) U B NOABUBLLEMCS OKHE BBEAUTE KOMaHAY:

ping 192.168.1.1
Ecnu Bce nogknmioYeHo NpaBuIibHO, HA 3KpPaHE MOHMTOPa OTOBpasvTCcst OTBET
oT BTOporo komnbtoTepa (Puc.8). 310 cBugetenscTByeT 006 MCNpaBHOCTU
KOMMYyTaTopa.
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INNT' System32' command.com

C:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: hytes=32 time<18 TTL=255

Reply from 192.168.1.1: bytes=32 time<106 TL=255
Reply from 192.168.1 2 time<106: TL=255

: hyt
Reply from 192.168.1.1: bytes=32 time<1Bms TTL=255

Ping statistics for 192.168.1.1:
ent = 4, Received = 4, Lost = @ (Bx loss).,
sound trip times in milli-seconds:
Minimum = Bms, Maximum = Oms, Average = Bns

Pwvc.8 [aHHble, oToGpaxatolumecs Ha akpaHe MOHUTOpa, nocre
1cnonb3oBaHUs komaHabl Ping.

Ecnu oTBeT ping He nony4eH («Bpems 3anpoca UCTEKMNO»), TO
crnegyeT NPOBEPUTL COEAMHUTENBHLIN kKabenb n IP-agpeca KOMNbIOTEPOB.
Ecnu He Bce nakeTbl ObINN MNPUHSATDLI, 3TO MOXET CBUOETENbLCTBOBATD:

- 0 HM3KOM Ka4yecTBe Kabens;
- 0 HeMcnpaBHOCTM KOMMYTaTOPa;
- 0 nomexax B IIMHUW.

MpumeyaHue:

MprynHBI NOTEPU B ONTUYECKON JIMHUN MOTYT ObIThb Bbi3BaHbI:
HeuncnpasHoCTb0 SFP-Moaynen

narmbamm kabens

GonNbLUNM KONUYECTBOM Y3r10B CBapKu

HEencnpaBHOCTbIO UM HEOLHOPOAHOCTbLIO ONTOBOJSIOKHA.
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7. MoproToBKa nepepn ynpaBreHMeM KOMMYTaTOpPOM 4yepes
WEB-uHTepdenc**

Web-uHTepdeiic nossonsieT rMbko HacTpamBaTb W OTCMEXMBATbL
COCTOsIHME KOMMYyTaTopa, ucronb3ysi 6paysep (Google Chrome, Opera, IE 1 10)

13 NtobOo TOUKM B CETU.

Mpexge, 4YeM MNPUCTYNUTb K HACTpoWlke KommyTatopa 4epe3 Web-
uHTepdeic, Heobxoanmo ybeautbest, Uto Baw MK 1 kommyTaTtop HaxoasTca B
ogHon ceTn. YToBbl nmpaBunbHO ckoHdwurypuposatb Bawwl [MK wncnonb3ynte
CrneayoLLy0 NOLIAroByt UHCTPYKLLMIO:

1. Yb6eputech, 4To ceTeas kapTta B Bawem [1K yctaHoBneHa, paboTtaet u
nogaepxveaet TCP/IP npoTtokorn.

2. MMopkntounte mexay cobon kommytatop u Baw [1K, ncnonb3ys naty-

kopa RJ-45

3. Tlo ymonyaHuio IP-agpec kommyTtatopa: 192.168.2.1. KommyTtatop u

Baw [MK pgorkHbl HaxoauTbCca B ogHoln nogcetun. Namenute IP agpec

Bawero K Ha 192.168.2.X, rae X-uucrno ot 2 go 254. MNoxanyincTa,
ybeoutecb, uto IP-agpec, koTopbii Bbl HasHavaeTe Bawewmy [K, He

cosnagan c IP-agpecom KommyTtaTopa.

" Ethernet Properties
Networking | Sharing

Connect using:

& Qualcomm Atheros AR8171/8175 PCI-E Gi

This connection uses the following items:

¥ /BQoS Packet Scheduler
4. Microsoft Network Adapter Muttiplexor P
4. Microsoft LLDP Protocol Driver

4. Link-Layer Topology Discovery Respond|
4. Intemet Protocol Version 6 (TCP/IPvE)
& Irtemet Protocol Version 4 (TCP/IPv4)

AR KRR

General

for the appropriate IP settings.

() Obtain an IP address automatically
@) Use the following IP address:

Default gateway:

Obtain DNS server address automatically

Install...
Description

Transmission Control Protocol/intemet Protocoll
wide area network protocol that provides comm)
across diverse interconnected networks,

OK

(®) Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

1P address: 192 .168 . 2 . 33
-4 Link-Layer Topology Discovery Mapper Il Subnet mask: 255 .255 .255 . 0

Advanced.

OK Cancel

4. 3anyctute Web-6paysep (IE, Firefox, Chrome) Ha Bawem MK

5. Beegute B agpecHyto cTpoky 192.168.2.1 (IP-agpec kommyTaTopa) 1

HaxxmuTe Enter Ha Knasuartype.
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E Opera I 222 Speed Dial -

o W 18216821

6. T[losBuTca chopma ayTreHTUmkauun. Mo ymonyaHuio
JlorvH: admin. Maponk: admin

Connect to 192.168.2.1

Networks

User name: ‘ [ < v i

Password: [ I

[CIRemember my password

[ OK l[ Cancel ]

B panbHenwem naponb M JIOTMH MOXHO MOMeHsiTb yepe3 WEB
UHTepdenc kKommyTaTopa.

7. Tlocne KOpPPEKTHOro BBOAA MMEHM MOSb30BATENS(MOMMH) M Mapons
nosiBuTCs rmasHoe okHo WEB uHTepdpeinica kommyTaTopa

& Overview

@ Main

@ MAC/P Address

1P ASHess 192 1682 1
Subeel Mask 255255 235
Oetwun Gaseway

NS Server 5085
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8. YnpaBneHue yepe3 WEB unHTepcenc, ocHoBHbIe
3NeMeHTbI

8.1 WEB uHTepdenc, obwan nHcpopmauus

Ha panHom cTtpanmue WEB  wuHTepdenca kommyTtaTtopa
npeacTtaeneHa obwasa nHdopmMaumsa o cucteme.

1. “Kor,qa Ons HacTpoukM  KommyTatopa depe3s WEB
WHTepdEenNC MNCNonb3yeTcss YCTPOMCTBO C HU3KUM paspeLleHnem
BngeonsobpaxeHus nomne «Model Information» (UHdopmauusa o
Moaenu) MOXeT ObiTb CKPbITO C MOMOLLIbIO HAXaTUsl Ha MKOHKY OYKOB
Ans Toro, 4tobbl Apyrne anemMeHTbl uHTepdenca Obinuv nydwe
BUOHbI.

CrtpaHuua WEB uHTepdenca nonHocTtblo (show model information)

L Overview

Q Main

Q MAC/IP Address

ax-‘axnnnia

CtpaHuua WEB uHTepdenca yactuuHo (hide model information)

£ Event Selections

Q@ System Events

saTP SNUP Trap

e A A A dAaaa

Q Interface Events

Event  saumAmm  Sysemiog s s Tap
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I I I

lNocne 3aBeplleHNa KOHUIYPUPOBAHUS HaXMUTe 3Ty
WKOHKY A1 COXpaHeHUs TekyLlen koHdurypaumm B hanne «startup-
config». ®ann ¢ HacTpovikamy OyaeT coxpaHeH B CUCTEME MoKa He
OyaeT BbiNonNHeH cbpoc HACTPOEK A0 3aBOACKUX.

P.x'Ha»(aTme Ha [aHHY WKOHKY yaanuT ann ¢ Tekywewn
KOHGurypaumen wu3 cuctembl. [locne BbinonHeHus cbpoca Ao
3aBOACKMX HAacTpoeK, BCe HacTpoviku OygyT BO3BpalleHbl K
3HaYEHNsM NO YMOYaHMIO.

U HaxaTune Ha JaHHYI0 MKOHKY nepes3arpysnT YyCTPOWUCTBO.

HaxaTune Ha gaHHYl0 MKOHKY oTBedaeT 3a Bbixog u3s WEB
WHTepdenca n BO3BpaT K aKpaHy BBoAa foruHa v napons. Kpome
TOro, cuctemMa aBTOMAaTMYECKU COBeplUaeT BbIXO4 MO UCTEYEeHUU
Tanmepa «timeout». 3Ha4yeHne Tanmepa HacTpauBaeTcs Yepes CLI ¢
MCMNONb30BaHMEM  KOMaHabl  «exec-timeout».  MakcumanbHoe
3HaveHue Ansg Tanmepa — 30 MUHYT.

Yno6bHas Tabnuua ¢ JaHHbLIMU

Takol TMn Tabnuubl NCNonb3yeTcs ANs cneaywmx Tabnuy ¢ AaHHbIMK:

v

<\

<\

AN

v

«IPv6 Neighbor Table»
«IGMP Snooping Table»
«VLAN Table»

«LLDP Table»

«MAC Address Table»

Hanee 6ynet onncaHo Ha npumepe «MAC Address Table» (Tabnuua MAC
agpecoB), Kak Mcnonb3oBaTb (OYHKUMM TaKOro Tuna CTPaHuL C OaHHbIMWU,
4YTOGLI MoNb3oBaTeNto ObINO NpoLle Nony4yaTb MHPOPMAaLUIO U3 HUX.
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Show| 10 v | entries Search:
VID 1z MAC Address Type Source
VLAN 1 EC08:6B06:96:53 Learning 2
WVLAN 1 1C49:7B:64 F3:41 Learning 5
VLAN 1 1C:1B:0D66E75.EB Learning 5
VLAN 1 01:00:5E7F:FF:FA Static 2
VLAN 1 40:8D:5CEA92:02 Learning 5
VLAN 1 9CEBES3AS4ET Learning 5
WVLAN 1 40:BD:5CEABDIC3E Learning 5
VLAN 1 1C1B0DBEFTFB Learning ]
VLAN 1 FC3F:DB:53:19:8E Learning 5
VLAN 1 A4:02:B9:8D:7D:66 Learning ]

Showing 1 to 10 of 10 entries First = Previous Next | Last

Auto Refresh

Refresh Rate: 5 seconds @

Show 10 v entries
U Monb3oBatens  MoxeT  BbiIbpaTb

Konm4yecTBo oOTobBpakaemblx 3anucerl Ha cTpaHuue. [JocTynHbl
cnepyowme 3HaveHus: «10», «25», «50», «100». 3HayeHue no
ymonyaHuio «10».

Search:
. PyHKUMA noucka (Search)

MO3BONAET MONb30BATEN0 WCKaTb KIlo4YeBoe CroBo B Tabnuue
OaHHbIX. [Mouck Begetca no Bcem cronbuam Tabnuubl U

NOEHTUDULMPYET AaHHble, COOTBETCTBYIOLLMNE KPUTEPUSIM NOUCKA.
o Showing 110 10 07 31 enlries oroppakaer obwee umMcno sanuceit
N TEeKYLLUIN HOMEpP 3anncu.
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| 3
| CopTupyeT nonsi ¢ AaHHbIMK OT MeHbLUEero Kk 6onblemy
N HAO0BGOPOT — OT BONbLUErO K MEHbLLEMY.
st Previous - Next - Last BoggpaT k nepsoii (first)/npenblayLueit
(previous)/cnepytowen  (next)/nocnegHen  (last) cTpanuue c
AaHHbIMW.

Auto Refresh Bbibop aToro yekbokca BknovaeT pyHKumo Auto
Refresh (aBToO6HOBReHue). [daHHble B Tabnuue aBTOMaTU4YECKU
obHoBnATCA B 3aBMCMMOCTU OT napameTpa Refresh Rate (Bpems
0BHOBMEHNS)

Refresh Rate: 5 seconds @ . y
310 rnobGarnbHbIN HacTpanBaeMbln

napameTp, OTBevYalLWUA 3a BpeMsi OOHOBNEHWA [AaHHbIX B
Tabnuuax npu BkAYeHHOW yHKUMK Auto Refresh. 3HayeHue
Refresh Rate moxet ObiTb B npegenax ot 5 po 300 cek. lMo
YMOM4YaH1Io 3Ha4YeHne paBHO 5 cekyHaaMm.

(Refresh Button)
KHonka npuHyamTenbHOro obHoBneHus

JaHHbIX B Tabnuue.
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8.2 System (CucteMHas uHcopmauus)

£ System Information

Host Name Switch (2]

Industrial Ethermet Switch with 12-port 10/100/1000TX & 4x SFP
slot

Device Description

Switch Location XindianDist. (2]

Contact Information KontenNetworks (2]

Apply

eﬂ,ﬂﬂ Nony4yeHnss 4ONOMHUTENBHOW MHAOPMaLMK O TOM UM UHOM
none WEB uHTepdelica HaBeamTe MbILKOW Ha WKOHKY BOMpoca, Tam rae
3TOM MpPeayCMOTPEHO.

Host Name (MgeHTudmrkaunoHHoOe umsa KommyTaTopa) — UCNonb3yeTcs Ang
fbonee npocTton wuaeHTUdMKaLMM HacTpaMBaemoro KommyTatopa B ceTu
cepau ocTarnbHbIX KOMMYTaTOPOB. Hanpuwmep: CoreSwitch01.
MakcumanbHas gnvHa ans uMeHn — 32 cumsona.

Cneayowue cumonbl: #\' " ? Henb3a ncnonb3oBath.

Device Description (OnucaHue ycTponcTBa) — He AOCTYMNHO K U3MEHEHWIO,
3afaetca cuctemMon. [laHHoe none coaepXuT KONMYecTBo MedHbIX MOpTOB,
ONTMYECKMX NOPTOB M noaaepxxy POE (ecnv npeaycMOTpEHO).

Switch Location (MecTtononoxeHue kommyTaTtopa) — WUCMNoOMb3yeTcs Ang
onpefeneHns MecTononoXxeHus kKommyTtatopa . Hanpumep: AreaOl.
MakcnmanbHas gnvHa gnsg uMenun — 32 cumBona.

Cneayowue cumonbl: #\' " ? Henb3a ncnonb3osath.
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Contact Information (KoHTakTHast nHdopmaums) — cogepxnt nHdopmaumo
O nvue, OTBETCTBEHHOM 3a 3TO YCTPOWCTBO, a TaKKEe €ro KOHTaKTHble
JaHHble. Crniegytowme cumsonsl: #\'" ? Henb3sa ncnonb3osaThb.

(Apply Button)
KHonka noaTBepKOeHUst COXpaHEHUs BHECEHHbIX

OaHHbIX. [locne ee HaXxaTust BHECEHHbIE N3MEHEHUS 6yﬂyT NPUMEHEHbI.

8.3 IPv4 Settings (HacTtponku npotokona IPv4)

IPv4 ato 4yeTBepTas Bepcus Internet Protocol. Micnonb3yeTtcs B ceTax
C KOMMYyTaumen nakeToB M 6e3 ycTaHOBNEeHMs coeduHeHus. Agpec |IPv4
coctaensieT 4 Gawita (32 ©uTa) M agpecHoe NPOCTPAHCTBO OrpaHUYEHO
4294967296 (232) yHUKanbHbIMKM agpecamn. B nokanbHon cetn (LAN)
ucnonbayeTtcs vactHas ceTb (Private Network). OHa HaunHaeTca ¢ agpeca
192.168.0.0 n copepxut 60025 (2'°) agpecoB. ®peiimMbl (NakeTbl) MOryT
ObITb OTNpaBneHbl XOCTY TOMBKO B OAHOW M TOW Xe noacetn. Hanpumep, no
ymonyanuio IP agpec kommytatopa 192.168.10.1. Korga nonb3oBaTenb
Xo4eT nogknwountcs K kommyTtatopy IP agpeca ot 192.168.10.2 po
192.168.10.254 gormxkHbl 6bITb HA3HaYEHbI XOCTY.

£+ |Pv4 Settings

IPv4 Mode (@ Static DHCP Client

IP Address 192.168.10.1

Subnet Mask 255.255.255.0

Default Gateway

DNS Server 8888
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IPv4 Mode (pexum paboTbl IPv4) — MNpegycmoTpeHo 2 cnocoba HacTporku
IPv4 agpeca.

Static — IP agpec 3agaeTcsi Bpy4YHyto.

DHCP Client — IP agpec HasHa4yaeTca cnyxoo DHCP. B Ttakom crnyyae
nons cogepxawme wHgopmaumio o6 IP agpece OyayT OTKMOYEHbl ANA
N3MEHEHMUSI.

IP_Address (IP agpec) — HasHa4vaeT yHuKanbHbeln |IP agpec B noaceTtn Ans
JocTtyna K kommyTaTopy. Agpec no ymonyaHuio 192.168.2.1.

Subnet Mask (Macka nogceTu) — onpegensieT TUn NOACETU, K KOTOPOMY
NOAKMOYEHO 3TO YCTPOMCTBO.

Default Gateway (IP Agpec wnio3a no ymondanuio) — [P agpec
MapLipyTusaTopa, KoTopbiin ucnonb3yetca ansa nogkntodeHns LAN k WAN

(Apply Button)
KHonka noaTBepXOeHUs COXpaHEHUs BHECEHHbIX

OaHHbIX. [Nocne ee HaXaTust BHECEHHbIE N3MEHEHMS 6y,u,yT NPUMEHEHDI.

8.4 IPv6 Settings (HacTtpounku npotokona IPv6)

IPv6 ato 65 Bepcusi Internet Protocol pewatowas npobnemy c
OrpaHuyeHMeM afpecHoro npocTpaHcTBa npoTtokosia I[Pv4., IPv6 aT1o
npotokon 3 yposHsa OSI (Internet Layer). KonnyecTBo yHWKanbHbIX agpecoB
ans IPv6 cocraensiet 228, Agpec IPv6 obblyHO npeacTtaBneH undpamu B
WecTHaguatepuyHon cucteme. 8 rpynn no 4 undpbel. Kaxgaa rpynna
oTAeneHa CMMBOSOM:

8.4.1 HacTtpowuka IPv6

£+ |Pv6 Settings

IPVE Mode @) Enable Disable

Default Address  feg0: 2aa bbff fecc 1100 / 64

@ IPv6 Addresses

IPv6 Address / Prefix +

Apply
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IPv6 Mode (Pexum pabotbl IPv6) — Bkniouyaet (enable) nnm otkniovaet
(disable) IPv6. Korga npotokon IPv6 BknioYeH, gpyrme ycTpowcTBa MOryT
noAaknYaTbes K KommyTaTopy. 1o ymonyaHuio BKITHOYEHO.

Default Address (IPv6 agpec no ymonyaHuto) — IPv6 agpec kommyTtaTtopa
no ymonyaHuto. OH aBToMaTU4eckn creHepupoBaH Ha ocHoBe MAC agpeca
KOMMYyTaTopa 1 He MOXET ObITb U3MEHEH BPYUHY!HO.

IPv6 Addresses (Oon. IPv6 apgpeca) — [lo3Bonsier nonb3oBaTensam
3apgaBatb gpyrve IPv6 apgpeca gna kommytatopa. [lone IPv6 appeca
cocTouT u3 2x cekumn — cam IPv6 agpec u npedukc. o ymonyaHuto

npedukc paBeH 64 6ut. Haxvmute + 4ro6bi nobasutb IPV6 agpec, Haxmute
X yTo6bi yoanuTb IPv6 agpec

m (Apply Button)
KHoMka noATBEepXOEeHUS COXPaHEHUS BHECEHHbIX
OaHHbIX. [Nocne ee HaxxaTUS BHECEHHbIE U3MEHEHUSI ByayT NMPUMEHEHbI.

8.4.2 IPv6 Neighbor Table (Tabnuua «coceaen» IPv6)
£+ |Pv6 Neighbor Table

Show 0 v entries Search
IPvE Address 12 MAC Address State
fe80::8952:7b83:45e9:6616 EC:08:6B:06:96:53 STALE

ShU'.’f'lﬂg 110 1 of 1 entries st revious Next Last

Auto Refresh

Refresh Rate: 5 seconds @

IPv6 Address (IPv6 Agpec) — none cogepxut IPv6 agpec «cocega»
MAC Address (MAC Agpec) — none cogepxmut MAC agpec «cocepa»

State (TekyLLliee COCTOSHME) — COCTOSIHNE MOAKIYEeHNs). MoxeT ObITb 5
coctosAHumn. «DELAY» «REACHABLE» «STALE» «FAILED» «PROBE»
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8.5 System Time (CuctemMHOe BpeMA)

CuctemHoe Bpems codepxuT B cebe Tekywyw paty um Bpems. Bpewms
6e3oTkasHon paboTbl onpedenseTca BpemMeHem nocrne  nocrnegHewn
nepesarpyskvm kommytatopa. KommyTaTop He OCHalleH 3NeMEeHTOM MUTaHus
Ons COXpaHeHWs CMCTEMHOro BpeMeHW B namsaTtu. [Monb3oBatenu moryt
HacTpamBaTb 4acOBOW MOSIC W BPEMs BPYYHYK, CUHXPOHU3MPOBATb C
BpemeHem Opay3epa (4epe3 KOTOpbIN OCYLLIECTBMSIETCA HacTpouka
KoMMyTaTtopa), unm ncnonbays cnyxoy NTP.

NTP — npoTtokon ceTeBOro BpemMeHW. PaboTaeT no NpuHUMNY KIWEHT-
cepsep. KnveHToM BbICTynaet kOMMyTaTop, Mofy4asi OT cepBepa OaHHble
TEeKyLLLero BpemMeHu v aathbl.

8.5.1 HacTpowka cMcteMHOro BpemeHu

£+ System Time

@ System Time Information

Current Time  1970/01/01 00:05:52

System Uptime 0 Day 0 Hour 5 Minutes 47 Seconds

Q@ NTP Settings

NTP Mode Enable @ Disable

NTP Server 2.pool.ntp.org

@ Manual Time Settings

Time ZoneEurope Europe v London v
Date Selector 1970/01/01
Time Setting  gp - | 05 < 47

Sync with Browser 2016/11/9 18:27:47
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System Time Information (MHdopmauusa o Tekyllem BpeEMeHW, naTe u
BpeMeHu 6e30Tka3Hon paboTbl) — coAepXUT criefytoLime nons, AOCTYMHbIe
Ons YTeHus:

Current Time — TekyLlas gata u BpeMms;
System Uptime — Bpems 6e30Tka3HoM paboTbl C NocnegHen nepesarpysku.

NTP Settings (Hactpouiku npotokona ceteBoro sBpemeHn NTP) — coctouT 13
cnegyowmnx nonemn:

NTP Mode — Bknio4aeT unu oTkno4aeT ncnosnb3oBaHne npotokona NTP ans
nony4YyeHns cUCTEMHOro BpeMeHn. Korga aktuBHo — ucnonb3dyet NTP Server
ONA CUHXPOHU3ALMN CUCTEMHOIO BPEMEHM;

NTP Server — a1o none otobpaxaeT URL cchinky unu IP agpec cepsepa, K
KoTopoMy ByoeT NpoBOAMTCA MOAKITIOYEHNE AN CUHXPOHU3ALMK
CUCTEMHOr0 BPEMEHW.

Manual Time Settings (Py4Hast HacTponka BpeMeHUn) — nepedeHb HACTPOEK,
NO3BOMSOLWLNX BPYYHYHO 3adaBaTh AaTy U BPEMSI.

Time Zone — BbIOOP YacoBOro nosica;
Date Selector — ycTraHoBKka Aatbl B pydHyto B doopmate rog/mecsu/neHn;

Time Setting — ycTaHOBKa BPY4HYIO BPEMeEHU B hopmaTte
Yacbl:MUHYTbI:CEKyHAbI

Sync with Browser — BbIGop 9Toro 4ekbokca no3BonnT CUHXPOHWU3NPOBAaTb
Bpemsi KOMMyTaTopa ¢ BpemeHem Bpaysepa, Yepes KOTopblIn
OCYLLECTBMSAETCH ynpaBreHne KOMMyTaTopom

(Apply Button)
KHonka noaTBepXOeHUs COXpaHEHUs BHECEHHbIX

OaHHbIX. [Nocne ee HaXxaTust BHECEHHbIE N3MEHEHUS 6yﬂ,yT NPUMEHEHDI.

26



8.6 RSTP Configuration (HacTtpomnka npotokona RSTP)

STP — aT0 cTaHgapTHbIM npoTtokon (IEEE 802.1D) cesasylowero
Aepesa. Vicnonb3yeTcs Ans npefoTBpaLleHns NOsiIBNIEHMS CETEBbIX NeTerb.
MpoTtokon RSTP BoccTaHaBNMBaeT TEKYLLYH TOMOMOMMIO CETU 3HAYUTENBHO
ObicTpee, 4yem STP. RSTP (IEEE 802.1.w). Bpemsi BOCCTaHOBMEHUs
Tonornorun npu cboe He Gonee 6 cekyHa (npotme 30-50 y STP npoTokona).
OT0 genaet ucnonb3oBaHne RSTP NpoToKomna OCHOBHbIM.

8.6.1 KondwmrypuposaHue RSTP. BazoBas nHcdopmauus

£+ RSTP Configuration

Q Bridge Settings

Mode RSTP v

Root Priority 32768 v
Hello Time y (2]
Forward Delay 5 o
Maximum Age 20 2]

Mode (pexxum paboTbl) — NpeanaraeT 2 BO3MOXHbIX pexunva
RSTP — npotokon STP aktueeH, RSTP ncnonssyetcs ansa pesepBupoBaHus;

Disable — oTtkntoyaeT STP. Nonb3oBaTenu UCNonb3yT APYron NPOTOKON
ONs NpefoTBpaLleHns ceTeBbIX NeTenb.

Root Priority (3HayeHne p[nsi oOnpedeneHuMs KOPHEBOro MocTa) —
ucnonb3yetca Ana onpegeneHus KopHesBoro mocta (root bridge). Cambin
HW3KMN  MpuMopMTET COOTBETCTBYeT KOpHeBOMYy MocTy. Ecnu Bce
KOMMYTaTOpbl B CETWM HAaCTPOEHbI Ha OAHO U TOXe 3HadyeHune npuopuTeTa, To
cucTema BbliGepeT KOPHEBOW MOCT Anisi paboTbl NpoTokona Ha ocHoBe MAC
agpecoB. [lnanasoH BO3MOXHbIX 3HayeHun 0 — 61440 (c warom 4096). Mo
yMornyaHuio 3HadeHue npuoputeta — 32768

Hello Time (uwHTepBan otnpaBku naketoB BPDU) — ucnonb3syeTtcs Ans
onpefeneHuns otnpasku naketos BPDU ang npoBepky TekyLien Tononoruu
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n coctosHns RSTP. [nana3oH BO3MOXHbIX 3HadeHun 1-10cek. [lo
YMOMYaHuio — 2 Cek.

Forward Delay (3agepka CMeHbl COCTOSHWUIA) — MHTEpBarn, Yepe3 KOTOopbIN
MopT KOMMYyTaTopa MeHSIeT COCTOsiHMe C oby4yeHusi/mpocnylmBaHusa Ha
nepecbisiky. [nanasoH BO3MOXHbIX 3HaveHun 4-30cek. 3HayeHue no
ymon4yaxumio — 15 cek.

Maximum Age (BpeMsi XpaHeHWs TeKylleh KoHdurypaumm) — Tanmep,
onpegenswowni oxugaHne BPDU nakeToB OT KopHeBoro mocrta. Ecnn
yCTponcTBO nonyyaet naketol BPDU go uctevyeHus BpeMeHu Tammepa,
3HayeHue Tanmepa Oyget cbpolieHo. Kpome TOro, yCTpomMcTBO OTNpaBuT
TOMNOMornMi ¢ M3MeHeHHoiMm BPDU gna yBegomneHus Apyrx YCTPOWMCTB.
[OwanasoH 3HaveHun coctaenseT oT 6 — 40cek. 3HayeHne No ymMonyaHul —
20 cek.

8.6.2 Hactpownka RSTP gnsa nopTtoB

Q Port Settings

No Path Cost @ Port Priority Admin P2P Edge Admin STP
Port1 g 128 v| | Shared v |Auto v Enable v
Por2 g 128 v | | Shared v | Auto v Enable v
Port3 g 128 v | Shared v | Auto v Enable v
Portd g 128 v | | Shared v | Auto v Enable v
Port5 g 128 v| Shared v |Auto v Enable v
Port6 0 128 v Shared v Auto v Enable v
Port7 g 128 v| Shared v |Auto v Enable v
Ports g 128 v | Shared v |Auto v Enable v
Port9 g 128 v |Shared v |Auto v Enable v
Port10 g 128 v Shared v Auto v Enable v
Portt1 g 128 v | | Shared v | Auto v Enable v
Port12 g 128 v | | Shared v | Auto v Enable v
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No — Homep nopTa, rae N — ocHOBaH Ha Kornmn4ecTse NopToB KOMMYyTaTopa.

Path Cost — gnanasoH «cToMmocTu NyTn». [InanasoH BO3MOXHbIX 3Ha4YEHUIN
ot 0 —200000000. Mo ymon4yaHuto 3Ha4yeHne — 0. TO 03Ha4aeT, YTo pacyeT
CTOMMOCTW NYTU OnpeaensieTcs CUCTEMON aBTOMaTUYECKN.

Port Priority — ucnonb3yetcsa onsa onpeaeneHys nopra, KOTopblid OMKEH

ObITb 320110KMPOBAH NpPY MCMNOMNB30BaHUM TOMOMOMUN «KOMbLOY. [lnanasoH
BO3MOXHbIX 3HauyeHuin ot 0 — 240 (kpaTHO 16). Mo ymonuaHuio 3Ha4YeHne —
128.

Admin P2P — TMn ycTaHOBMEHHOrO CoeanHeHus ans nopta. P2P — nonHbIn
aynnekc. Shared — nonyaynnekc

Edge — nopT, KoTopbIN MOXeT ObITb NOAKMOYEH K yCTponcTBy 6e3 STP
HasbiBaeTca EDGE noptom.

lMonb3oBaTenb MOXET BPY4YHYIO YCTaHaBNMBaTh NOPTbI KOMMYyTaTopa B
coctosiHne EDGE nnn NON-EDGE.

3HaveHne Auto — cuctema aBTomatmyecku onpegensiet EDGE 1 NON
EDGE cocTtosiHue ans nopra.

Admin STP — nossonsieT BkIoYaTb/BbIkntovaTh (enable/disable) nogaepxky
STP npoTtokona Ha BblbpaHHOM nopTe.

(Apply Button)
KHonka noaTBepXOeHUs COXpaHEeHWs BHECEHHbIX

AaHHbIX. [locne ee HaxaTns BHECEHHbIE M3MEHEHUS 6y,D,yT NPUMEHEHbI.
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8.6.3 RSTP Status

£+ RSTP Status

Q Bridge Information

Bridge ID 8.000.88:88:88:88:88:88
Root Bridge Yes
Root Priority 32768

Root Port  none

Root Path Cost 0

[

Hello Time

on

Forward Delay 1

Max Age 20

Bridge ID — 310 none otobpaxaeT yHUKanbHbIN ngeHtudmkatop yana, korga
OH SABNSAETCSH YacTbio ceTu. MigeHTudumkatop cogepxut 8 6ant nHdopmaumu.
MepBble 2 6anTta 3aHumaeTt Bridge Priority (HacTpauBaembii napameTp),
ocTanbHble 6 6avitoB 3aHnmaeT MAC agpec.

Root Bridge — kopHeBOW MOCT BbIOMpaeTcsa M3 BCEX KOMMYTaTOPOB,
ydacTeylowmx B Ttornonorum STP cnycTss HeckomnbKo oTrnpasrieHHbix BPDU
naketoB. KOpHEBbIM MOCTOM $BMSETCHA YCTPOWCTBO C HaUMEHbLUUM
3Ha4yeHMeM Root Priority. Ecnu Bce ycTtponctBa B gepeBe STP umeroT
OAVHaKoBLIN MnokasaTenb Root Priority, kOpHEBOW MOCT BbibMpaeTcs Ha
ocHoBaHun MAC apgpeca.

Root Priority — 3T0T nokasartenb onpeaenseT KOPHEBOW MOCT (YCTPOWCTBO C
HaumeHbLMM 3HaveHnem Root Priority). Ecnv Bce ycTponcteBa B gepee
STP wumeloT opguHakoBbI nokasatenbs Root Priority, kopHeBoW MoCT
BblbupaeTcsa Ha ocHoBaHuM MAC agpeca.

Root Port — nopT KOPHEBOrO MOCTa C HaMMeHbLWNM 3HadveHnem Path Cost.
Ecnu B none Root Port oto6paxkaetca NONE, TO 3TO YCTPOWCTBO SABMSIETCS
KOpHEBbIM MOCTOM B Tononoruu STP.

Root Path Cost — «CTOMMOCTb» MyTU OT TeKyLlero ysna [0 KOPHEBOrO
mMocTa B Tononorun STP.
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Hello Time — ncnonb3yeTtca Ansi onpedeneHns HTepeana oTnpaskun BPDU
nakeToB, 15 NPOBEPKM COCTOAHMS 1 Tononorun gepesa RSTP.

Forward Delay - 3agepxka nepeg CMEHOW COCTOAHWA nopTa C
06y4eHUs/NpocnyLIMBaHKS Ha NEPECHINKY.

Max Age — MakcumarnbHoe Bpems oxuaaHna BPDU nakeToB OT KOPHEBOro
MocTa.

Q Port Status

No Role Path State Port Cost :’Egll'-itty Ciper P2P DOper Edge
Port1 Disabled Discarding 200000000 128 Shared MNon-Edge
Port2 Disabled Discarding 200000000 128 Shared MNon-Edge
Port3 Disabled Discarding 200000000 128 Shared MNon-Edge
Port4 Disabled Discarding 200000000 128 Shared Non-Edge
Ports Disabled Discarding 200000000 128 Shared Mon-Edge
Forlg Disabled Discarding 200000000 128 Shared Non-Edge
Port7? Designated Forwarding 20000 128 Shared Edge
Porta Designated Forwarding 20000 128 Shared Edge
Port9 Disabled Discarding 200000000 128 Shared MNon-Edge
Part10 Disabled Discarding 200000000 128 Shared Non-Edge
Part11 Disabled Discarding 200000000 128 Shared Non-Edge
Port12 Disabled Discarding 200000000 128 Shared Non-Edge

Auto Refresn

No — konunyecTtBo noptoB oT Port 1 go Port N, rae N — obiee konm4ecTso
nopToB KOMMYyTaTOpa.

Role — none otobpaxatoLlee TekyLyo ponb nopta B STP.

Root — KopHeBOW NOPT, NOAKMOYEH K KOPHEBOMY MOCTY, UMEET HanMeHbLUee
3HavyeHne Root Path Cost.

Designated — Ha3HayYeHHbIV NOPT, KOTOPbIV OTMPAaBMSET CaMbll KOPPEKTHbIN
BPDU gpyrum y3nam.
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Alternate — anbTepHaTMBHbIA MOPT, KOTOPLIN 3abnoknpoBaH. NopT Bce elle
cnocobeH nonyyats BPDU nakeTbl oT gpyroro mocta. [lpu nonyyveHun
BPDU nakeTta MOXeT nepecnaTtb ero B pyro CErMeHT.

Backup — pesepBHbIi NopT, KOTOpbI 3abnokupoBaH. COOTBETCTBYET MO
cBoeMy cocTosiHuio nopTty Alternate. Tawke cnocobeH nonydats BPDU
nakeTbl OT TOro e camoro mocta. lpun nonyyeHun BPDU naketa MoxeT
nepecnaTtb €ro B Apyron CErMeHT.

Disabled — nopT oTKNOYEH.
Path State — none oTo6paatoLLee TekyLlee cocTosiHne nopTta B STP.

Discarding - COCTOsiHME nopta «OTKNIOYEHY «BnoknposaH»
«[lMpocnywwnsaHne». Bxogdwwme nakeTbl ByayT OTOpPOLLEHbl, 3anOMUHaHue
MAC agpecoB OCTaHOBMNEHO.

Learning — nopt 3anomuHaeT MAC agpeca, HO BxoAsiimMe nakeTbl OyayTt
OTOPOLLEHDI.

Forwarding — nopT nepecbinaeT BXoAsWMe nakeTbl Ha OCHOBE paHee
3anoMHeHHbIX B Tabnuuy MAC agpecos.

Port Cost — cToMMmoCTb NyTK OT NopTa A0 KOpHeBoro mocta. STP npoTokon
npegnonaraeTt, YTo 3HayYeHMEe CTOMMOCTM MYTU ONpPedenseTcsd CKOPOCTbHo
[ocTyna MOAKIYEeHn. 3HadyeHms ctommocTu nytu RSTP no ymonyaHuio
npuBeLeHbl B Tabnuvue Hmxe:

Speed RSTP Path Cost Speed RSTP Path Cost
4 Mbps 5,000,000 1000 Mbps (1Gbps) 20,000

10 Mbps 2,000,000 2000 Mbps (2 Gbps) 10,000

16 Mbps 1,250,000 10000 Mbps (10 Gbps) 2,000

100 Mbps 200,000

Port Priority — 3HauyeHue, KOTOpoe onpenensiet, ABNAETCS N YCTPOMCTBO
KOPHEBLIM MOCTOM B Tonosiornm STP. MNMopT ¢ HaMMeHbLUMM 3Ha4YeHneM Port
Priority umeeT GonbLunii NpyopuTeT Cpeau ocTanbHbIX Y3I0B.

Oper. P2P — 310 none otobpaxaeT Tun coegmHenuns STP. P2P o3HavaeT
«TOYKa — ToYKar, shared — coeAnHeHNe TUMNa «TOYKa-MHOrOTO4Ka»

Oper. Edge — none otobpaxaeT cocTosiHue Tuna EDGE gns noprta B
Tononorun STP.
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8.7 ERPS (MpoTokon 3awmTbl TpadmKa OoT neTenb B KONbLEBOMN
TOMONorumn)

ERPS saBnsieTcs NpOTOKOSIOM 3aLMThbl CETeBOro Tpaduka oT netenb
B KOnbLeBOW Tononornn. f£ABnseTcsa anbTepHaTuBHbiM STP npoTokony
MeToaoM 6opbbbl ¢ ceTeBbIMM NeTNSAMU. Micnonb3yeT cneunarnbHble NakeTbl
Ona ornpoca Yy3rnoB CeTW M BOCCTaHOBreHWs Tonororun. Ecnu B cetu
BO3HMKaeT owmnbka ERPS nepecbinaet Tpaduk no pes3epBHOMY nyTu. Bpems
BOCCTaHOBIEHWS Tornonorum ¢ npumeHeHnem ERPS meHee 50Mmc.

8.7.1 Hactpownka ERPS

£+ ERPS Configuration

Ring 1 v

Q Basic Settings

ERPS Status Enable @ Disable
Ring Type @ Major-ring Sub-ring
ERPS Port 0{West) Port 1 v None v
ERPS Port 1(East) Port 2 v None v
ERPS Ring ID 1 2]
R-APS Channel 1000
Advanced Settings B Enable
Q Advanced Settings
Major-Ring Virtual
Channel 0 0
Sub-Ring Virtual Enable Disable
Channel Support only when Ring Type set to "Sub-ring"
Revertive Mode @ Enable Disable
MEL Value 7 2]

Apply

Basic Settings (6a3oBble HACTPONKM):
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ERPS Status — 2 BO3MOXHbIX COCTOSIHUSI «BKIOYEHO» (enable) wnu
«oTknoyeHo» (disable). Mo ymonuaHuio nopaepxka npoTokona ERPS
BKITHOYEHaA;

ERPS Port 0 — Takke HasbiBaeTca «WEST» nopt. Bbibepute oguH un3
NnopTOB KOMMYyTaTopa A4 BbinonHeHnsa ponu Port O B Tononorun ERPS;

ERPS Port 1 — Takke Ha3biBaeTcs «EAST» nopT. Bbibepute ogmH 13 nopTos
KoMMyTaTopa N4 BbinonHeHusa ponu Port 1 B Tonosnornm ERPS;

lMpumeyarue: TonbKko 0OUH NOpPM KOMMymamopa Moxem 6bimb 8blbpaH
0nis1 ebinoniHeHus1 ponu ERPS Port 0 unu ERPS Port 1

Role Description

Owner There is only one “Owner” in the ERPS ring topology. The Owner is
responsible for blocking the traffic in RPL and protects one side of the
RPL.

Neighbor There is only one“Neighbor” in the ERPS ring topology. The Neighbor
is the port connected with the Owner port and protects another side of
the RPL.

None The “None” implies that theport is other than an Owner or aNeighbor.

ERPS Ring ID — ngeHtTudumkaTop KornbLa. Y4Y4acTHUKN KOMnbLa AO0MMKHbI UMETb
oauH u TOT Xe ERPS Ring ID. OwanasoH ERPS Ring ID ot 1 go 239.
3Ha4eHune no ymon4yaHuto 1.

R-APS Channel — kaHan R-APS Channel ucnonb3yeTtca Ans nepecbinku
ERPS wnHdopmaumm n conoctaBnsietca ¢ uaeHtudpumkatopamm VLAN. OTu
VLAN ID He moryT 6bITb HacTpoeHbl kak VLAN ID gna obbl4HOro ceTeBoro
Tpadumka. Y4acTHUKM Kofbla OOMKHbI UMETb OAMHaKkoBoe 3HadeHne R-APS
Channel. Juana3oH Bo3MOXHbIX 3Ha4yeHun oT 1 0o 4094. 3HavyeHne R-APS
Channel no ymonyanuio 1000.

Advanced _ Settings (pacluMpeHHbIW  HacTporku). [aHHoe  none
oTobpaxkaeTcsi, Korga oTMedeH rankom yekbokc «Advanced Settings» B
OCHOBHbIX HacTporikax ERPS (Basic Settings)

Major-RingVirtual  Channel — aTt0 none  wchnonb3yeTca  And
KOHUrypmpoBaHusi ocoboro BMpTyanbHOro kKaHana Ans nepegadv NakeToB
ynpaBneHust oT cy6 Konbua (sub-ring) Yepe3 OCHOBHOE KOMbLO (Major ring)

Sub-Ring Virtual Channel — Bkntountb (enable) nnu BeiknounTh (disable)
ucnonb3oBaHve BUPTyanbHOro kaHamna B cy6-konbue. Korga BupTyanbHbIN
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kaHan B cyb-konbLe BkntouyeH, ERPS npoTokon nepenaeT naketbl Yepes
CKOH(OUIYpPUPOBaHHbIV BUPTYarbHbIA KaHar.

Revertive Mode - peBepcuBHbIn pexum paboTbl ERPS. Bkntountb /
BblkntounTh (enable/disable). Ecnn peBepcuBHbIN pexnm ERPS Bkto4veH,
3abnokmpoBaHHasa ccbifika BepHeTca K RPL nmocne Toro, kak HeyaayHas
ccbinka 6yaeTt BoccTaHoBreHa. 1o ymonyaHuio peBepcuBHbIN pexxum ERPS
BKITHOYEH.

MEL Value — 3HayeHue nogpasymeBaeT MEG ypoBeHb. 3HayeHve MEL
cogepxuntca B R-APS PDU naketax. [lnanasoH BO3MOXHbIX 3Ha4YeHun ot 0
00 7. 3HavyeHune no ymonyaHuio 7.

(Apply Button)
KHoMka noaTBepXOEHUS COXPaHEHUA BHECEHHbIX

OaHHbIX. [Nocne ee HaXaTust BHECEHHbIE N3MEHEHMS 6y,u,yT NPUMEHEHDI.

8.7.2 ERPS Status (cBogHasa nHdopmauma o ERPS)

£+ ERPS Status
Ring 1 v

Q Basic Information

Ring Type Major-ring
ERPS Status  Disable
Ring State  Normal
Node State  Initial
ERPSRing ID 1
R-APS Channel 1000
Virtual Channel default
Revertive Mode  Yes

MEL Value 7

Q Port Status

Interface Role

Port O{West) Lanl None

Port 1(East) Lan2 None

Auto Refresh

Refresh Rate: 5 seconds @

ERPS Ring
Boibop wu3 3x noggepxuBaemMmbix KOMMyTaTopom  koren. Bwibop

OocCyLlecTBndeTCA U3 BbiNagakLwlero cnnucka.
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Basic Information

Ring Type — Tun BbiGpaHHoro konbua ERPS. Major ring (0CHOBHOE KonbLO),
Sub-Ring with virtual channel (cy6-konbLo C BUPTyanbHbIM kaHanom), Sub-
ring wihout virtual channel (cy6-konbLo 6e3 BUpTyanbHOro kaHana)

ERPS Status — ctratyc ERPS ansa BbibpaHHoro konbua. BkrtoueHo (enable),
BbikntoueHo (disable).

Ring State — 2 coctosiHns ans ERPS «koneu: Normal (HopmanbHoe),
Abnormal (HeHopManbHoeE).

Node state — cocTosiHMe oTaenbHbix Yy3noB ERPS. Cyuwectsyetr 4
COCTOAHUA:

v Initial — ERPS npoToKon BbIKMIOYEH A5 BbIGpaHHOro KosnbLua;

v' Idle — ERPS npoTtokon BKknto4eH Ans BblGpaHHOro kornbua u ERPS
KOnbLO HaxoauTca nog ynpasneHvem Bnagensua (RPL Owner);

v" Pending — ERPS npoTokon Bk/to4YeH B BbiGpaHHOM konble. ERPS
KONMbLO BOCCTAHOBIIEHO W3 cocTosiHMA 3awuTbl (Protection) u
HaxoanUTCs B OXUAAHWUK;

v" Protection — ERPS npoTokon BKMoYeH Ans BbIOpaHHOro Kombla, HO
0QHO M3 coeauHeHun HapyweHo. RPL nepexoauT Ha nepecbinky ang
noagepxxaHvs pabotocnocobHOCTU KonbLa.

ERPS Ring ID — ID ansa ngeHtudukaumm BoibpaHHoro ERPS konbua

R-APS Channel — ato none otobpaxaeT CKOH(pUrypupoBaHHbin R-APS
KaHan.

Virtual Channel — ato none oTobpaxaeT WHGOPMaLMO O BUPTyasnbHOM
KaHane pgna cyb konbua. 310 none oTobpaxaeT cratyc «default» (no
YMOIn4YaHuIo), ecrnv BUpTyarnbHbI KaHan nosTopsieT R-APS kaHarn.

Revertive Mode — oTobpaxaeT cocTosiHue pexuma Revertive, BKNiO4YeHO
(yes), otkntoyeHo (NO).

MEL Value — otobpaxaeT HacTpoeHHoe 3HavyeHne MEL.

Port Status

Interface — HacTpoeHHbIi nopT npeacTtaBnset ERPS nopt 0/1 B ERPS
npoTokore

Role — oToGpaxaeT pornb ANt HAaCTPOEHHOTo MopTa.
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8.8 SNMP (npocTon NnpoTOKOJ1 CeTeBOro yrnpaBrieHus)

SNMP — npocTo npOTOKON CEeTeBOro YyrnpasneHus, sBnsetcd
cTaHgapToM Ans  MNONyYeHWss U CTPYKTYpUpoOBaHMA WHGopMauum ¢
ynpaensemoro kommyTtatopa. C nomowbio SNMP  MOXHO 4acTU4HO
M3MeHATb MHOPMaUMIO O U3MEHEHUs noBedeHusa ycTponcTtB. OB6bIYHO
SNMP wucnonb3yeTcs [Anss MOHMTOpuHra cetu. [lonb3oBaTtenn MoryT
yOaneHHo 3anpalumBaTtb UHGOPMaLNIO OT YCTPONCTB Yepe3 SNMP.

YnpaBnsieMble KOMMYTaToOpbl NoaaepXxusatoT npoTokonsl SNMP vi,
v2c, v3. lpotokonbl SNMP vl, v2c ucnone3yloT Ans ayTeHTudukaumm
KOMaHOHYIO CTPOKY «TOMbKO AN UYTEHUA» U «dTeHume/3anucbx». [NpoTokon
SNMP v3 TpebyeT ayTeHTUdMKALMIO Ha OCHOBe XxelwmpoBaHust (md5 wmnm
SHA). 310 penaet wucnonb3oBaHve SNMP v3 6Gonee 6e3onacHbIM.
MoagpobHas nHdopmaumsa o pasHuue B Bepcusix npotokona SNMP gaHa B
Tabnuue Huxe

Version Web Setting Authentication Encryption
vl & Read Only Community | Community String | No String match for authentication
v2¢ Read-Write Community | Community String | No String match for authentication
Security Level — .
No Authentication, No No No Access by an account (admin or

Privacy user)

Access by an account (admin or
user) and password with more
than 8 characters, which is based
on MDS or SHA

Access by an account (admin or
user) and password more than 8
Security Level — MDS5 / SHA Yes characters, which is based on
Authentication, Privacy AES / DES | MD5 or SHA. The data encryption
is based on AES or DES and the
key requires 8 to 32 characters.

Security Level —
Authentication, No MD5 / SHA No

v Privacy
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8.8.1 HacTpowka SNMP cepBepa
£+ SNMP Server

Q Basic Settings

SNMP Version V1, w2 and v3 v
Reaa Only Communiy public
Read-Write Community private 7]

Q@ SNMPv3 Settings

A Admin

Saecurity Level No Authentication, No Privacy v
Authentication Type D5 SH.
Authentication Password administrator @

Encryption Type AES DES

Encryption Password ST e
A User
Security Level Nao Authentication, No Privacy .
Authentication Type 05 SHA
Authentication Password administrator Q

Encryption Type AES

Encryption Password administrator 9

Basic Settings (6a3oBble HAaCTPOWNKK)

SNMP Version — Mo ymonyaHuto BkrtodeHa nogaepxka SNMP vl, v2c, v3.
Monb3oBaTtenu moryT BbibpaTbh nogaepxky SNMP vl u v2c unm SNMP v3.
None — o3HauaeT, 4to cepep SNMP OyaeT OTKIMOYEH.

Read Only Community — rpynna nonb3oBaTtenen k cepeepy SNMP c
npaBamMy «TOMbKO AN 4TeHusi». MakcumanbHass gnuHa ansa rpynnel 32
cumBona. Henb3si ucnonb3oBaTtb cumBonbel # \ ' " ?
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Read-Write Community — rpynna nonb3oBatene k cepsepy SNMP c
npaBamMu «4YTeHune/3anucby». MakcumansHas anuHa ansa rpynnsl 32 cMMBona.
Henb3sa ncnons3oBatb cMmBonbl # \ ' " 2

SNMPv3 Settings (Hactporku SNMPVv3) 3Ta cekums oTobpaykaeTcs TONbKO
Koraa B OCHOBHbIX HacTpowkax BbicTaBrneHbl SNMP Version vl, v2c, v3 unm
SNMP v3. MNpegocTtaBnsaoTcs 2 ydeTHble 3anncu Admin n User gns goctyna
B ponu SNMP areHTta. [lonb3oBaTenu MOryT HacTpamBaTb pPasfuyHble
YPOBHM 6€30MacHOCTV ANs 2 y4EeTHbIX 3anvcen.

Security L evel — 3 ypoBHsa 6e3onacHOCTH:

No Authentication, No Privacy — 6e3 ayTeHTUukaumm un
KOoHGMAeHumanbHoCcTU. [locTyn ¢ NOMOLLbIO y4eTHON 3anmucy Admin unu
User;

Authentication, No Privacy — ayteHTudukaums, 6e3 KoHpuaeHUnanbLHOCTH.
[ocTtyn ¢ nomoLubto y4eTHon 3anmncu Admin nnm User ¢ naponew;

Authentication, Privacy — ayTeHTudmkaumns, koHpngeHumansHocTb. [JocTyn ¢
NOMOLLbIO y4eTHoM 3anmuck Admin unu User ¢ naponem un wngpoBaHmnemMm.

Authentication Type — Tun ayteHTudukaumm MD5 nnn SHA.

Authentication Password — cTpoka vnu Knod ans NpoxXoXxaeHus npouecca
ayTeHTudumkaumm Ha cepeepe SNMP. Tllaponb 6ygeTt xewwmposaH MD5 mnnm
SHA metogom nepepg ayteHTudukaunen. MuHuMmanbHas AnvHa napons 8
cumBonoB. MakcumanbHasa — 32 cMmBona. Henb3s ncnonb3oBaTtb CUMBOSbI
#A"?

Encryption Type — 2 anroputmMa wndposaHns AES n DES Ha BbiOop.

Encryption Password — cTpoka/knoy wucnonb3yetca Ana wudpoBaHUs
OaHHbIX, oTnpaBnsemblx Ha SNMP cepep. MuHumaneHas anuHa naponsa 8
cumBonoB. MakcumanbHas — 32 cumBona. Henb3sa ncnonb3oBaTtb CUMBOSbI
#\'"?

(Apply Button)
KHonka noaTBepXOeHUs COXpaHEeHWs BHECEHHbIX

AaHHbIX. [locne ee HaxaTusl BHECEHHbIE U3MEHEHNS 6yﬂyT NMPUMEHEHDbI.
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8.8.2 HacTpownka SNMP Trap
£ SNMP Trap

Q Basic Settings

Trap Mode v3 Trap .
Inform Retry
Inform Timeout 1
Trap Receiver IP

Community public [2]

Q@ SNMPv3 Trap Settings

Username
Engine ID 0x80001188807a9ff25ad3000000
Security Level No Authentication, No Privacy v
Authentication Type D5 SHA
Authentication Password (2]
Encryption Type ES DES

Encryption Password 7]

Apply

Basic Settings (6a3oBble HACTPOWNKK)

Trap Mode — [llo ymonuaHuio BknoveHa noggepxka SNMP v1, v2c, v3.
Monb3oBatenu moryT Bbibpatb nogaepxky SNMP v1 n v2c unu SNMP v3.
None — o3HauaeT, 4to cepsep SNMP OyaeTt OTKIHOYEH.

Inform Retry — SNMP Trap otnpaBuT 3HadeHue [loBToputb (Retry), korga
Trap HacTpoeH Ha «V2 Inform» wnnn «V3 Inform» pexum. [OuanasoH
BO3MOXHbIX 3HayeHu oT 1 go 100. 3HavyeHuMe No ymonyaHuio 5.

Inform Timeout — BpeMeHHON MHTepBan, UCMONb3YLMACA ANS OTNpaBKu
Trap, korga Trap HacTpoeH Ha «V2 Inform» unu «V3 Inform» pexum.
[unanasoH BO3MOXHbIX 3HayeHu oT 1 go 300 cek. 3HayeHne No yMOYaHUio
1cek.

Trap Receiver IP — IP apgpec Trap cepBepa pAns nonydeHuss Trap
WHopmaumn.
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Community — ctpoka B SNMP Trap wnaeHTuduuupyloaa yCcTpoucTBo.
MakcumanbHasa gnnHa — 32 cumBona. Henb3s ucnonb3oBaTtb cumBonbl # \'
n ?

SNMPv3 Trap/Inform Settings (Hactponku Trap/Inform gna SNMPv3). 3ta
CeKuMsa C HacTpoWKaMu aKkTUBHA, TONbKO eCnu BbiCTaBneH pexvM B Trap
Mode «v3 Trap» unm «v3 Inform»

Username — ocoboe umsi nonb3oBaTens gnsi ayteHTMdukaumm Ha SNMP
Trap cepsepe.

Engine ID — ngeHtudbmkaTop npunoxexHmsa SNMP.
Security L evel — ypoBHM Ge3onacHoOCTH:

No Authentication, No Privacy — 6e3 ayTteHTudurkaumm un
KOH(*)I/I,EI,eHLI,I/IaJ'IbHOCTI/I. ,D,OCTyI'I C NCNOJNb30BaHMEM TOJTIbKO MMEHU
nonb3oBartens (Username)

Authentication, No Privacy — ayteHTudukaums, 6e3 KoHpuaeHUnanbLHOCTH.
HocTtyn ¢ ncnonb3oBaHUEM TOMbKO MMeEHM nonb3oBaTens (Username) ¢
napornem;

Authentication, Privacy — ayTeHTudukauuns, KoHpungeHumansHocTb. [locTtyn C
ncnonb3oBaHVeM TONbKO MMEHN nonb3oBaTtens (Username) ¢ naponem u
LwndpoBaHMEM.

Authentication Type — 2 anroputma xewmnposaHma MD5 nnu SHA Ha BbIGop.

Authentication Password — cTpoka/kniod Ansi NpoxXoXaeHus npoLecca
ayTeHTudmkaumm Kk SNMP Trap cepsepy. lNMaponb 6ygeT xewwnposaH MD5
unn SHA meTogom nepepn ayteHTUduKaunen. MMHumaneHas onuHa napons
8 cumBonoB. MakcumanbHaa — 32 cumBona. Henb3sa wmcnonb3oBaTb
cumBonbl # \' " ?

Encryption Type — 2 anroputmMa wndposaHnsa AES n DES Ha BbiOop.

Encryption Password — cTpoka/kniod wucnonb3yetcd Ans LndpoBaHus
OaHHbIX, oTnpasnsemMblx Ha SNMP Trap cepsep.

MvHumanbHas anvHa napons 8 cumeornos. MakcumanbHas — 32 cMMBoria.
Henb3sa ncnons3oBatb cMMBOrnbl # \ ' " 2

m (Apply Button)
KHonka noaTBepXxXaeHna CcoxpaHeHUA BHECEHHbIX [AdaHHbIX.
Mocne ee HaxaTusa BHECEHHbIE N3MEHEHUS 6yﬂ,yT NPUMEHEHDI.
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8.9 DHCP (HacTpouka npotokona DHCP)
DHCP CepBep/KnueHTt

DHCP aTO NpoTOKON AMHaMUYEecKoW HaCTPOWKW Yy3na, sBnsieTcs
CTaHO4apPTU3NPOBaHHbLIM MPOTOKOSIOM, ucnons3dyembim B |IP cetax. DHCP
cepsep cogepxut nyn IP agpecoB n korga DHCP knueHT 3anpawwuvBaeT IP
agpec, DHCP cepeep BbiOMpaeT ero u3 nyna agpecoB U HasHadaeT 3ToMy
DHCP knunenty. DHCP Takxke ynpasnsieT IP nHgpopmaumen, Takom kak LLnto3
no ymonyaHuio (Default Gateway) n DNS cepsep. DHCP o4eHb yaobeH ons
HacCTpPOWKM  napameTpoB  HECKONbKUX  YCTPOWCTB  cpa3dy.  TOnbko
afMWHUCTpaTOp MoXeT BkMounTe DHCP knneHT anga kaxgoro yCTpoWcTBa 1
HacTpouTb DHCP knuneHT. [lanee knueHTbl nonyyart yHukanbHble |IP agpeca
W opyrue HacTpownkun IP anga nogkmoyeHns K ceTu.

DHCP Server Binding

Momnmo AuMHamuyeckoro pacnpegeneHns IP agpecoB  mexay
knueHtamy DHCP cepBep Takke No3BonsieT BPYYHYHO 3ajaBaTb CTaTUYHbIN
IP agpec ons yctponctea ¢ onpegeneHHsiM MAC agpecom. Takas yHKums
HasbiBaeTca DHCP Server Binding.

DHCP Relay/Option82

B kpynHOW ceTn MOXeT cyLlecTBoBaTb HECKOMbKO nogceten 1 DHCP
KNUEHT He moxeT ObiTb obcnyxeH DHCP cepeepamu Hanpsamyio. B aTtom
cnyyae Heobxoamm areHT ans peTpaHcnsuum (relay agent), KOTOpbIA MOXeT
nomoYb nepepatb dpermol Ha cepsepa DHCP.

Onuma 82  (Option82) 3TO0  MHAPOPMALMOHHBIA  BapuaHT
naeHtTudmkaumm knmeHToB Ha ocHoBe Circuit ID n Remote ID. Circuit ID ato
naeHtudukatop, cogepxawmunm nma n VLAN mHdopmaumio. Remote ID aTo
noeHTuukaTop yganeHHoro yana (areHTa peTpaHcnsauum, relay agent).
DHCP cepBep moxeT HasHayaTb IP agpeca krnneHTam B COOTBETCTBUM C
Option 82 cpenaB npouecc HasHadeHuss |IP agpecoB  Gonee
KoHTponupyembiM. Dopmat cpenma Circuit ID npeacraBneH Huxe:

Suboption Circuit ID
Type Type

Length Length
R
1 B 0 4 VLAN Module| Port
1byte 1byte 1byle 1 byte 2 byte 1 byte 1 byte
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VLAN — 370 none B cdpenme npegHasHavyeHo ansa naeHtndpukauum VLAN ID,
no yMOMYaHuo YyCTaHOBMEHO Ha 1

Module — yacTb HOMepOB 4ns YCTPOWCTBA, oTnpaensatowero DHCP 3anpoc.
[na kommyTaTOpOB 3TOT OanT Beerga paseH 0.

Port — Homep nopTa, KoTopbI naeHTUdUUMpyeT Bxoaswmin DHCP 3anpoc ot
DHCP knueHTa.

dopmaTt pperima Remote ID npeactaBneH Huxe:

Suboption Remote ID

T T

ype Length e Length

v b

2 8 0 6 MAC Address
1 byte 1byte 1byte 1byte 6 byte

MAC Address — no ymonuyanuto cogepxmt MAC agpec DHCP relay agent

8.9.1 Hactpownka DHCP knueHTa

£+ IPv4 Settings

IPvd Mode (@) Static DHCP Client

IP Address 192.168.10.1

Subnet Mask 255.255.25

Default Gateway

DNS Server

IPv4 Mode

Bbibepute «DHCP Client» 4to6bl BkMouMTb pexum DHCP  knueHTa.
Cuctema otnpaenseT «discovery» cpenm B ceTb U nbitaetcs nony4nts IP
agpec ot cepsepa DHCP.

43



Mocne BkntoveHus «DHCP Client» pexxuma, nonb3oBatensam Heobxoanmo
NOAKIIOYUTLECS K KOHCoNbHoMY nopTy (Console Port) n ansa nonyyexus IP
agpeca BeecTu kKomaHay B CLI «show ip address».

(Apply Button)
KHonka noaTBepXOeHUs COXpaHEHUs BHECEHHbIX

OaHHbIX. [Nocne ee HaXaTust BHECEHHbIE N3MEHEHMS 6yp,yT NPUMEHEHDbI.

8.9.2 Hactponka nidopmaumm DHCP cepBepa
£+ DHCP Server

Server Status DHCP Server Down
Server Mode Enable @ Disable

Start IP Address
End IP Address
Default Gateway

DNS Server

Lease Time 60 2]

Apply

Server_Status — none otobpaxaeT ctatyc DHCP cepsepa: Down (He
pabotaeT) UP (PaboTaeT). MHopmaumst TONbKO ANst YTEHUS.
Server Mode — Bkn/Bbikn pyHKkumm DHCP cepsepa.

Start IP_Address — HadvaneHbin IP agpec nyna IP agpecoB gns DHCP
cepeepa.

End IP_Address — koHeuHbih IP agpec nyna IP agpecoB gns DHCP
cepBepa. [lomkeH ObITb B 0gHOM noaceTn ¢ Start IP Address

Default Gateway — IP agpec wno3a no ymonyaHuto, DHCP knueHThbl
ucnonb3ytoT ero, 4tobbl BbIiTM B WAN. [omkeH Haxogutca B OAHOM
noacetu c |IP agpecom camoro kommyTaTtopa

DNS Server — DNS cepsep npucsamsaet URL DHCP knueHtam BmecTo IP
afpecos.
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Lease Time — DHCP cepBep apeHayeT IP agpec onsa ycTpowcTBa Ha
HekoTopoe Bpems. Mo ucteyeHun BpemeHn apeHabl DHCP cepsep moxet
HasHa4MTb YCTPOMWCTBY OPYron cBOOOAHbIM agpec M3 ykasaHHoro nyna IP
afpecos.

LR (Apply Button)
KHonka noaTBepXAeHUst COXPaHEHWS BHECEHHbIX
AaHHbIX. [ocne ee HaxaTns BHECEHHble U3MEHeHNs ByayT NPpUMEHEeHbI.

8.9.3 Hactpoiika npuBsasku nHcdopmauum kK DHCP cepBepy

£+ DHCP Server Binding

Binding D@ MAC Address Binding IP Address +

Binding ID — naeHTudmkaTop NpmBsaskv. [uana3oH BO3MOXHbIX 3HAYEHWM
ot 1 go 32.

MAC Address — yCTpPOWCTBO C yka3aHHbIM B 3ToM none MAC agpecom
OygeTt cooTBeTCTBOBATL CTaTU4eckoMy IP agpecy npuBasku.

Binding IP Address — ctatnyeckuit IP agpec, ceasaH ¢ MAC agpecom 13
nons (Mac Address)

+,[10633|/|Tb DHCP npuBssasky

x: Ypanute DHCP npussasky

LI (Apply Button)
KHonka noarBepXngeHna CcoxpaHeHuna BHECEHHbIX

AaHHbIX. [locne ee HaxaTusl BHECEHHbIE U3MEHEHNS 6yﬂyT NMPUMEHEHDbI.
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8.9.4 HacTpowka DHCP relay nHcgpopmauun

£+ DHCP Relay

Q Relay Basic Settings

Relay Mode
Relay Optiong2

Helper Address 1

Helper Address 2

Helper Address 3

Helper Address 4

Enable @) Disadle

Enable ‘ Disable

Q@ Relay Untrust

No

Port 1
Port 2
POrL3
Port 4
Port &
Porté
Port 7
Port 8
Portg
Port 10
Port 11

Fort12

Untrust Status @

Enable /

Enable
Enable

Enable

isable
:. Disable
@ Disable
@ Disable

Enable (@

Enable (@

Enable (@

Enable @

Enable @

Enable @

Enable @

Enable (@

Apply

Relay Basic Settings (6a3oBble HacTpoliku peTpaHcnsauun DHCP Relay)

Relay Mode — Bkn/Bbikn dyHKUM0 peTpaHcnaumm DHCP 3anpocos

Relay Option82 — Bkn/Bbikn peTpaHcnaumio DHCP 3anpocoB ¢ BKIHOYEHHON
onuuen 82 (onncaHo B Havane pasgena)

Helper Address 1 — 4 — 4 IP agpeca, npegoctasneHHble DHCP cepBepom

DHCP knneHTam, coxpaHeHHble B pe3epPBHYHO KOMUIO.

Relay Untrust (Beibop «HeHaaexHOro» nopra)

No — Homep nopTta oT 1 go N, rae N — obLyee 4icno NnopToB KOMMYyTaTOpAa.
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Untrust Status — BKkn/BbIKMN CcTaTyc «HeHaaexHoro» nopta. Cuctema éyaet
oTbpacbiBaTh pperimbl DHCP ynpasneHus Ha BbIbpaHHOM nopTe.

LA (Apply Button)
KHonka noareBepXneHua CcoxpaHeHna BHECEHHbIX

OaHHbIX. [Nocne ee HaXxaTust BHECEHHbIE N3MEHEHMS 6yp,yT NPUMEHEHDI.

8.10 PoE (HacTtpoimka PoE Ha nopTax)

Power over Ethernet (POE) nossonsieT koMmyTaTopy nepedaBaTb
nUTaHne BMeCTe C [JaHHbIMM Mo kabenw BUTOW Mapbl K CETEBOMY
ycTponcTBy. CywecTtByeTt 2 ctaHgapTa PoE: IEEE 802.3af obecneunBaet oo
15.4 Bt v IEEE 802.3at o6ecneumBaeTt go 25.5 Br.

8.10.1 UHdopmauumsa o HacTpomkax PoE

£+ PoE Configuration

No. Mode Force Status Class Voltage Power
Port 1 (@ Enable Disable on (@ Off on 3 48.1V  3.6W
Port 2 (@ Enable Disable on @ Off Off 0 - -
Port 3 (@ Enable Disable on @ Off Off 0 - -
Port 4 (@ Enable Disable Oon @ off ©n 3 48.1V  2.8W
Port 5 (@ Enable Disable on @ Off Off 0 - -
Port 6 (@ Enable Disable on (@ Off Off 0 - -
Port 7 (@ Enable Disable on @ Off Off 0 - -
Port 8 (@ Enable Disable on (@ Off Off 0 - -

Apply

No — Howmep nopta ot 1 go N, rge N o6wee konumyectBo POE noptos
KOMMYyTaTopa.

Mode — Bkn/Bbikn POE Ha BbIOpaHHOM nopTe.

Status — oTtobpaxaeT crtatyc POE ansa BbibpaHHoro nopta. MHdopmauwms
TONbKO AN YTEHUS.
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On — PoOE BkN. 1 K nopTy noantodeHo POE ycTponcTeo;
Off — POE Bkn., HO K NOpPTY NoAKMo4YeHo He POE yCcTponcTeo;
Disabled — PoE oTknto4yeHo anis BbiGpaHHOro nopTa.

Class — none otobpaxaeT Knacc YCTPOWCTBA OCHOBaHHbIM Ha CTaHaapTe
IEEE 802.3 af/at

Voltage — none 0T06pa>|<aeT BbIXOOHOE HanpsAXeHne B BOJibTax.

Power — none oTtoOpaxaeT MOLWHOCTb BblgaBaemyid MopTom Ha PoE
yctponcteo. lMopt moxeT BbigaTh Ao 30 BT mowHocTtn, POE ycTponcTea
MOryT noTpebnate 0o 25,5 Br.

(Apply Button)
KHoMka noaTBepXOEHUs COXPaHEHUA BHECEHHbIX

OaHHbIX. [Nocne ee HaXxaTust BHECEHHbIE N3MEHEHMS 6y,u,yT NPUMEHEHDI.

8.10.2 HacTtpowka cyHkumum «PoE Keep Alive»

dyHKUMA PoE Keep Alive nossonser ONCTaHLUMOHHO
KOHTpONMpOBaTb CETEBYH aKTUBHOCTb NoAkntoYeHHbIX PoE ycTporicts. Ecnu
NoAdKINtoYeHHOe YCTPOMCTBO B TeveHMe 3aJaHHOro BPEMEHW nepecTaeT
oTBeYaTb Ha 3anpockl, KOMMyTaTop nepesarpyxaet PoE nopr.

£ PoE Keep Alive

MNo_ Detect IF Address @ Ping Interval @ Hold Time @
Port 1 Enable 30 60
Port 2 Enable 30 60
Port 3 Enable 30 60
Port 4 Enable 30 60
Port 5 Enable 30 60
Port 6 Enable 30 60
Port 7 Enable 30 60

Port & Enable 30 60

Apply
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No — Homep nopta oT 1 go N, rae N ob6uee konunyectBo POE noptoB
KOMMYyTaTopa.

Detect — Bkn/Bblkn otcnexusaHve PD (POE ycTponctBo) Ha BblIGpaHHOM
nopte. Korga Bkn. Cuctema nuHryeT 3adaHHbin |IP agpec ¢ 3agaHHbIM
nHtepsarnom (Ping Interval)

IP_Address — IP agpec, koTopbIi cucTema nuHyreT ¢ uHTepsanom (Ping
Interval) ans Toro 4tobGbl ybeawuTcsi, YTO nogknyeHHoe Yy nopty PoE
YCTPONCTBO (PYHKLMOHUPYET B HOPMAribHOM pPEXMME.

Ping Interval — nHTepBan (oT 1 go 65565cek ) yepe3 KOTOPLIN cucTema
nuHryeT ypaneHHsln |IP apgpec POE ycTpoiictBa C Lenbio NPOBEPKU €ro
paboTtocnocobHocTn. 3HaveHne no ymonyaHuto 30 cek.

Hold Time — BpeMs, nocne KOTOPOro cuctema, B Cryvyae HeydadHom
koMmaHgbl PING, cHoBa nonbiTaeTca OTNpaBuUTb 3anpoc Ha yganeHHoe PoE
YCTPONCTBO. [JMana3oH BO3MOXHbIX 3Ha4YeHun oT 1 go 65535 cek. 3HauyeHne
no ymon4yaxuio 60 cek.

(Apply Button)
KHonka noarBepXneHua CoxpaHeHusa BHECEHHbIX

OaHHbIX. [locne ee HaXxaTuss BHECEHHbIE N3MEHEHUS 6yﬂyT NMPUMEHEHDbI.

8.10.3 HacTtpoiika nogaum POE Ha nopTbl No pacnucaHuio

£+ PoE Schedule

Sun Mon Tue Wed Thu Fri Sat

00

o1
0

04
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Port Selector — BbIOOp mopTa, Ha KOTOpoM OyaeT HacTpoeHa nogava PoE
no pacnucaHuto. OT 1 go N, rae N obuwee konuyectBo POE noptoB
KOMMyTaTopa.

Enable — BkNOUYMTb AN KaXaoro AHN
Week — BKMounTb ANg KaXX40ro AHA B Hegento no otaensHocTu. Boc.-Cy6.
Hour — Bpemsi B Yacax gns kaxgoro gHs ot 00 00 go 23 00

Monb3oBatenu MoryT BblOpaTb dnaxok «Hegenda u dacbl» B
Tabnuue, 4yTobbl BKNOUNTL Nogadvy PoE B onpegeneHHoe Bpemsa. Hanpumep,
€ecnn nonb3oBaTerb XO4eT BKMOUYUTL nogady POE Tonbko B MOHEAENbHUK C
6 00 no 7 00 u B cpegy ¢ 13 00 go 15 00, gomKHbI ObITb BbIGPaAHbI
cnegytowme naxkm Mon-06 Mon-07 Wed-13 Wed-14 WED-15.

Bpema 6Gasupyerca Ha CUCTEMHOM BpPEMEHM, YCTaHOBMEHHOM B
cooTBeTCTBYlOLEM pa3aene WEB uHTepdelica kommyTaTopa

(Apply Button)
KHonka nogTBepXaeHnsa CoOXpaHeHUs BHECEHHbIX

OaHHbIX. [Nocne ee HaXaTust BHECEHHbIE N3MEHEHMS 6y,u,yT NPUMEHEHDI.

8.10.4 Hactponka npuopuTteTa nogayum POE Ha nopTbl

L+ PoE Priority

Q Basic Settings

Priority Mode Actual v

Power Budget 1600 2]

Q Power Settings

No. Priority Limit @
Port 1 Low v/| 35
Port 2 Low v|| 35
Port 3 Low v 35
Port4 Low v 35
Port 5 Low v/| 35
Port 6 Low v 35
Port 7 Low v 35

Port 8 Low Y| 35
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Basic Settings (OCHOBHblE HACTPOWKK)

Priority Mode — BbI6op pexuma npuoputesaummn nogadm PoE. OocTtynHo 3
pexuma:

v" Actual — obecneyeHne moLHocTU POE B COOTBETCTBUM C
TpeboBaHMEM OT MMTAEMOro yCTPONCTBA;

v" Class — obecneyeHmne molHocT POE cornacHo knaccy
noaknto4YaeMoro ycTponcTea (Ha ocHoBaHuK cTaHgapTta IEEE
802.3af/at);

v/ Static — obecneyeHme molHocT! POE ¢ huKCcMpoBaHHbLIM
3Ha4YeHneM Ha ocHoBaHuu nons Limit, 3agaBaemoro
nonb3oBaTenem;

Power Budget — none onpegenseT MakcumarbHYyt0 MoWwHOCTb POE, koTopas
MOXeT ObITb OTAaHa BCEM NoAKModeHHbIM POE ycTponcTeam. [Juana3oH
3HaveHun 0-5000BaTT. 3HavyeHMe no ymonyaHuto — 1600 Batr.

Power Settings (HacTpoyiku nuTaHms)

No — Homep nopTta oT 1 go N, rae N — obLee KonmM4ecTBO NOPTOB
KOMMYyTaTopa

Priority — 3Ha4yeHue npuoputeta nogayn PoE ans BeiGpaHHOro nopra.

v High — BbICOKMI1 NPUOPUTET;
v' Middle — cpegHuin npuopuTeT;
v' LOW — HU3KWUIA NPUOPUTET.

Limit — ycTtaHoBKka numuTa POE mMoLlHOCTM Ansa BeibpaHHoro nopta. Cuctema
OyneT orpaHuuMBaTb MOLLHOCTb BblAaBaemyld Ha nopT 6e3 npoBepku
peanbHoi noTpebnseMon MOLIHOCTM noAknoyeHHoro POE  ycTtponicTsa.
Mone aktuBHO, ecnu BbIGpaH pexuMm npuopuTesauum Static. OuanasoH
BO3MOXHbIX 3HayeHui 4 — 35 BaTT. 3HaveHne no ymonyaHuio — 35 BartrT.

(Apply Button)
KHonka noareepXaeHma coxpaHeHna BHECEHHbIX

AaHHbIX. [locne ee HaxaTuss BHECEHHbIE U3MEHEHNS 6yﬂyT NMPUMEHEHDbI.
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8.11 ModBUS/TCP (HacTpoika NpOMBbILIIEHHOro NPOTOKosa
ModBUS/TCP)

Modbus — 3TO OTKPbITHIN ~ KOMMYHWKALMOHHbIA  MPOTOKON,
OCHOBaHHbI Ha  apxuTekType master-slave u  pabotalowmin ¢
nporpaMMmpyeMbiMy  flormdeckumn  koHTponnepamu  (PLC).  Wwupoko
NPUMEHSIETCS B MPOMbILLISIEHHOM CEerMeHTe AN OpraHu3auuy CBA3W MEXAy
3MEeKTPOHHBIMU YCTPONCTBaMU.

Modbus/TCP ucnonb3yeT nokaneHyo ceTb Ansi paboTsl 1 N03BONSAET
ycTponcteam ¢ nogaepxkon Modbus npotokona obmeHmBaTtbea Modbus
coobueHuamn. [Onsa pacwundgpoBkn coobuweHnn Modbus Heobxogmumo
ucnonb3oBaTb YTUNUTLI, Hanpumep, Modscan. B kommyTtatopax Modbus
coobleHns cogepxaT CUCTEMHYKO  UMHopmauuio, KHdOopMauul o
npoLUnBKe, MHOpMaLUMIO O NopTax, O NakeTax u TA.

8.11.1 ®opmaT AaHHbIX npoTokona Modbus/TCP
OcHoBHble 4 TvNa gaHHbIX, ncnonb3yemsie Modbus/TCP aTo:

Function ] [
Data Access Type Code Function Name

Bit Access Physical Discrete Inputs 2 Read Discrete Inputs
Internal Bits or Physical Coils 1 Read Coils

Word Access Physical Input Registers 4 Read Input Registers

(16-bit Access) Physical Output Registers 3 Read Holding Registers

8.11.2 O6paboTka AaHHbIX B Modbus/TCP

Cnepylowme npumepbl npeanonaratwT, 4Yto obliee KONMYecTBO
nopTtoB paBHO 8. Tabnuua Hwxe ansa koga yHkumm Ne3 (YTeHne 3HayYeHun
n3 Heckonbkux pernctpos xpaHeHus (Read Holding Registers)) n ana koga
dyHKUMM Ne6 (3anucb 3HayveHus B oduH peructp xpaHeHus (Preset Single
Register)).

Address Offset Data Type Interpretation Description

System Information
Port 1 to Port 8 Status

0x0000: Disable

0x0000 to 1 word HEX 0x0001: Enable

0x0008 Port 1 to Port 8 Status Configuration
0x0000: Disable
0x0001: Enable



Tabnuua Hwxe npegHasHaveHa Ans koga dyHkumm Ned (Input
Registers). 3HaveHne HaumHaeTcs ¢ agpeca Modbus 30001. Hanpumep,
cmelleHne agpeca 0x0000H paeHo agpecy Modbus 30001, a cmelleHue
agpeca 0x0030H paBHo apgpecy Modbus 30049. Bca wuHdopmauwms,
cyMTbiBaeMasi C KOMMYTaTOpOB XpaHUTcA B pexnme HEX v nonbsoBatenu
MOTryT ccbiaTbca Ha Tabnuuy ASCIl ana conocTaBneHus MNofyYeHHbIX
OaHHbIX (Hanpumep, 0x4B= “K”, 0x74= “t").

Address Offset Data Type Interpretation Description

System Information
Product Name = “MT-0804G”

Word 0 Hi byte = ‘M’
Word 0 Lo byte = ‘T
Word 1 Hi byte = *~
0x0030 20words  ASCII Word 1 Lo byte = '’
Word 2 Hi byte = ‘8’
Word 2 Lo byte = ‘0’
Word 3 Hi byte = ‘4’
Word 3 Lo byte = ‘G’
0x0050 1 word Product Serial Number

Firmware Version
For example:
Word 0 = 0x0103

Word 1 = 0x0200
Firmware version is 1.3.2

0x0051 2 words HEX
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Address Offset
System Information

0x0053

0x0055

0x0058

Address Offset

0x0059

0x005A

0x0082

Data Type

2 words

3 words

1 word

Data Type

1 word

1 word

1 word

Interpretation

HEX

HEX

HEX

Interpretation

HEX

HEX

HEX

Description

Firmware Release Date

For example:
Word 0 = 0x1719
Word 1 = 0x1506

Firmware was released on 2015-06-17

19 o’clock

Ethernet MAC Address

Ex: MAC = 01:02:03:0A:0B:0C

Word 0 H

i byte

Word 0 Lo byte

Word 1 H

i byte

Word 1 Lo byte

Word 2 H

i byte

Word 2 Lo byte

0x01

0x02
0x03
0x0A
0x0B
0x0C

Power 1
0x0000:
0x0001:

Off
On

Power 2
0x0000:
0x0001:

Description

Off
On

Fault LED Status

0x0000: Boot error

0x0001:
0x0002:

Normal

Fault

DO1
0x0000:
0x0001:

off
On

54



Address Offset Data Type Interpretation Description
Port Information

Port 1 to Port 8 Status
0x0000: Link down
0x1000 to 0x0001: Link u
Ox1008 1 word HEX : P
0x0002: Disable
OxFFFF: No port
Port 1 to Port 8 Speed
0x0000: 10M-Half
0x0001: 10M-Full
0x1100 to
0x1108 1 word HEX 0x0002: 100M-Half
0x0003: 100M-Full
OxFFFF: No port
Port 1 to Port 8 Flow Ctrl
0x0000: Off
0x1200 to
0x1208 1 word HEX 0x0001: On
OxFFFF: No port

Port 1 to Port 8 Description
Port Description = “100Tx,RJ45.”

0x1300 to Word 0 Hi byte = .1.
0x1313 (Port 1) Word 0 Lo byte = ‘0
Word 1 Hi byte = 'O’
0x1314 to C
0x1327 (Port 2) 20 words ASCII Word 1 Lo byte = T
Word 4 Hi byte = ‘4
0x138C to

Word 4 Lo byte = ‘5
Word 5 Hi byte = *’
Word 5 Lo byte = 0

Ox139F (Port 8)

Packet Information

Address Offset Data Type Interpretation Description
Port 1 to Port 8 Tx Packets
Ex: port 1 Tx Packet Amount = 13248635
Received Modbus response:
0x2000 t
00 2words  HEX 0x13248635
Word 0 = 1324

Word 1 = 8635



Chapter 3: Web Management

ModBUS/TCP
Address Offset Data Type Interpretation Description

Port 1 to Port 8 Tx Bytes
Ex: port 1 Tx Btyes Amount = 13248635
Received Modbus response:

0x2080 to P

0Xx208F 2 words HEX 0x13248635
Word 0 = 1324
Word 1 = 8635
Port 1 to YY Rx Packets
Ex: port 1 Rx Packet Amount = 13248635
Received Modbus response:

0x2100 to P

0x21(YY*2-1) 2 words HEX 0x13248635
Word 0 = 1324
Word 1 = 8635
Port 1 to Port 8 Rx Bytes
Ex: port 1 Rx Btyes Amount = 13248635
Received Modbus response:

0x2180 to P

0x218F 2 words HEX 0x13248635

Word 0 = 1324
Word 1 = 8635

8.11.3 HacTtpomka pa6otbl Modbust/TCP npoTokona

£+ Modbus/TCP

Modbus Mode Enable @ Disable

Apply

Modbus Mode — Bkn/Bbikn (enable/disable) npotokon Modbus/TCP

(Apply Button)
KHonka noarBepXxaeHna CoxpaHeHUA BHECEHHbIX AdaHHbIX.
lMocne ee HaxaTWs BHECEHHbIE N3MeHeHWs ByayT NpMMEHEHbI.

8.12 UPnP (Habop npotokonoB Universal Plug and Play)

UPNP (Universal Plug and Play) aTto Habop ceTeBbiX NMPOTOKOJIOB,
NO3BOMSAIOWNIA CEeTEBbIM YCTPOWCTBaM ferko obHapyxuBaTb Apyr gpyra B
cetn. Habop npotokonoB UPNP pacwupset texHornormio «plug&play» ans
NOAKITHOYEHUN K CEeTEBbLIM yCcTponcTBamM 6es BO3MOXHOCTHU
KOHGurypupoBaHus  (Heynpasnsiemble  ycTponctea). Korga  UPnP
YCTPOUCTBO, Takoe Kak ceTeBon npuHTep, Wi-Fi Touka pgoctyna wnu
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MOBUNBHOE YCTPOWCTBO NOAKIYaeTCcs K ceTh, OHO aBTOMaTU4eCckn cosgact
TekyLLyto pabo4yto KoHburypauuio ¢ opyrum yCTpOMCTBOM.

8.12.1 Hactpownka UPnP
£ UPnP

UPNP Mode Enable @ Disable

Advertisement Interval 1800 o

Apply

UPnP_Mode — Bkn/Bbikn (enable/disable) UPNP Habop npoTokonoB..

Advertisement Interval — npoOMEXyTOK BpPeMEHM WCNOMb3yembln Ans
oTnpaBku advertisement dppenma. 3HavyeHne MoxeT ObiTb B npegenax oT
300 po 86400 cek. 3HayeHune no ymonyanumio 1800cexk.

(Apply Button)
KHonka noareBepXaeHna coxpaHeHnA BHECEHHbIX AaHHbIX.
Nocne ee HaXkaTns BHECEHHbIE U3MEHEHUS GWJ,YT NMPUMEHEHDbI.

8.13 Port Management (YnpaBneHue noptamm)

Pasgen WEB unHTepdeinca «YnpaBneHue noptammy» CoaepXuT none
«Description» (onncaHue), BO3MOXHOCTb BKI/BbIKIT OnpeferieHHble NopThl,
HacTpamBaTb CKOpPOCTb nepefaun (gynnekc/nonygynnec), Bkn/Bbikn Flow
Control (ynpaBneHue noTokoM nepefayn AaHHbIX). [lonb3oBaTtenu moryt
nonyyaTb Takyl MHMOPMaLMIO, Kak COCTOSHME NOAOKMYEHMUS, CKOPOCTb,
KONMMYeCcTBO nepedaHHbIX U nonydeHHblx 6anT gaHHblx, POE ctaTtyc. Bece aTto
ABMNAETCA OYeHb MOonesHbIM Ans aaMuHUCTpatopa npv  ynpasneHuu
KOMMYTaTopoM.
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8.13.1 HacTtpoiika noptoB

£+ Port Settings

No. Description @ Link Status  Admin Status Speed CZ'::;I
Port 1 Down Enable v Auto v |Off v
Port 2 Down Enable v|  Auto v |Off v
Port 3 Down Enable v| | Auto vi|off v
Port 4 Down Enable v|  Auto v |off v
Port 3 Down Enable v | Auto v |off v
Port 6 Down Enable v |  Auto vi|off v
Port7 Up Enable v| Auto vl |lof v
Port 8 Up Enable v Auto v |om v
Port 9 Down Enable v| | Auto v o v
Port 10 Down Enable v| Auto v |off v
Port 11 Down Enable v| Auto vl of v
Port 12 Down Enable v | Auto v |off v

No — Homep nopta oT 1 go N, rae N — obfwee konuU4ecTtBO MNOPTOB
KOMMmyTaTopa.

Description — none «OnucaHne» MOXET oOKa3aTbCA MONe3HbIM Aris
agMuHuctpatopa. [lpu 3anonHeHMM B OanbHEWWeM MOMOXET MOHATb
pasHuuy Mexay noptamu. MakcumanbHas gnuHa — 32 cumBona. Henbss
ucrnone3osaTtb cumBonbl #\ ' " ?

Link Status — none oTobpaxaeT Tekywee cocTosHMe nopTa, UP
(coegnHeHue yctaHoBneHo), Down (coeanHeHue He ycTaHoBreHo), Disable
(oTkntouveH).
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Admin Status — Bkn/Bbikn (enable/disable) ctatyc Admin Ha BbIGpaHHOM
nopte. [laHHbI pexum orpaHMyMBaeT nepegady Ha AaHHbIA NOpPT.

lNpumeyaHue.  AOMUHUCMpPamop  CUCMeMbl  MOXem  OMKI/IYUMb
Heucrnionb3dyemblil  nmopm,  4mobbl  npedomepamumb  MOOKIOYEHUE
HerpedsulGeHHbIX ycmpoulcme K Hemy

Speed — nonb3oBaTeNM MOrYT BPY4YHYIO BbICTaBMNATL HA BbIOpaHHOM nopTe
CKOPOCTb ¥ AYNIEKC UMK BbICTABUTH PEXMM auto.

Auto — lNopT paboTaeT cornacHo ctaHgapTy IEEE 802.3ub aBTomaTnyecku
cornacysi CKOpoCTb C MOAKMOYEHHBIM YCTPONCTBOM;

1000M-Full — nopT nepenaet aaHHble co ckopocTbio 1000M6uT/c B pexnme
MOSIHOro Aynrnekca;

1000M-Half — nopT nepegaet AaHHble co ckopocTbio 1000M6uT/c B pexnme
nonyaynnekca;

100M-Full — nopT nepegaeT aaHHble co ckopocTbio 100MOuT/C B pexxume
MOHOro AynnekKca;

100M-Half — nopT nepeaaeT AaHHble co ckopocTbto 100M6uT/c B pexnve
nonyaynnekca;

10M-Full — nopT nepegaeT AaHHble co ckopocTbio 10MBuT/c B pexnme
MOHOro Aynrekca;

10M-Half — nopTt nepegaeT gaHHble co ckopocTbio 10M6uT/c B pexume
nonyaynnekca.

Flow Control — Bkn/Bblkn (enable/disable) ynpaBneHue NOTOKOM AaHHbIX,
ecnun B none Speed BbicTaBneHo Auto. Flow Control npegotBpaliaet
noTepto CeTeBOro Tpaduka Npu neperpyske ceTu.

(Apply Button)
KHonka noaTBepXOeHUs COXpaHEeHUSs! BHECEHHbIX

AaHHbIX. [locne ee HaxaTuss BHECEHHbIE U3MEHEHNS 6yﬂyT NMPUMEHEHDbI.
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SFP DDM Status (gaHHble camoanarHoctuku SFP)

£+ SFP DDM

SFP Port 9

Q Transceiver Info

Vendor Name -
Part number -
Transceiver Type  Unknown
Laser wavelength  Onm

Link length -

SEP Port Selector — Beibop nopTa, K kKOTOpomy nogknodeH SFP Mmoaynb Ans
oTobpaxeHns DDM nHdopmaumu.

Transceiver Info — ecnn SFP mogynb He yctaHoBneH B SFP cnor,
MHdopMaLns He MOXET ObITb MpoYMTaHa u B none 6ygeT ctoaTb «-». Ecnn
SFP mogynb npucytctByeT, TO Oyger oTobGpaxeHa cnegywowas
MHdopMaLns:

v" Vendor Name - none cogepXut wuHdopmaumio o6 unMeHn
npounssoguTensa unu bpenge SFP moayns;

v/ Part Number — none coaepXxuTt Ha3BaHwe mogenu (Homep) SFP
moayns,

v' Transceiver Type — none cogepXuvT MHOPMaLMO O MaKCUManbHON
CKOPOCTM Ans Moayns M O Tune ONTOBOJIOKOHHOro kabens
(ogHomopa/mynbTMMog). Ecnv mogynb He ycTaHoBNeEH B none 6yger
«Unknowny

v' Laser Wavelength — none cogepXxuT gaHHble o pabodyeli AnvHe
BOJSTHbI ANsl YCTaHOBMEHHOro sfp moayns;

v' Link Length — none coAepXwWT AaHHble O MakCMMarbHOW ANuHe
coeanHeHusa mexay SFP mogynamu.
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DDM Module (gaHHble camogmarHoctkun DDM)

Real Time Value — p[aHHbI pasgen CoOepXMT TakMe [OaHHble Kak:
TemnepaTypa, BONbTaX, MOTPebnsiembli TOK, MOLJHOCTU Mnepegatynka u
MOLLHOCTb NpUeMHUKa.

Alarm Warning — CKOH(UIrypypoBaHHbIE 3HA4YEeHUS TPEBOMM U CUCTEMHbIX
npegynpexaenunin. MNMpegycMoTpeHo 5 TunoB MHdopmauun (TemnepaTypa,
BOMbTaX, MNOTPeEbNAEeMbIN TOK, MOLLHOCTM nepejatynMka W MOLUHOCTb
npuemMHuka) n 4 Tuna ypoBHEW ONoBELUEHUN (BbICOKMI YPOBEHb / HU3KWUWA
YPOBEHb)

8.13.2 Ctatyc nopToB
¥ Port Status

Port  Link Status Speed  Duplex Flow Control RxByte TxByte PoE
1 Down - - off 0 56583 None
2 Up 1000M Full Off 524534 None
3 Down - - of 0 None
4 Down - . off 0 56489 None
5 Down - - off 0 56489 None
5] Down - - on 0 56489 None
7 Down - - off 0 56489 None
8 Down - - off 0 ar2 None
9 Down - - off 0 684 None
10 Down - - o 0 743 None
11 Down - - off 0 931 None
12 Down - - of 0 817 None

Auto Refresh

Refresh Rate: 5 seconds @

Port — otobpaxkaet Homep nopta ot 1 oo N, rge N — obuiee KonnM4ecTeo
NMopTOB KOMMYyTaToOpa.

Link Status — none oTobpaxaeT Tekywee cocTosHMe nopTa, UP
(coegnHeHne yctaHoBneHo), Down (coeanHeHue He ycTaHoBreHo), Disable
(oTknOYEH).
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Speed — oTobOpaxaeT TeKyLuyl CKOpOCTb nopta B Out/c. Ecnu nopt He
NoaKIoYeH, oTobpaxaeTcs «-».

Duplex — oTobpaxaeT pexum nepefadn AanHbix. Full (nonHein gynnekc)
Half — nonygynnekc.

Flow Control — otobpaxaeT coctosiHue dpyHkumm Flow Control. On (Bkn) Off
(BbIK.)

Rx Byte — Konnu4ecTBO NPUHSATLIX BANTOB.

Tx Byte — konm4yecTBO NnepeaaHHbix 6anTos.

PoE — OtobpaxaeT cocTtosiHue pyHkumMm POE Ha noprTe.
Delivery — nogkntoveHo PoE yctponicteo, POE nepefnaetcs;
No PD — nogkntoueHo yctpomncteo 6e3 PoE;

Disabled — dpyHkunsi POE oTkntoveHa Ha nopTe;

None — nopt He nogaepxusaeT PoE.

lNpumeyvaHue: 3mo uHopmayuss omobpaxxkaemcsi mosibKo Ha Modesnu
KomMmymamopa ¢ noddepxkoli POE.

Haxatue Bpy4dHyto kHonkn REFRESH npuHyautenbHO OOHOBUT OaHHble B
Tabnuue Ha akTyanbHble.

8.14 IGMP Snooping (YnpaBneHue multicast paccbinkomn)

IGMP — npoTtokon ynpaBneHusa rpynnoson (multicast) nepepaven
naHHbIX B IP ceTtax. Vcnonb3oBaHne IGMP no3sBonsieT CHU3WTb HeratueHO
BnuaHve multicast Tpadmka Ha ceTb. KommyTtaTopbl, paboTawowimne Ha 2
YpOBHe He moryT obpabotate IGMP nHdopmayuio.

®dyHkuma IGMP Snooping AaeT BO3MOXHOCTb «MNpOCAyLIMBaTb»
kommyTtatopy IGMP cBA3n mMexay xocTamMu M MapLupytMsatopamu U
nogaepxuBaTb Tabnuuy c IP agpecamu multicast paccbinku n yyacTHUKamu
rpynnei.

Ucnonb3oBaHve IGMP Snooping noMoxeT XocTaM B CeTU He
nonyyaTb NULWHWIA multicast Tpaduk OT rpynnbl, KOTOpPas He BXOAUT B COCTaB
nepBoHaYvanbHOW onpeaerieHHoN rpymnnol.
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8.14.1 HacTtpowka IGMP Snooping

£+ IGMP Snooping Settings

Q Basic Setting

Mode ® Enable Disable

Q@ Querier Settings

Querier Mode Enable (@ Disable
Query Period 125 (1]
Query Max Response Time 10 o

Basic Setting
Mode — Bkn/Bblkn (enable/disable) doyHkumio IGMP Snooping

Querier Settings

Querier Mode — Bkn/Bbikn (enable/disable) dyHkumo onpawmsaHusa IGMP
Snooping. Ecnu BKktoYeHO — cuctema oTnpasnsaeT B ceTb 3anpockl IGMP
Snooping v1 n V2;

Querier Period — uHTepsan oTnpasku 3anpocos IGMP Snooping. dnana3soH
3HayeHun ot 1 go 3600cek. 3HadyeHne No ymonyaHuio — 125 cek;

Query Max Response Time — Bpems oxugaHus otBeTa yyactHuka IGMP
rpynnel. Micnonesyetcs ansa yganeHnsa IGMP nHdopmaumn ns rpynnsl, ecnm
HW OQIMH N3 YY4aCTHUKOB HE OTBETUN Ha 3anpoc.

(Apply Button)
KHonka noaTBepXOeHUs COXpaHEeHUs! BHECEHHbIX

AaHHbIX. [locne ee HaxaTust BHECEHHbIE U3MEHEHNS 6yﬂyT NMPUMEHEHDbI.
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8.14.2 Tabnuua IGMP Snooping

£ IGMP Snooping Table

Show 10 v entries Search
Multicast IP & Group
224.0.1.60 Port 5
239.255.255.250 Port 5
Showing 1 to 2 of 2 entries First Previous Next Last
Auto Refresh Refresh
Refresh Rate: 5 seconds @

Multicast IP — IP agpec multicast rpynnbi.

Group — otobpaxaeT Homepa NoPTOB — Y4aCTHMKOB rpynnbl.

8.15 IEEE 802.1Q VLAN (Jlornyeckasa «BupTyarnibHaa» floKkanbHas ceTb)

VLAN wnu noruyeckan «BupTyanbHasd» JriokanbHas ceTb 9TO
dyHKUMSA, yrnpoLlatoLwlas nnaHnpoBaHne cetn. YcTponctea yyacTHukn VLAN
MOryT ObITb pacrnonoXxeHbl rae yrogHo n obbeaeHsl pasHbiMmn cnocobamum (no
Megu, No ONTOBOMOKOHHOMY Kabernto u T4.), HO paboTaloT kak ecrnn 6bl OHK
HaxoaunMcb B OQHOW N TOW e NOoKanbHON CeTU.

IEEE 802.1Q npepgnonaraet TermpoBaHue VLAN Tpadwuka, nytem
pobaeneHns B naketT ocoboro 3aronoska. Heckonbko VLAN rpynn moryTt
nepegasaTbCs No o6uemy coegnHeHno — VLAN trunk’y.

MakcumansHoe konudectso VLAN B ceTu Ethernet 4096. VLAN 0 n
VLAN 4095 3ape3epBMpOBaHbl CUCTEMOM U HE MOTYT ObiTb MCMOMb30BaHbI
0N KOHUrYpUpoBaHUus.
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8.15.1 VLAN Q-in-Q

VLAN Q-in-Q Tarke HasbiBaemasa Stacked VLAN aTo pacwumpeHue
ctaHgapTtHon IEEE 802.1Q VLAN. VLAN Q-in-Q noaaepxwunBaet 4096*4096
VLAN rpynn. VLAN Q-in-Q mMoxeT 1cnonb3oBaTb NOPT B poNnu NpoBangepa,
nonb3oBaTens UnNn TyHHeNs Ans pasfuyHbIX MPUIOXEHUN.

3aronoBok Stacked VLAN cogepxuT 2 3aronoeka ¢gopmata 802.1Q
¢ pasnuyHbiM TPID. TPID “Ox88A8” aTO BHELLHMI Ter No ymonyanuio, a TPID
“0x8100” sBnaeTca BHyTpeHHUM Terom ansa 802.1Q VLAN.

8.15.2 HacTtpowmka 802.1Q VLAN

£+ 802.1Q VLAN Settings
@ Management VLAN

VLAN ID 1 (2]

Q@ VLAN Member Settings

VLAN ID @ Name @ Untagged Ports Tagged Ports +

12 items selected ~ Nothing selected ~ x

Management VLAN

VLAN ID — ucnonb3syeTtca ans ygobHoro u npoctoro ynpasneHms VLAN.
Tonbko yepes nopTbl Takon VLAN MOXHO NONy4nTb AOCTYN K yNpaBrieHuto
KoMMyTaTopom yepes Ethernet.

VLAN Member Settings

VLAN ID — yHWKanbHbIA MOEHTUMUKATOP MPUCBOEHHbIA HacTpauBaemom
VLAN rpynne. lnanasoH BO3MOXHbIX 3HayeHui oT 1 go 4094;

NAME - wuwma ana wungeHtudukauum VLAN rpynnbl cpean ocTarbHbIX.
MakcumanbHasa anvHa — 32 cumBona.
Henb3sa ncnonbsoeatb cumeonbl #\ ' " ?

Untagged Ports — BbiGepute HeTernpoBaHHble (untagged) noptbl VLAN
rpynnbl. Cuctema yganset VLAN Ter nepef nepefaden Tpadumka ¢ nopra,
65




KOTOPbIA HACTPOEH KakK HeTerMpoBaHHbIM. Yawle Bcero Takoh nopT
NOAKMOYEH K KOHEYHOMY YCTPONCTBY, NpuHaanexatiemy atorn VLAN.

Tagged Ports — Bbibepute nopTbl, KOTOpble OyQyT OTMEYeHbl Kak
TermpoBaHHble (tagged). Cuctema coxpaHsieT VLAN Ter nepeq oTnpaBKoWn
Tpachmvka C nopTta, KOTOPbIN HACTPOEH Kak TermpoBaHHbIA. OBbIYHO TaKom
MOpPT NOAKITHOYEH K MOPTY APYroro Kommytartopa v ncnons3yet VLAN Ter gns
nepegayn VLAN nHpopmaumn.

+Ha>|<M|/|Te, 4T0bbI 4O6aBUTL HOBYIO VLAN

x HaxmuTte, 4tobbl yaanuTb cywecTaytoLyto VLAN

8.15.3 Tabnuua VLAN

Show 10 v  entries Search
VLANID | VLAN Name Untag Member Tag Member
1 - 1,2,3,4,5,6.7,8,9,10,11,12 -
100 VLAN_100 9.1 10,12
200 VLAN_200 - 9,10,11,12
Showing 1 to 3 of 3 entries
Auto Refresh Refresh
Refresh Rate: 5 seconds @

VLAN ID — yHukanbHbin ngeHtudgukatop VLAN.
VLAN Name — nms, npucsoeHHoe VLAN.

Untag Member — cnncok HeTermpoBaHHbIX NOPTOB.
Tag Member — cnncok TerMpoBaHHbIX NOPTOB.
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8.15.4 HacTtpowka VLAN PVID u Accept Type

Q@ VLAN PVID Q Accept Type
No. PVID@ No. Filter
Port 1 1 Port 1 All v
Port 2 1 Port 2 All v
Port 3 1 Port 3 All v
Port 4 1 Port 4 All v
Port 5 | Port 5 All v
Port 6 | Port 6 All v
Port 7 1 Port 7 All v
Port 8 1 Port 8 All v
Port 9 1 Port 9 All v
Port 10 1 Port 10 All v
Port 11 1 Port 11 All v
Port 12 i Port 12 All v
Apply
VLAN PVID

No — Homep nopTa oT 1 go N, rae N — obLiee konn4ecTso NOpPToB
KoMmyTaTopa.

PVID — HasHa4ybTe VLAN ID gnsi naketoB 6e3 VLAN Tera, KoTopble

MOCTYNaT Ha KOHKPETHbIN MOPT.
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Accept Type

No — Homep nopTta oT 1 go N, rae N — o6Liee KONMYeCcTBO NOPTOB

KoMMmyTaTopa.
Filter — Tpu TNa dunbTpa.

All — NpyHYMaTbL BCe NakeTbl Ha BbIOpaHHBbI NMOPT, Kak TErMPOBaHHbIE, TaK U
HeTerpoBaHHbIe;

Tagged Only — NpuHMMaTb TONbKO TEMMPOBAHHbIE MaKeTbl;

Untagged Only — npMHUMaTh TOMbKO HETErMPOBaHHbIE NaKeTbl.

(Apply Button)
KHonka noaoTBepXxXneHnda CcoxpaHeHuna BHECEHHbIX

OaHHbIX. [Nocne ee HaXaTust BHECEHHbIE N3MEHEHMS 6y,u,yT NPUMEHEHDI.

8.15.5 HacTtpowka VLAN Q-in-Q

£ VLAN Q-in-Q Settings

Q Specific Provider Ethertype

Ethertype DxBBAB (]

Specific Provider Ethertype

MmobanbHoe 3HayeHne koHdurypauuu. Ethertype HasHavaeTcs ans
BCEX MOPTOB, KOTOPble HACTpOeHbl, kak «Specific Provider». 3710 none
3abn0KMpOBaHO 40 Tex nop, Noka xoTa Obl 1 MoOpT He OyAeT HACTPOeH, Kak
«Specific Provider» B cekuumn HacTpoek Q-in-Q Port Settings.

[Onana3oH Bo3MOXHbIX 3HadyeHu ot 0x0000 go OxFFFF. 3Ha4yeHne
0x8100 Henb3sa ucnonb3oBaThk. [1o ymonyaHuio Ethertype pasHo 0x88A8.
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Q Q-in-Q Port Settings

No.

Port 1

Port 2

Port 3

Port 4

Port 5

Port 6

Port 7

Port 8

Port 9

Port 10

Port 11

Port 12

Mode
Customer v
Customer v
Customer v
Customer v
Customer v
Customer v
Customer v
Customer v
Customer v
Customer v
Customer v
Customer v

0Q-in-Q Port Settings

No — Homep nopta ot 1 go N, rge N — obfuwee KonM4ecTso MNOPTOB

KoMMyTaTopa.

Mode — HacTpouTb NOPT B OAMH M3 pexumMoB Q-in-Q.

Pexum Q-in-Q Tunnel

HeTternposaHHble nakeTbl: TPID OXx88A8 nomedvaTtb
1 OTNpaBnaTb hpenmbl
TernpoBaHHbIe NakeThbI:
1. TPID 0x8100 nome4aTtb 1 oTNpaBndaTb
dperimbl
2. TPID 0x88A8 oTnpaensaTtb hpenmbl

Pexxnm Customer

MopT HacTpoeHHbIN kak Customer ucnonbayeTcs
006bI4HO B 802.1Q VLAN
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HeTermpoBaHHbIe NakeTbl:
TPID 0x8100
TernpoBaHHble NakeThbI:
1. TPID 0x8100
a. OpuHakoBble VLAN ID oTnpaBnstb
dpermbl
b. PasHble VLAN ID oTtbpacbkiBaTh BCe
dpenmbl
2. TPID 0x88A8 — otbpacbiBaTb BCe (ppelMbl

Pexwum Provider

HeTermpoBaHHble nakeTbl:
TPID 0x88A8 nomeyaTb 1 OTNPaBNATbL NakeThbl
TernpoBaHHbIEe NaKeTbI:
1. TPID 0x8100 OTt6packiBaTb BCe hpenmbl
2. TPID Ox88A8
a. OpuHakosble VLAN ID oTnpaBnstb
dpermbl
b. PasHble VLAN ID oTtbpacbiBaTh BCe
dpenmsbl.

Pexum Specific
Provider

lMonb3oBaTenb MOXeT NoMeHATb Ethertype ana
Provider
HeTermpoBaHHble NakeTbl:
OnpegeneHHble nonb3osatenem TPID dpenmbl
nomeYvartb 1 OTNPaBNATb
TernpoBaHHbIe NakeThbl
1. TPID 0x8100 Ot6pacbiBaTb BCe hpermbl
2. TPID 0x88A8 OTtbpacbiBaTb Bce hpenmbl
3. TPID (3agaHo nonb3oBaTtenem)
a. OpawnHakosble VLAN ID otnpaBnatb
dpermbl
b. PasHble VLAN ID oTtbpacbiBaTh BCe
dpenmbl.

m (Apply Button)
KHonka noaTBepXxaeHus coxpaHeHusd

BHECEHHbIX [faHHbIX. [locne ee HaxaTna BHECEHHblE W3MEHEeHUs 6ynyT

NMPUMEHEHDbI.
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8.16 QoS (Quality of Service)

Quality of Service (Q0S) TexHonorus nNpeaocTaBneHns1 pasnuyHbIM
Knaccam ceTeBOro Tpadmka pasnuMyHbIX NPUOpUTETOB OBCIY>KMBaHUS.
MpumeHeHne QOS obecneunBaeT cTabunbHylO 1 Npeackasyemylo nepegady
OaHHbIX B ceTu. Kpome Toro, ucnonb3oBaHne QOS MOXET ONTMMMU3NPOBaThb
NPOMNYCKHYI CNOCOBHOCTL CEeTW, FAe OHa UCMOSb3yeTCs.

8.16.1 HacTpowmka QoS

£+ Quality of Service (QoS)

Q Queue Scheduling

Scheduling Mode WRR (Weighted) v

Q Queue Weight

Queue Weight Queue Weight

O © © ©
 © © ©°

Queue Scheduling

Scheduling Mode BribepuTte meToq pa3buBaHus Tpaduka Ha ovepean ans
QoS:

WRR — Weighted Round Robin. MeToa npu KOTOPOM y4uTbIBAETCH «BECH
(low weight, high weight), a Tpadmk pasbrnBaeTca Ha ovepeaw;

Strict — Strict Priority Queue. MeToa Ha OCHOBE NMPUOPUTETHOCTU Tpadmka OT
Camoro BbICOKOrO 4O CamOro HU3KOro.

Queue Weight
Queue — noaaepxneaeTtca 8 odepenen onga nepegadm Tpaduka ot 0 go 7.

Weight — 3apaeT onpeaeneHHbIn «Bec» Ans nopta. [uana3oH BO3MOXHbIX
3HayeHun ot 1 go 100. Bec ansa kaxgoro Homepa oyepeaun NpeacTaBrieH B
Tabnuue Huxe:
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Queue 0
Weight 1 2 3 4 5 6 7

8.16.2 HacTtpowka pexuma Trust ana QoS u CoS no ymonyaHuo

Q Trust Mode Q Default CoS
No. Mode No. Class
Port 3 Cos - Port 3 0 v
Port 4 cos v Port 4 0 v
Port 5 Cos - Port 5 0 v
Port 6 CoS v Port 6 0 v
Port 7 CoS v Port 7 0 v
Port 8 CosS v Port 8 0 v
Port 9 CoS . Port 9 0 v
Port 10 CoS v Port 10 0 v
Port 11 CoS v Port 11 0 v
Port 12 cos v Port 12 0 v
=3
Trust Mode

No — Homep nopta oT 1 go N, rae N — ofOwee KONMYeCTBO MNOPTOB
KOMMYyTaTopa.

Mode — BbIBOp pexvma «JoBepusi»

CoS - Class of Service. cnonb3yeT 3 6uta «PRI» B none VLAN Tera. 310
no3BonseT knaccupuumpoBaTh Becb Tpaduk Ha 8 pasnuyHbiX krnaccos oT 0
[o7;

DSCP - wucnonb3yetr 6 6utoB «DSCP» B none ToS Tera. [lo3sonser
pa3genntb BeCb ceTeBOW Tpaduk Ha 64 pasnuyHbix Tvna ot 0 go 63.
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Default CoS

No — Homep nopta oT 1 go N, rae N — obuwee KonuM4ecTso MNOPTOB
KoMMmyTaTopa.

Class — nonb3oBaTenb MOXeT onpefenuTb knacc Tpadwvka Ans nopTta.
Cwuctema Byget aBTOMaTMYeCKU CTaBWUTb Knacc Tpaduka B nepefaBaeMble
dperimbl B 3aronoBok. 10 ymonyaHuio Knacc Kaxgoro nopta paseH 0.

(Apply Button)
KHonka noaTBepXXOEeHUs1 COXpPaHEHUSI BHECEHHbIX

OaHHbIX. [Nocne ee HaXaTnst BHECEHHbIE N3MEHEHMS 6yp,yT NPUMEHEHDI.

8.16.3 HacTtpowka CoS

£+ CoS Mapping

Class / Priority Queue

0 1 v

r
[N
-

w

5 v

7 7(Highest) v

Class / Priority

B none CoS HasbiBaemom «PRI» B Tere VLAN copepxutcs 3 Outa C
UHdopMauuen o knacce Tpadguka ot 0 go 7
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Queue

KommyTatop nogaepxmsaeT fo 8 odepepen cetesoro tpaduka ot 0 go 8.
Tpadcduk B oyepean 8 MMeeT HauMeHbLUMK NpUopuTeT, a B ovepean 7
Hanbonbwunn. Hactpolika ovyepenen Nno yMmonyaHuo gaHa B Tabnuvue Huxe:

Class 0 1 2 3 B 5 6
Queue 1 0 2 3 2 5 6
8.16.4 HacTtpowka ToS (DSCP)
£+ DSCP Mapping

DsSCP Queue DSCP Cueue DECP Cueus DSCP Cueue
0 OlLcy v 16 2 v 3z 1 v 48 5 v
1 oL v 17 2 v| a3 A ] s .
2 O[Low v 18 2 v 34 4 v 50 g v
3 0flovw v il ? v 39 4 S g v
4 oLy v, 20 2 v 36 4 v 52 g -
g Oflow v 2 2 v 3T 4 v 53 6 v
f OfLlow v 22 2 - a8 4 v 54 6 v
7 olLov v 23 2 v a9 4 . 55 6 .
a 1 v 24 3 v 40 5 v 56 Mg v
v, 25 3 voo4 5 . 57 TiHio v
o v 25 3 . 42 5 . 52 TiHiD v
1 4 - 7 5 - a3 = - 59 T(Hig *
12 1 v| 28 3 v| a4 5 v B0 TiHig v
(T T I T I - R L L (1 B
14 ’ v 30 3 v 26 5 . B2 T(Hig v
15 1 o3 a v| 47 5 . B e v

Apply

DSCP

B none ToS HasbiBaeMom «DSCP» B Tere ToS cogepxutcsa 6 GUTtoB C
MHdopMaumnen o Tune Tpadguka ot 0 go 63.
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Queue

KommyTatop nogaepxmsaeT fo 8 odepepen cetesoro tpaduka ot 0 go 8.
Tpadcduk B oyepean 8 MMeeT HauMeHbLUMK NpUopuTeT, a B ovepean 7
Hanbonbwnin. Hactpolika ovepenen Nno ymonyaHuto gaHa B Tabnuue Huxe:

Type 0-7 8-15 16-23 24-31 32-39 40-47 48-55 56-63
Queue 0 1 2 3 4 5 6 7

(Apply Button)

KHonka noaoTBepXneHna coxpaHeHnsa BHEeCEHHbIX
OaHHbIX. [locne ee HaXxaTust BHECEHHbIE N3MEHEHMS 6yﬂyT NPUMEHEHbI.

8.17 Port Trunk (arperauus kaHanoB)

®yHkuma Port Trunk (cosgaHue TpaHKOB MOPTOB), Takke U3BECTHas
kak Link Aggregation (arperauus kaHanoB) no3songet o6beanHATL rpynnbl
nnHKoB B trunk’u.

Bcero obecneumBaetca 8 rpynn Trunk oB. 3TO Xxopowwui cnocob
pacnpefenntb Harpysky B CeTU U co3aaTth 3anacHble JIMHKK.

Hanpumep, korga noptel ¢ 1 no 4 obbeanHeHbl B trunk 1 n Bce
nopTel nopaepxuBaloT ckopocTe 100Tx B nomHOM Jynnekce obwas
nponyckHas cnocobHocTb Takoro trunk’a 6yaet pasHa 800M6uT/c.

Tpaduk, nepegatowmiics B trunk, pacnpegensieTca no OgHOMY K3
kaHanoB Ha ocHoBe MAC agpeca WCTOYHMKA AN OOCTWKeHuss BanaHca
Harpysku.

Ecnu pexum cospganus trunk’a BbicTaBneH, kak «LACP», n oauH u3
KaHanoB BHyTpu trunk’a Bbiwen 13 CTpos, TO BeCb Tpaduk OyaeT nepenaH
no Apyromy kaHany B Takom trunk’e.
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8.17.1 HacTtpowka cyHkumum Port Trunk

£+ Trunking Settings

Group Trunking Mode Member Ports

Trunk 1 LACP v Nothing selected -
Trunk 2 LACP A Nothing selected M
Trunk 3 LACP v Nothing selected M
Trunk 4 LACP v Nothing selected -
Trunk 5 LACP v Nothing selected T
Trunk 6 LACP v Nothing selected e
Trunk 7 LACP v Nothing selected -

Trunk 8 LACP *  Nothing selected -

Apply

Group — 8 rpynn trunk’os.
Trunking Mode — 2 meToga opraHmnsauum trunk’os:

Static — Tpadmk nepegaeTcsa no ogHoMy M3 kaHanos B rpynne. Kawan
onpegensetca MAC agpecom B 3aronoBke naketa. Ecnn kaHan He
ucnpaBeH TpaduKk He MOXeT OblTb nepedaH OCTanbHbIMWM KaHanamu B
rpynne;

LACP - pauvHamuyeckas opraHusaums trunk’os. Ecnu Tekywmin  kaHan
nepegayvm OaHHbIX HE UCMpaBeH Tpaduk MoxeT ObiTb NepedaH No ApyroMmy
KaHany B rpynne.

Member Ports — oTMeTbTe NopTbi-y4acTHMKM trunk rpynnbl. MopT MoxeT
npuHagnexaTtb TONbKO OAHOM K3 trunk rpynn.

(Apply Button)
KHonka noaTBepXneHna CcoxpaHeHunsa BHEeCEHHbIX

OaHHbIX. [Nocne ee HaXxaTust BHECEHHbIE N3MEHEHMS 6yD,yT NPUMEHEHbI.

76



8.17.2 Ctatyc doyHKuum Port Trunk

£+ Trunking Status

Group Type Ports Link Status
Trunk 1 - -
Trunk 2 - - -
9 Down
10 Down
Trunk 3 Static
1" Down
12 Down
Trunk 4
7 Down
Trunk 5 LACP
8 Down
Trunk 6 - -
Trunk 7
Trunk 8

Auto Refresh [ Retresn |

Refresh Rate: 5 seconds @

Group — nogaepxusaemsble trunk rpynnel oT Trunk 1 go Trunk 8

Type — MeTo opraHusaumm trunk’oB. «-» oTobpaxaeTcsi ecrnv He BblGpaHbl
nopTbl Ans opraHmsaumm trunk’os.

Ports — nopTbl- y4acTHuKM trunk rpynnbi

Link Status — none otobpaxaeT TeKyLlee COCTOsAHME ANt KOHKPETHOro
nopta. UP nnu Down.
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8.18 Storm Control (3awmTa OT WUIMPOKOBELaTEeNIbHOIO LWTOPMA)

LUnpokoBewatenbHbln wtopM (Net Storm wnu Broadcast Storm)
NpoucXoanT, ecnu B CeTU nepefaeTcsa/MpMHUMaeTCs CRWULWKOM MHOTMO
nakeToB.

®yHkuns  Storm  Control uvcnonb3yeTcs Ans  NpeaoTBpaLleHus
obpywmBaHusa cetn multicast broadcast unu gpyrum Bugom Tpadumka.

Korga gyHkumsa Storm Control BkntoveHa Anst onpegeneHHoro smaa
Tpadhuka, cuctema OyaeT OCYLWIECTBNATb MPOBEPKY BXOASLWEro Tpaduka.
Ecnu Tpacumk oTnnyaetca ot HacTpoeHHOro, cuctema Gyaet oTbpackiBaTh
nakeTbl AN NpeaoTBpaLLeHs BO3HUKHOBEHUS LLITOPMA.

8.18.1 Hactpowka cdyHkumm Storm Control

£+ Storm Control

Traffic Type Mode Level
Broadcast Enable @ Disable High (2500fps) v
Multicast Enable @ Disable High (2500fps) v
Unknown Unicast Enable @ Disable High (2500fps) v

Traffic Type — BbIGOp TMNa oTcnexusaemoro Tpaduka:
Broadcast, Multicast n Unknown Unicast.
Mode — Bkn/BbIkn dyHKUMO Strom Control Anst KOHKPETHOro Tuna Tpaduka.

Level — Tpu ypoBHA CcKOpOCTM Mpuema nakeToB. Ecnu npuHumaeTcs
CMULLKOM MHOFO NakeToB B CeK BbIGpaHHOro Tuna Tpaduka cuctema HavyHeT
aBTOMatMyecku  gpornatb  MX  BO  uM3BexaHue  BO3HUKHOBEHWS!
LUIMPOKOBELLATENBHOrO LTOPMA.

High (Bbicokuin) — 6onee yem 2500 nakeToB / cek;
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Middle (CpegHun) — 6onee yem 1000 nakeToB / Cek;

Low (Huskuin) — 6onee 4yem 500 nakeToB / cek.

(Apply Button)
KHonka noaTBepXOeHUst COXpaHEHUsI BHECEHHbIX

OaHHbIX. [locne ee HaXxaTust BHECEHHbIE N3MEHEHMS 6yﬂyT NPUMEHEHbI.

8.19 Port-Based Network Control IEEE 802.1X (kOoHTpOnb Aoctyna u
ayTeHTUdMKaumnm)

IEEE 802.1X 3TO NpOTOKON KOHTPOMs AOCTyna u ayTeHTudukaumm,
KOTOpbI ~ OrpaHMyYMBaeT nNpaBa HEaBTOPWU3OBAHHbLIX  KOMMbHOTEPOB,
NoAKMoYEHHbIX K koMMmyTaTopy. lNMpotokon koHTponsa Port-based siBnsetcs
yAoOHbIM cpeacTBOM obecneyeHnsi 6e30MacHOCTH, Tak Kak ayTeHTudmkaums
NPOXOAMT TOMbKO OOWH pa3 Ans Kaxzoro nopTa, U HeT HeobxoaMMoCTu B
JanbHelrwem NpoxoauTb ee CHOBa, NMpu CMeHe NOAKMI0YEHHOro YCTPOMCTBA,
Hanpumep.

YnpasneHne goctynom ocHoBaHHoe Ha MAC agpece (MAC - based)
310 Bonee GesonacHbl, HO MeHee yaobHbI cnocob ayteHTudukauuun. B
CeTb MOXeT MonyYuTb JOCTyn NUb TO YCTPOWCTBO, KOTOpPOE MNpOoLUsio
nposepky MAC apgpeca.

Oba mMeToga aBnATCA HeobsA3aTenbHbIMU K WCMOMb30BaHUID WU
MOTyT BbITb OTKMOYEHbI COBCEM.

8.19.1 ba3oBas HacTpouka 802.1X

£+ 802.1X Settings

Q Basic Settings

802.1X Mode Enable (@ Disable

Server Type Local Database @ RADIUS Server

Basic Settings (6a3oBble HAaCTPONKK)
802.1X Mode — Bkn/Beikn (enable/disable) doyHkLMIO KOHTPONS gocTyna.

Server Type — Bblbop cepBepa ans ayreHTudumkauum corrnacHo 802.1X.
«Local Database» unu «RADIUS Server»
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Local Database — 6a3a gaHHbIX XpaHsLlasacs Ha koMmmyTaTope. KnueHTt npu
aBTopM3aLuMu OTMpaBnAeT MMs M Napofb, KOTOPble CPaBHMBAKOTCHA C TEMM,
4YTO XpaHATCcA B 6a3e AaHHbIX KOMMYyTaTopa.

RADIUS Server — 6a3a [faHHbIX, KOTOopasi MOAAEPXKMBAETCs Ha BCeEX
ycTponcTBax € npoTtokosiom RADIUS. AyTeHTuMdMKaLMs BbINOSHAETCS MO
npoTtokony RADIUS wn BkntovaeT B cebs lWimMdpoBaHme.

8.19.2 HacTtpowka 802.1X ansa nopToB

Q Port Settings

No Enable Mode Re-Auth Re-Auth Period @
Port 1 No v Mac-based v Yes v 3600
Port 2 No v Mac-based v Yes v 3600
Port 3 No v Mac-based v Yes v 3600
Port4 No v Mac-based v Yes v | 3600
Port 5 No v Mac-based v Yes v 3600
Port & No v Mac-based v Yes v | 3600
Port 7 No v Mac-based v Yes v 3600
Port & No v Mac-based v Yes v 3600
Port 9 No v Mac-based v Yes v 3600
Port 10 No v Mac-based v Yes v 3600
Port 11 No v Mac-based v Yes v | 3600
Port 12 No v Mac-based v Yes v 3600
Apply

Port Settings (HacTtponka nopTtoB)

No — Homep nopta oT 1 go N, rae N — oOwee KONMMYeCTBO MNOPTOB
KoOMMYyTaTOpa.

Enable — coctosiHue dyHkummn koHTponsa goctyna 802.1X Ha BbIGpaHHOM
nopte. YES 3Haunt, 4yto byHKuma 802.1X akTuBHa M NopT 3abroKMpoBaH,
noka He GyfeT BbINOMHEHA ayTeHTUdUKALUS.
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Mode — BbI6Op MeToAa ayTeHTUdUKaUmu:

MAC-based - ayrteHTU(pukaumsa Ha ocHose MAC apgpeca. Tonbko
YCTPOWCTBO C n3BeCTHbIM MAC MOXeT ObITb NOAKMIOYEHO K CETH;

Port-based — ayTeHTuduMKauuss Ha oOcHoBe nopTa, nboe YCTPOMCTBO
NOAKMOYEHHOE K NMOPTY MOXET MOSyYuTb JOCTYM K CETU.

Re-Auth — Bkn/Bblkn NMOBTOPHYIO ayTeHTUdUKaumio Ha nopTte. lNMopT OygeT
3anpalwmBaTb NOBTOPHYK ayTeHTMdUKauno Yepes Bpemsl ykasaHHoe B Re-
Auth Period.

Re-Auth Period — WHTepBan BpeMeHuW, 4epe3 KOTOpbI nopT OyaeT
3anpalumBaTh NOBTOPHYIO ayTeHTUMKauuio.

m (Apply Button)
KHonka noaoTBepXxXneHnda CcoxpaHeHusa BHECEHHbIX
OaHHbIX. [Nocne ee HaxxaTUA BHECEHHbIE U3MEHEHUS ByayT NPUMEHEHBI.

8.19.3 Hactponka nokanbHoMn 6a3bl AaHHbIX

£+ 802.1X Local Database

User Name @ Password @ Confirm Password @ +

x

Apply

User Name

Nms nonb3oBaTens, KOTopbli 6yaeT NpoxoanTb ayTeHTUdMKaLMUO
MakcumanbHasa anuHa 32 cumsona. Henb3a ncnons3osaTs cumsonsl #\' " 7
Password

Mapornb, UCrnonb3yeTca Ana ayTeHTUdMKaUMN Nonb3osaTtens.
MakcumansHas gnvHa 32 cumsona. Henb3as ucnons3osatb cumsonbl #\ ' " ?

Confirm Password

Beeaute naposib ele pa3 B Ka4ecTtse noarsepxgeHu4.
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I Haxmunte, 4To6bl 4O6ABMTL HOBOrO MOML30BATENSA U napornb

Haxmute, 4TobbI yaanntb 3anncb O nofib3oBartesie 13 Tabnmubl

(Apply Button)
KHonka noaTBepXXOEHUs1 COXpPaHEeHUS] BHECEHHbIX

OaHHbIX. [locne ee HaXxaTust BHECEHHbIE N3MEHEHMS 6yﬂyT NPUMEHEHbI.

8.19.4 HacTtpowka cepBepa RADIUS
£+ 802.1X RADIUS Server

Q RADIUS Server 1

Server IP
Service Port 1812

Shared Key

Q RADIUS Server 2

Server IP
Service Port 1812

Shared Key

Apply

Server IP — IP agpec cepsepa RADIUS

Service Port — cepBUCHBIN NOPT, KOTOPLIA ByaeT NpocnyLMBaTLCA Ha
cepBepe RADIUS

Shared Key — ko4, ucnonb3yembli And MOATBEPXKOAEHUSA MOAKMHYEHUs
MeXay CepBepoM M YCTPOMCTBOM, 3anpalumBalowum ayTeHTUdukaumio [o
npoLiecca camoun ayTeHTUduKkaLmm.

(Apply Button)
KHonka noaTBepXOeHUs COXpaHEeHUs BHECEHHbIX

AaHHbIX. [locne ee HaxaTust BHECEHHbIE U3MEHEHNS 6yﬂyT NMPUMEHEHDbI.
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8.20 Port Mirroring (3epkanupoBaHue NopToB)

3epkanuposaHue noptoB (Port Mirroring) nossonsieT KonupoBaTb
BXOASLUME U UCXOASILIME NaKeTbl C OAHOMO MITM HECKOJSIbKMX MOPTOB Ha MopT
HasHayeHusi. OTO O4YeHb MONE3HbIN WHCTPYMEHT MOHWTOPWUHIA CETEBOrO
Tpachvka, KOTOpPbIA MOMOXET BHMMAaTenbHO CNeanTb 3a CeTbio U
oTCrnexunBaTbh BO3HWKHOBEHME Npobnem.

8.20.1 HacTtpowka cyHkumum Port Mirroring

£+ Port Mirroring

Meronng Mode e ®

Mirroring Mode — Bkn/Bblkn (enable/disable) dyHkunn Port Mirroring. Ecnn
nonb3oBaTenb BKMOYUN 3epkanuMpoBaHune, cuctema OydeT KonMpoBaTb
ceTeBON TpadmK C MOPTa-UCTOYHMKA (Source port) Ha MOPT Ha3Ha4yeHus
(Destination Port) ¢ ucnonb3osaHuem pexuma Sniffer Mode.

Source Port — nopT unmM NOpTbl C KOTOpOro/Kotopeix Tpadwuk 6yger
KonMpoBaTbCs Ha NOpPT Ha3Ha4veHus (Destination port)

Sniffer Mode

Both Tx and Rx — pexumM konupoBaHus Ha nopT Ha3HayeHus (Destination
port) kKak NpYHUMaeMbIX Tak U OTMPaBASEeMbIX NaKeTOB;

Tx Only — pexum KonMpoBaHUS Ha NOPT Ha3HayeHus (Destination port)
TOJIbKO NPUHUMaeMbIX NMakeToB;

Rx Only — pexxum konupoBaHUs Ha nopT HasHayeHus (Destination port)
TONbKO OTNPaBIISEMbIX MAKETOB.

Destination Port — nopT HazHa4YeHWs1, Ha KOTOPbLIN KoNupyeTcsa Tpaduk ¢
nopta/nopToB UCTOYHMKa (Source port) Ana AanbHeWLWwero aHanumsa.

(Apply Button)
KHonka noaTBepXOeHUs COXpaHEeHUs! BHECEHHbIX

OaHHbIX. [Nocne ee HaXxaTust BHECEHHbIE N3MEHEHMS 6yﬂ,yT NPUMEHEHDI.

83



8.21 Ping (komaHpa PING)

Ping 9To nNpoCcTOM MWHCTPYMEHT AN NPOBEPKU  COCTOSIHUSA
nogkntoyennsa B IP cetn. PING nogpasymeBaeT OTnpaBKy 3arnpoca corfiacHo
npotokosnly ICMP  KOHEYHOMY YCTPOMCTBY W OXWOaHUS OTBETHOro
COOBLLEHUNSA C LIENbI0 NPOBEPKM MOAKITHOYEHUS.

8.21.1 Ucnonb3oBaHue komaHabl PING c IPv4/IPv6

£+ Ping

Type — BboiBop npoTokona IPv4 nnm Pv6

IP_Address — IP agpec nogkni4eHHOro ceteBoro yctpomnctsa. Popmar
agpeca OCHOBaH Ha Bblbope npoTokona B none Type.

Count — KOnMYecTBO OTNpaBrieHHbIX coobuweHun ICMP Ha 3agaHHbIn P
agpec. [mana3oH BO3MOXHbIX 3HayeHun ot 3 pgo 50. 3HauveHue no
ymonuyanuio 3.

Result — none c¢ pesynetatamy pabotbl PING oTobGpaxaeT oTBeTbl OT
yaaneHHoro IP yctpounctBa. Ecnu yganeHHoe yCTPOWCTBO He OTBeYaeT Ha
3anpocbl 6yaeTt otobpaxeHo No Response (HeT oTBeTa).

«Start» Button — Haxmute KHOMNKy, 4Tobbl HAa4YaTb NUHrOBaTL yaaneHHbIn IP
agpec.

«Stop» Button — Haxxmute KHOMKY, YTOObI 3aKOHYUTb NMUHIOBAaTh YAANEHHbIN
IP agpec.

«Clear» Button — HaxwmuTe kHOMKy, 4tobbl ouucTuTb none Result ot
WHopmaumn.

«Reset» Button — Haxmute kHOMKy, 4ToObl COpOCUTL paHee 3afaHHYyio
uHdopmaumio (IP Address, Count) n pesynbtaTbl B norne Result.
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8.22 LLDP (chyHKUMA onoBeLieHUs1 «cocenemn»)

LLDP (IEEE 802.1AB) npoTOKOM KaHanbHOro ypOBHS, MO3BONSAOLLNIA
ceTeBoMy obopyaoBaHuio onosewats obopyaoBaHue, paboTalwye B
NoKanbHOW ceTu O CBOEM CyleCTBOBaHUM W nepegasaTb €My CBOU
XapakTepucThKW, a Takke NonyvaTb OT HEro aHarorMyHble CBeaeHus.

8.22.1 HacTtpowka LLDP

£ LLDP Settings

LLDP Mode @ Enable Disable

LLDP Timer 30 o

LLDP Mode
Bkn/Bbikn dyHkuuto LLDP B KOMmyTaTope.
LLDP Timer

MHTepBan otnpaBku LLDP coobueHnin. [lInanasoH BO3MOXHbIX 3Ha4YeHWI OT
5 0o 32767 cek. 3HaueHune no ymondaxHuio 30 cek.

m (Apply Button)
KHonka noaTBepXOeHUs COXpaHEeHUs! BHECEHHbIX
OaHHbIX. [Nocne ee HaxaTus BHECEHHbIE U3MEHEHMS OyayT NMPUMEHEHBDI.
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8.22.2 LLDP Tabnuua «cocegen»

£+ LLDP Neighbor

Show | 10 v entries Search
Local Remote System Remote Port
i Y Chassis ID Address
Port Name Port ID
3 MT-0804G 00:AA:BB:CC:11:02 lang local8 192.168.10.11
= = = | e local = =
6 L2GigaBitEthern 00:03:CE:11:22:33 Sid #2. Po 192.168.10.90

1017

Showing 1 to 2 of 2 entries First Previous Next

Refresh Rate: 5 seconds @

Local Port
MopT, nogkntoyeHHbI k LLDP «cocegy» B KOMMyTaTope

Remote System Name

Nmsa LLDP «cocega». OTO MMsa HacTpamsBaeTCs Ha yganeHHOM YCTPONCTBe.

Chassis ID

3101 naeHtTudukatop onpegenset MAC agpec LLDP «cocepa».

Remote Port

Mone oTtobpaxaeT nHdopmaumo o nopTe, NonyveHHyw ot LLDP «cocega»
Port ID

Port ID otobpaxaeT naeHTudmkaTop nopta, nogkntoveHHoro LLDP
«cocenar.

Address

Mone otobpaxaeT IP agpec LLDP «cocepa».
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8.23 System Warning (CuctemMHble onoBeLeHus)

CuctemHble onoBeLleHns cogepxar cnepyouiune TUNbI
OMNOBELLIEHNIA:

«System Event Log» (P)KypHan cucteMHbIX COObITUR);

«SMTP Settings» (HacTtponku SMTP);

«Event Selectiony (Bbibop cobbiTus).

OTM XKypHamnbl CO CBEAEHUSIMA OYEeHb MONe3Hbl Afsi CUCTEMHOrO
agMuUHUCTpaTopa, Kak cpeacTtBo oTnagku cetn. Korga cuctema Obina
OTKIKYEHA, KTO MblTancs BbINOMHUTL BXOA B CUCTEMY, KOorga cuctema bbina
nepesanylieHa B HELUTATHOM PeXMUMe U T4. — BCe 3TW COObITUSI MonagatoT B
XKypHanbl.

[Monb3oBaTtenb MOXET  OOMOMHUTESNBHO HacTpoOuUTb 3BYKOBOE
onoeelleHne, ncnonb3ysa BbiXoAbl pelfie Ha KOMMYyTaTope.

8.23.1 HacTpoWka cMcTeMHbIX ONMOBELLEeHUN

£+ System Log Settings

System Log Mode B Local rRemote @ USB

Remote Server IP Address

Service Port 514 (2]

Apply

System Log Mode

Bbi6op cnocoba coxpaHeHWsl NOroB (3anucaHHbIX COObITUR).
Local — B namATn kommyTaTopa;
Remote — Ha yganeHHOM cepBepe;

USB — Ha USB flash Hakonutensb.
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Remote Server IP Address

Mone copepxut IP agpec ypaneHHoro cepsepa. Ecnn BbibpaH pexum
COXpaHeHuss JnoroB «Remote», mnonb3oBaTenn MOryT WUCMNONb30BaTb
ykasaHHbIV |IP agpec anst Nony4eHnsi CUCTEMHBIX FOrOB.

Service Port

MopT, uchonb3ylWMACA AN NpPoCiylwMBaHWs NakeToB C JloramMu OT
yaarneHHoro cepeepa.

[rnanasoH BO3MOXHbIX 3Ha4YeHnn Bbibopa nopta ot 1 o 65535.

3Ha4veHue nopTta no ymonyaHuio — 514.
(Apply Button)

KHoMka noaTBepXOAEHUS COXpaHEeHUsi BHECEHHbIX
AaHHbIX. [ocne ee HaXaTusi BHECEHHbIE n3MeHeHns 6yayT NpMMeHeHbI.

8.23.2 XKypHan cucTteMHbIX COOLITUN

£+ Sysem Event Log

Log Text Area

B 310 none oToGpaatoTca cucTeMHble cobbiTust, ecnn B System Log Mode
BblGpaHo 3HayeHue Local.

Clear
HaxmuTe 3Ty KHOMKY, YTOObl OUNCTUTD XKYpPHAN CUCTEMHbIX
COObITUN.

Haxkmute 3Ty KHOMKY 4TO6BI OOHOBUTEL MHCPOPMALINIO B XKypHane
CUCTEMHbIX CODbITUN.
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8.23.3 HacTtpowka SMTP UHdopmaummu
£+ SMTP Settings

Q Server Settings

SMTP Status Enable (@ Disable
Server Address
Server Port [}
Sender E-mail
Mail Subject Switch Notification o
SMTP Authentication @® Enable Disable

User Name

Password

Q Recipient Settings

E-mail Address 1

E-mail Address 2

E-mail Address 3

E-mail Address 4

Server Settings (HacTtponku cepsepa SMTP)

SMTP Status — Bkn/Bblkn doyHKUn0 SMTP.

Server Address — none ¢ IP agpecom unu URL ccbinkon SMTP noyToBoOro
cepBepa. Hanpumep, agpec SMTP cepBepa, npegoctasnsgemoro Google —
smtp.gmail.com

Server Port — none copgepxallee HoMep nopTa, MpPOCAyLIMBaOLLErO
3anpocbl oTr SMTP cepBepa. [Onsa 6e3onacHOCTW, peKoOMeHOyeTcsl
ncnonb3oBaTh NopTbl 465 onsa SSL 1 587 ana TLS.

[nanasoH BO3MOXHbIX 3Ha4YeHun oT 1 go 65535. 3HaveHne No yMon4aHuw —
25. MopT 25 — nopT no ymon4yaHuto s e-mail cepeepa.

Sender E-mail — e-mail agpec otnpasuTtens.
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Mail Subject — Tema e-mail coobLueHus.
Henb3a ucrnonb3osatb cumsonbl #\ ' " ?

SMTP_ Authentication — BkM/BbIKM BbINOMHEHWE ayTeHTUdUKaumm Ha SMTP
cepBepe C UCMNonb3oBaHMEM MMEHW NONb3oBaTenNs 1 Napons.

User Name — umsa nonb3oBaTens, UCNOMb3yeTcs ANA ayTeHTUdMKauum Ha
SMTP cepBepe. MakcnmanbHas gnuHa 32 cumBona. Henb3s ncnonb3oBaTtb
cumBonbl #\'" ?

Password — naponb, ncnone3yeTtcs Ans ayreHTudgukaumm Ha SMTP cepsepe
BMeCTe C umeHeMm nonb3oBatens (User Name). MakcumanbHas gnuHa 32
cumBona. Henbas ucnonbsosatb cumeonbl #\ ' " ?

Recipient Settings (HacTtpowku nonyyarenein)

E-mail Address 1-4 — e-mail agpeca nony4artenen ysegomneHui. [Nons
OOCTYNHbI K 3anonHeHuto, ecnn SMTP oTnpaska BKIoYeHa.

(Apply Button)
KHonka noaoTBepXxXneHnda CcoxpaHeHuna BHECEHHbIX

OaHHbIX. [Nocne ee HaXxaTust BHECEHHbIE N3MEHEHMS 6y,u,yT NPUMEHEHDI.
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8.23.4 HacTtpoika BbiGopa cobbiTun

£+ Event Selections

Q System Events

Event Fault Alarm System Log SMTP SNMP Trap
Authentication
Eailure - Disable v Disable v Disable v
ERPS Change . Disable ¥ Disable v Disable v
Power 1 Disable v Disable v Disable v Disable v
Power 2 Disable v Disable v Disable v Disable v
Cola Start - Disable v Disable v Disable v
Warm Start - Disable v Disable v Disable v
Digital Input Disable v Disable v Disable v Disable v

Event
MpeoycMoTpeHo pearMpoBaHme Ha 5 TMMOB CUCTEMHbIX COObITUI;

Authentication Failure — Owwnbka nornHa npu Bxoge ¢ WEB wnun 4epes
KOMaHOHYl CTpOKy. MoxeT ObiTb Bbi3BaHO BBOAOM HEMPABMUITBHOMO MMEHMU
nonb3oBaTens unm napornsi.

ERPS Change - 3awuta oT netens ERPS pabGoTtaeT 1 Tonosnorus
M3MEHMNachb.

Power 1 or 2 — OAMH U3 UCTOYHMNKOB NUTaAHUA OTKITHOUUIICH / Bbillern U3
CTpoS.

Cold Start — cuctema 6bina nepesarpyxeHa 13 3a OTKIMIOYEHUS MUTAHUS.

Warm Start — cuctema 6bina nepesarpyxeHa ¢ NomoLLbi KoMaHabl reboot
yepe3 KOMaHAHYH CTPOKY WNM C MNOMOLbIO KHOMkM reboot B WEB
UHTepgence

Digital Input — ypoBeHb curHana Ha nuHax DI usmeHuncs ¢ BbICOKOro Ha
HWU3KMI 1M HaoboporT.
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Q Interface Events

Event Fault Alarm System Log SMTP SNMP Trap
All Ports Link Down Up' | Down Up' | Down Up' | Down
Port 1 Link Down Up| | Down Up' | Down Up! | Down
Port 2 Link Down Up| | Down Up| | Down Up| | Down
Port 3 Link Down Up' | Down Up' | Down Up' | Down
Port 4 Link Down Up| | Down Up | Down Up' | Down
Port 5 Link Down Up| | Down Up' | Down Up| | Down
Port 6 Link Down Up' | Down Up' | Down Up' | Down
Port 7 Link Down Up| | Down Up| | Down Up' | Down
Port 8 Link Down Up| | Down Up| | Down Up' | Down
Port 9 Link Down Up' | Down Up' | Down Up' | Down
Port 10 Link Down Up' | Down Up| | Down Up| | Down
Port 11 Link Down Up| | Down Up | Down Up' | Down
Port 12 Link Down Up| | Down Up' | Down Up' | Down

Event — oToBpaxaloT cTaTyc NMHKa ANs Kaxaoro nopTta. ABapuiiHbIA curHan
cpabaTtbiBaeT TOMbKO €CNM NWHK Mpornan M B CUCTEMHBLIX COBbITUSAX
noadepXKvBaeTcs Kak YCTaHOBMEHME COedVHeHWs,, Tak W olubka
YCTaHOBINEHNSA COEANHEHNS.

Fault Alarm - LED wHgukatop owwnbku Ha KOMMyTatope 3aroputcs
KpacHbIM, 1 cpaboTaeT pere, ecnu HacTpoeHHble cobbiTna npomsownu. Mo
YMOMYaHWIo UHAMKaTOP OLWNOKN ropuT 3eneHbIM, a perne He cpabaTtbiBaerT.

System Log — korga HacTpoeHHble COObITUS NPOM3OLLMM, OHM MoNagaT B
XXypHan cucTeMHbIX COObITUI Ha yganeHHoM cepBepe, Ha USB HakonuTene
nTa.

SMTP — ecnu oTnpaBka OroB no anekTpoHHon noyte (SMTP) akTuBHa, TO
KOrga HacTpPOEHHbIE COBLITMS MPOW3OLLNM, CMCTEMA OTMNPaBUT 3anUCb O HUX
Ha ykasaHHble e-mail agpeca (SMTP Settings).
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SNMP_Trap - ecnu yHkuma SNMP  Trap BktoYeHa, TO, Korga
HaCTPOEHHbIE COBLITUA MPOM3OLLIN, CUCTEMA OTNPABUT MHAPOPMALMIO O HUX
Ha IP agpec nonydartens coobwieHmun SNMP Trap.

(Apply Button)
KHonka noaTBepXXOeHUst COXpPaHEHUsI BHECEHHbIX

OaHHbIX. [locne ee HaXxaTnss BHECEHHbIE N3MEHEHMS 6yﬂ,yT NPUMEHEHbI.

8.24 MAC Table (Tabnuua MAC agpecoB)

MAC agpec (Media Control Access address) — yHWKanbHbIN
naeHTuurkaTop, NpucBanBaeMbli KaXKOoOW efuHULE aKTUBHOrO CEeTeBOro
o6opynoBaHns B KOMMNbIOTEPHBIX ceTax Ethernet.

3anonHeHue Tabnuubl MAC agpecoB B koMMyTaTope HeobGxooumo
ons  6onee adpdekTMBHOM nNepedaun naketoB BHyTpu ceTu. Korpa
KOMMYyTaTop nosy4yaeT nakeT, cucrema npoeepseT Tabnuuy MAC agpecos u
HanpaenseT NakeT B COOTBETCTBYOLLUIA MOPT.

Tabnmua MAC apgpecoB AguHamudecks HanonHsetca MAC
apgpecamun. Korga cuctema nony4aet MAC agpec koToporo HeT B Tabnuue,
OHa nepecbinaetr nakeT Ha Bce noptel LAN B Tom xe VLAN. Korga
YCTPOMCTBO, KOTOPOMY NpedHa3HayeH naket oTBevaeT, cuctema gobasnsaer
ero MAC agpec B Tabnuuy.

8.24.1 HacTpoWka nocTosiHHbIX (static) MAC agpecoB

£+ Static MAC Address Settings

vID @ MAC Address Group Member +
Nothing selected - %
Apply

VID

VID ato ID rpynnbel VLAN, koTopas coaepxut 3agaHHbin MAC apgpec.
[nanas3oH BO3MOXHbIX 3Ha4YeHu ot 1 go 4094.
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MAC Address

OT0 none coaepXut nNocTosHHbIM MAC agpec nopToB-yyacTHukoB VLAN
rpynnebi.

Group Member

YyacTHUK rpynnbl — 3TO NOPT npuHagnexawmin VLAN rpynne, KoTopomy
NPUHaLNEXUT HAaCTPOEHHbIM NOCTOAHHBIN MAC agpec.

I HaxxmuTe, 4To6bl 4O6aBUTL AOMNONHUTENbLHBLIN NOCTOSAHHbLIN MAC agpec

, ‘ HaxmuTte, 4Tobbl yaanuTb NpuBsa3Ky noctosiHHoro MAC agpeca.
(Apply Button)

KHonka noaoTrBepXxXneHnda CcoxpaHeHusa BHECEHHbIX
AaHHbIX. Nocne ee HaxaTns BHECEHHbIE U3MEHEHUS 6yp,yT NMPUMEHEHbI.

8.24.2 Tabnuua MAC agpecoB

£+ MAC Address Table

Show | 10 v entries Search:

VID [H MAC Address Type Source

VLAN 1 EC-08:6B:06:96:53 Learning 2

VLAN 1 1C:49:7TB:6AF3:41 Learning 5

VLAN 1 1C:1B.0D66:75:EB Learning 5

VLAN 1 01:00:5E.7FFF:FA Static 2

VLAN 1 40:8D:5C.EA92:02 Learning 5

VLAN 1 9C:EB:EB:3A54:E7 Learning 5

VLAN 1 40:8D:5C:EABDC3 Learning 5

VLAN 1 1C:1B.0D:66:F7:F8 Learning

VLAN 1 FC:3F:DB:53:19:8E Learning 5

VLAN 1 A4:02:89:80:7D:66 Learning 5
Showing 1 to 10 of 10 entries First Previous Next Last

Auto Refresh
Refresh Rate: 5 seconds @
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VvID

VID ato ID VLAN cogepxallen HacTpoeHHbIn MAC agpec.

MAC Address

OT0T cTonbew, coaepXnT CnUcok 3agaHHbix MAC agpecos.

Type

OtobpaxaeT Tn MAC agpeca:

Learning — MAC agpec 6bin nofny4eH oT NnepegaBaeMbiX NaKeTOB;
Static — MAC agpec 6b1n Bpy4Hyto 3aaH nornb3oBaTenem.

Source

OTtobpaxaeT nopT, koTopomy npuHagnexunt MAC agpec.

8.25 Authorization (Bxoa B cuctemy ynpaBrieHMss KOMMYTaTopoM)

Mma nonb3oBaTtena (username) u naponb (password) wurpatot
KMIOYEBYIO ponb Npu ynpasneHun Kommytatopom yepes WEB wHTepdeic
NN KOMaHAHYl CTpoky. [lonb3oBatenu o06s3aHbl BbINONHWTL BXOA4 B
cucTeMy, mpexage Yem BHOCUTb Kakme-rimbo M3MEeHeHMs B KOHMUrypauuio
KommyTaTtopa. HactoATenbHO pekomeHAyeTcs M3MeHUTb XOTa Obl naponb
Ans goctyna K KOMMyTaTopy B pamkax 6esonacHocTw.

8.25.1 HacTtpo#ka nHcopmauum ansa Bxoga B cCUCTEMY

£+ Update Authorization

Username admin (7]
Password (2]
Confirm Password 2]

Apply

Username (Mms nonb3oBaTtens)
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Heobxoanmo aons Bxoaa B cuctemy.

MakcumanbHasa anvHa 20 cumBonoB. MoXHO UCNoNb3oBaTh TOMbKO
naTMHCKMe CMMBOIbI 060ux perncTpoB(A-Z, a-z) n uncna ot 0 — 9. Nms
nonb3oBaTtens no ymonyaxHuto admin

Password (naponb)
Maponb HeobxoauM Ans BXoaa B CUCTEMY.

MakcumanbHasa anvia 20 cumBonoB. MoOXXHO UCNoNb3oBaTh TOMbKO
naTvHCKMe cMMBOnbl 06oux pernctpos(A-Z, a-z) n yucna ot 0 — 9. MNaponb
nonb3oBaTtens no ymonyaHuio admin

Confirm Password (naponb noaTBep>xaeHne)

Heobxoaumo BeecTn Password ewle pa3 B 3TOM none Ans nogrsepXaeHus.

(Apply Button)
KHonka noaoTBepXxXneHnda CcoxpaHeHuna BHECEHHbIX

OaHHbIX. [locne ee HaXxxaTuss BHECEHHbIE N3MEHEHMS 6y£l,yT NMPUMEHEHDbI.

8.26 Firmware Upgrade (O6HOBNeHne NpoLnBKHN)

Ona crtabvnbHoW paboTbl W  Hawnydywen COBMECTUMOCTU C
NPOMBILLAIEHHBIMU MPUMOXKEHNAMWU PEKOMEHAYyeTCs OBHOBNATL cuctemy Ao
HoBeLen NPoLUNBKK, NPeACTaBlIeHHON Ha Halwem cauTe.

MpegycmoTpeHo 2 cnocoba BbINOMHEHUSA npouenypbl OOHOBNEHUS
npowwnskn n3 WEB nHTepdelica:

1) C nomowblo USB HakonuTensi, COXpaHMB Ha Hem dann c
NPOLLMBKOM;

2) C nomouwpto lK, coxpaHuB Ha >xectkom pgucke K dann c
NPOLLMBKOMN.
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8.26.1 3arpy3ka dpainna c NnpoLNBKOMN

£+ Firmware Upgrade

Q Upload Firmware File

Firmware image + Select File
Please Upload the Firmware File(Image)

Selected File

Firmware Image

Haxmunte «+Selected File» 4ToObl BbiGpaTb 00pa3 ¢ NpOLUMBKOW.

Bepcusa npowmeku oTobpaxaeTcs B CUCTEME M OCHOBaHa Ha umeHun channa c
npolwmnekon. MNonb3oBatens MoxeT oOaBUTb HOMEpP MPOLUMBKMA K MMEHW
avina ¢ npowwmskon. Hanpumep, XXX-v1.2.3, rae XXX — opurmHansHoe nms
havina ¢ NPOLUNBKOWN.

Selected File

Mocne BbiGopa harina ¢ NPOLIMBKON ero nMsa 0Tobpa3nTCcsa B 3TOM Morne.

Upload
3 Mocne BbiGopa npowwmBkn Ha (1K, HaxmuTe 3Ty KHOMKY, YTOObI

3arpy3uTb NPOLLMBKY B KOMMYTaTOp.
8.26.2 MNMpouecc 3arpy3ku canna c NPOWMBKOA B KOMMYTaTop

Cnepytolwine warn BbINOMHAKTCA, Korga cuctema npuctynuna K
OBHOBNEHWIO NPOLUNBKM:

1. Tpouecc 3arpyskum obpasa c npowwuskoi. [lporpecc 6yger
oTOBpaxeH Lkanon sanonHeHus ( B %);

Q Upload Firmware File
Uploading... Please Wait.

Firmware Image | + Select File
Please Upload the Firmware File(image).
Selected File  WEBFULL-v0.0.14.1214

[ N N W % W N A W
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2. [lposepka 3arpyxeHHoro danna. Korga npouecc 3arpysku obpasa ¢
npowmnskon 3aeeplieH Ha 100%, cuctema MNpUCTYNUT K NpoBepke
3arpy>xeHHoro doanna, 4Tobbl ybeautcs, 4TOo OH noaxoguT. [lo
yMonuaHuio obpas NnpoLmBKM 3alinmdpoBaH.

Q Upload Firmware File

Uploading Finished, Verifying Uploading File...

Firmware Image + Select File
Please Upload the Firmware File(image)

Selected File WEBFULL-v0 0.14.1214

3. YcTtaHoBKa 3arpyxeHHoro anna c npowmskon. HoBas npolwumeka
OyaeT ycTaHOBNEHa Ha KOMMYTaTOp NOCIe OKOHYaHKs npouecca

NPOBEPKM.

@ Upload Firmware File

Verifying Finished, Installing Firmware...

Firmware Image =+ Select File
Please Upload the Firmware File{lmage).

Selected File WEBFULL-v0.0.14.1214

4. TMepesarpyska cuctembl. Cuctema OygeT  nepesarpyxeHa
aBTOMaTMYECKU, eCNN NpoLiecc 0GHOBNEHNS NPOLUUBKK MNpollen 6e3

OLLMOOK.

Device Rebooting... Please Wait...

The Web Page Will Refresh Automatically.
"SRR SR SR LTRLTR R RTsTTsTTZwLZwNs
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8.26.3 KonnpoBaHue ¢panna c npowmBkon ¢ USB HakonuTtens

1.

KonupoBaHue davna c¢ npowmBkon ¢ USB Hakonutens B
kommyTaTtop. Cuctema nposepsieT, BcTaBrneH nv USB HakonuTensb, a
TakKke Hanuuune danna Ha Hem.

Q Copy Firmware File from USB

Copying Image to System...

Image File Name WEBFULL-v0.0.14.1214 v ‘

Please Enter the File(Image) Name Which is Saved in the USB

Upload

Mpouecc nposepkn 3arpyxeHHoro daunna. [locne konupoBaHUA
(avina npoWMBKM Ha KOMMYTaTtop, CUCTEMa BbIMOMHAET €ero
NpoBepKy Ha COBMECTMMOCTb. [10 ymonyaHuto dann MpoLIMBKU
wndpyeTcs.

@ Copy Firmware File from USB
Copying File Finished, Verifying Uploading File...

Image File Name WEBFULL-v0.0.14.1214 v ‘

Please Enter the File(Image) Name Which is Saved in the USB.

Upload

lMpouecc ycTaHOBKM 3arpy>KeHHoro gparna c npowmnskon. Hosas
npoLwnBka 6y,1:|,eT YCTaHOBJ1EHA HAa KOMMYTAaTOpP NOCIie OKOHYaHUA
npotiecca npoBepKu.

Q Copy Firmware File from USB

Verifying Finished, Installing Firmware...

Image File Name WEBFULL-v0.0.14.1214 v ‘

Please Enter the File(Image) Name Which is Saved in the USB

Upload
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4. Tlepesarpyska cuctembl. Cuctema 0OygeT  nepesarpyxeHa
aBTOMaTUYEeCKU, ecnin NpoLiecc 0OHOBNEHUS NPOLLMBKA NpoLlen 6e3
oLInBOoK.

Device Rebooting... Please Wait...

The Web Page Will Refresh Automatically.
"SR wnwwnww\w™

8.27 Config Backup (Co3aaHune pe3epBHOM KONUUN HAaCTPOEK)

3avacTylo, B ceTu paboTaeT HECKOMbKO OOMHAKOBbIX KOMMYTaTOpPOB
M 4ToObl HaAcTPOUTb UX Ha OOHW WU Te Xe YHKUMM, NOoNb3oBaTeNo
[OCTaToOYHO HAcTpPOWUTb TOMbKO OAMH M3 KOMMYTaTOpPOB, M, COXpaHuB
HaCTPOWKM B dhalin, NEPEHECTN UX Ha OCTalbHbIE.

®ann c TekyWwmMMn HacTponkamu MoxeT BbiTb coxpaHeH, kak Ha 1K
TaKk n Ha USB HakonuTerb.

8.27.1 CoxpaHeHue pe3epBHOro thamna c HacCTpomkamm

£+ Config Backup

@ Backup to Localhost

File Name Save

Q Backup to USB

EBackup Running-canfig File Save

Backup Startup-cantig Flie m

Backup to Localhost (Co3gaHue pe3sepBHOKN Konuu HacTpoek Ha 1K)

File Name — ykaxunte nma harina ang coxpaHsemMon pe3epBHON KoMuu C
HacTponKaMu, KOTopbl byaeT 3arpyxeH Ha K.
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Backup to USB (CosgaHue pesepBHOW Konuu HacTpoek Ha Flash
HakonuTene)

Backup Running Config File — ykaxute umsi cpanna ans coxpaHsemomn
pe3epBHON KOMWUM C TEKYLLMMW HACTpoWKaMu, KOTOPLIN OyAeT 3arpyxeH Ha
USB Flash Hakonutenb

Backup Start Config File — ykaxuTe wuma danna Ans coxpaHsiemomn
pe3epBHON KOMMU CO CTapTOBbIMW HAaCTPOMKaMW, KOTOPbIN OyaeT 3arpyxeH
Ha USB Flash HakonuTens.

m HaxxMuTe 3Ty KHOMKY, YTOObI BBINOMHWTbL NPOLIECC 3arpy3ku danna
¢ HacTpoukamu Ha MK unmn USB Hakonutenb

lNpumeyaHue!

Ecnu none umeHu ¢halina ocmasums fycmbiM cucmema cozdacm ¢haln ¢
umeHem o ymondaHuro config-[datatime].cfg

8.28 Config Restore (BoccTtaHoBNeHmne HacTpoek u3 cpanna)

Monb3oBaTento pekoMeHAyeTCs CoXpaHaTb dann ¢ KoHdurypaumemn
rnocrne cepuuM HacTpoek KommyTaTtopa. Ecnm Ha pgpyrom kommyTatope
noTpebyloTcs aHanorMyHble HaCTPOWKK, NOMb30BaTENb MOXET BOCCTAHOBUTL
nx n3 camna.

8.28.1 BoccTaHoBneHue HacTpoek u3 canna

£+ Config Restore

@ Restore from Localhost

File Name | EE@iEzE Restore

Q Restore from USB

File Name in USB Q Restore
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Restore from Localhost (BocctaHoBneHne HacTpoek n3 ganna c NK)

File Name — Bbibepute paHee coxpaHeHHbI dann ¢ HacTponkamm Ha [K.

Restore from USB (BocctaHoBneHune HacTpoek us canna ¢ USB Flash
HakonuTens)

File Name in USB — ykaxxuTe ums cpanina ¢ HaCTpomkaMu, COXpaHEHHOrO Ha
USB Flash Hakonutene. Ecnu hainn Haxogntcsa B nanke, yKauTe NosHbIN

nyTb.

Restore
Haxmute 3Ty KHOMKy, 4TOObl BOCCTAaHOBWUTb HACTPOMKM

kommyTaTtopa u3 carna c NK nnm USB Flash HakonuTtens.

8.29 USB Auto-Load & Auto — Backup (PyHKUMS aBTOMaTU4e€CKOro
coxpaHeHuA/3arpy3Ku HacTpoekK)

£+ USB Auto-Load & Auto-Backup

USB Auto-Load (@ Enable Disable

USB Auto-Backup Enable @ Disable

USB Auto-Load - Bkn/Bbikn (enable/disable) cdyHkumn aBTOMaTU4YeCKon
3arpysku HacTpoek. Ecnu dyHKkuMs BkroyeHa, To cuctema byaet uckatb
Gann co cTapTtoBol KoHdurypaumen (startuo-config) Ha USB Flash
HakonuTene u 3arpyxartb ero npu nepesarpyske.

USB Auto-Backup — Bkn/Bbikn (enable/disable) dyHKkumMn aBTOMaTU4ECKOro
coxpaHeHus HacTpoek. Ecnu gaHHasa dyHKUUS BKloYeHa, To cuctema byaet
COXpaHsATb havn ¢ TekylWmnmMmn HacTponkamu (running config) Ha USB Flash
Hakonuterne nNpu KaXxgom U3MEHEHUU KOHdUrypaumm kKommyTaTtopa.

(Apply Button)
KHonka noaTBepXOeHUs COXpaHEeHUs BHECEHHbIX

OaHHbIX. [locne ee HaxaTnsa BHECEHHbIE N3MEHEHUS 6y/J,yT NPUMEHEHDLI.
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BHumaHume !

v Ona sawutbl 06OpydoOBaHMS OT T[PO30BbIX pPa3pAn0B
yCTaHaBMnMBaTb YCTPOWCTBA rpo303aLuThbI!

v" KauecTBeHHoOe
NOAKMIOYEHNS.

v KaTeropuyecku 3anpelyaetcs

3as3emMrieHne

ABNAETCA

obsa3aTenbHbIM

Heobxoaumo

ycrnosunem

KacaTbCsl 9nemMeHToB Ornoka nuTaHus,
HaxOASALIMXCH Mo BbICOKMM HanpsKeHEM.
V' [INs NCKINOYEHUS NOXHBIX cpabaTbiBaHM aBTOMATOB 3aluTbl HEOH6X0AMMO
BblbMpaTb aBTomaThl «C» C TOKOM cpabaTbiBaHusa >4A

8. TexHn4YecKue xapakTepuCcTUKn*

Mopgenb

SW-80802/WLC

O6Lee Kon-Bo NopToB

10

Kon-so noptos FE+PoE

Kon-Bo noptos FE

Kon-so noptos GE+PoE

Kon-Bo noptoB GE
(He Combo nopTbl)

Kon-Bo noptoB Combo GE
(RJ45+SFP)

Kon-Bo noptoe SFP
(He Combo nopTbl)

BcTpoeHHble onTuyeckue
nopTbl

MouHocTtb PoE Ha oauH
nopt (makc.) Bt

CymmapHas MOLHOCTb
BCex noptos (Mmakc.) (BT)

CraHgaptel PoE

Metog nogauu PoE

Tononornn noaknt4eHns

3Be3na
Kackag
KOmnbLO

Bydep naketos

12 MB

Tabnuubl MAC-agpecoB

16 K
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MponyckHas cnocoBHOCTbL
KOMMYTaLMOHHON MaTpuLibl 20 out/c
(Switching fabric)

1000Mbps port — 1,488,000 nakeToB/c
100Mbps port - 148,800 nakeTtos/c
10Mbps port - 14,880 naketos/c

CkopocTtb obcnyxusaHusi
naketoB (Forwarding rate)

Mopaepxka jumbo frame 9,6 Kb

¢|[EEE 802.3 — 10BaseT

¢|EEE 802.3u — 100BaseTX

¢ |[EEE 802.3ab — 1000BaseT

o |[EEE 802.3z 1000 BaseSX/LX

¢ |EEE 802.3af Power over Ethernet (PoE)

o [EEE 802.3at Power over Ethernet (PoE+)

¢ |[EEE 802.3x — Flow Control

¢ |EEE 802.1Q — VLAN

¢ |[EEE 802.1p — Class of Service

CraHgapTbl ¥ NPOTOKOSbI ¢ [EEE 802.1D — Spanning Tree

¢ [EEE 802.1w — Rapid Spanning Tree

o [EEE 802.1s — Multiple Spanning Tree

¢ [EEE 802.3ad — Link Aggregation Control
Protocol (LACP)

o |[EEE 802.1AB — LLDP (Link Layer Discovery
Protocol)

¢ |[EEE 802.1X — Access Control

¢ |TU-T G.8032/Y.1344-Ethernet Ring
ProtectionSwitching (ERPS)

¢ |[EEE 802.1D (STP)

¢ |[EEE 802.1w (RSTP)

¢|[EEE 802.1s (MSTP)

oVLAN / VLAN Group 4K

e Tagged Based

o Port-based

¢ \oice VLAN

e Link Aggregation IEEE 802.3ad with LACP

¢ IGMP Snooping v1/v2/v3 Supports 1023 IGMP
groups

¢ |GMP Static Multicast Addresses

e Storm Control

¢ G.8032-Ethernet Ring Protection Switching
(ERPS)

PyHKUMM YPOBHSA 2
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QoS

¢ CoS
«DSCP
» WRR/SPQ Queuing

BesonacHocTb

¢ Management System User Name/Password
Protection

¢ |[EEE 802.1x Port-based Access Control

¢ RADIUS (Authentication, Authorization,
Accounting)

oHTTP & SSL (Secure Web)

o SSH v2.0 (Secured Telnet Session)

YnpasneHue

o YnpasneHue 4yepe3 Web-nHtepdeiic
o CLI

o Telnet

o SNMP

MHaunkaTopbl

*PWR1,

e PWR2,

e Fault,

¢ Ring Master,

¢ Ring State;

e Link/HauBbICclIasn ckopocTb(3en.),

® HMU3Kasi CKOPOCTb (KENT.)

o PoE: nHaunkaumsa nogkntodeHus PoE ycTponcTs

Pene aBapuiiHomn

DC24V,1A(HO, H3)

curHanusauum
MNutanue AC 195-265V /50 'y
OHepronotpebneHune <250 Bt
BcTpoeHHas | NUTaHue 2xB (8/20 mkc)

rpososailunTta | noptbl

1kB (8/20 Mmkc)

OxnaxpgeHue KoHBekuunoHHoe (6e3 BeHTUNsaTOpa)
Knacc 3awmThbl IP65
Pasmepb! (LLUXBxI') (mm) 300x230x111

Cnocob MoHTa)xa

MoHTax Ha CTeHny,
Ha cTonb (kpenneHve npuobpeTaeTcs OTAENbHO)

Pabouas Temnepartypa

-40...+50°C

OTHocUTEeNnbHas
BITaXXHOCTb

0-95% 6e3 KoHaeHcaTa

* npOI/I3BO,ElI/ITeHb MMeeT NpaBo USMEHATb TEXHNYECKMNE XapaKTepUCTUKN
n3genna n Komnnekrtayuro oe3 npegBapuUTeribHOro yseaoMmrieHus.

105




9. NapaHTHuA

lapaHTMs Ha Bce obopygoBaHue OSNOVO — 60 mecsiueB ¢ gatbl
NpoAaxu, 3a UCKIIOYEHNEM aKKyMYNATOPHbLIX 6aTapei, rapaHTUAHbIAN CPOK -
12 mecsiues.

B TeuyeHune rapaHTUMHOIO CpoKa BbIMOIHSAETCS OecnnaTHbI PEMOHT,
BKIOMasa 3an4actu, Unm saameHa U3genuin npy HEBO3MOXXHOCTU UX PEMOHTA.

MogpobHas WMHopmauna 00 YCIOBUSIX rapaHTUNHOrO
obcnyxMBaHMA HaXOAUTCH Ha canTe WWWw.0SNovo.ru

CoctaBsun: Enarnn C.A.
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10. MpunoxeHune A «FabapuTHble pa3aMmepbl KOMMyTaTopa»
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11. NMpunoxeHue b «KpenneHus Ha cTeHy / Ha onopy»

Ons  MOHTaxa Yynu4YHbIX KOMMYTaTOPOB Ha CTeHax, onopax,
noaeecax M T.O MNPUMEHSIIOTCS HacCTeHHble KpenneHus (npuobpeTatoTcs
OTAENbHO).

[ns MOHTaXa YrnM4YHOro KOMMyTaTopa Ha CTEHY MW OMopy:

1. PacnakoBaTb KpenneHusa.

2. PacnonoxuTb Koprnyc Ha TBepOoW POBHON MOBEPXHOCTMU, MPUIOXKUTL
NMaHKM KpenneHuin K 3adHeil CTeHKe Kkoprnyca Tak, 4ToDObl CKBO3Hble
KpenexHble  OTBEpPCTMS  Kopriyca  coBnaganuM C  OTBEPCTUAMM,

npocBeprieHHbIMW A4 3TOW Lenn B niaHKax

e Ol sl X s
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3. MNpukpenuTb NnaHku K Kopnycy 6ontamn M4, ncnonb3ys wanbbl 1 ranku

(MMeI'OTCFl B KOMI'IJ'IeKTe) NPUKPEennTb MiaHKM K KOpnyCcy KOMMyTaTopa.

4. NnaHkn obecneymBaloT BO3MOXHOCTb KpEnreHnsa KoMMyTaTopa Ha CTEHY
W Apyrne nnockue noBepxHoCcTWU. [ns KpenneHus Ha cTond NpucoeauHnTb K
nnaHkam KpenexHole 3ybyaTble  3NemMeHTbl  TpeyronbHom  hopMbl

(kpenexHble aNeMeHTbl BOBUIalTCs BHYTPb MaHOK).

5. OTpesaB Kycok nepgopvpoBaHHOMW MeTannuMyeckon neHTbl (umeetcs B
KOMMMEKTE), UCNONb3ysa NEHTY, YKPenuTb KOpnyc KOMMyTaTopa Ha crtonbe

nnn onope, 3atTAaHyTb BUHTAMMW.
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12. NMpunoxeHune B. Habop komaHa AnAa ynpaBneHus
KOoMMmyTaTopom yepe3 CLI

SYSTEM GROUP

Command Explanation Mode
erase startup-config Reset to factory default and reboot Configure
exec-timeout [MINUTE] [SECOND] Set idle imeout [MINUTE] [SECOND] Configure
hostname [HOSTNAME] Set Switch Host Name Configure
reboot Reboot the switch Configure
system contact [CONTACT] Set system contact Configure
system location [LOCATION] Set device location Configure
username [USER_ID] [PASSWORD] Configure username and password Configure
show exec-timeout Display idle timeout Configure
show hostname Display Switch Host Name Configure
show environment power [12] Display power 1/2 status Configure
show event status relay Display relay status Configure
show system contact Display system contact Configure
show system description Display system description Configure
show system location Display system location Configure
show system mac Display system MAC address Configure
show system uptime Display system uptime Configure
show system version firmware Display system version Configure
show username Display admin 1D Configure
no exec-timeout Default idle timeout Configure
no hostname Default Switch Host Name Configure
no system contact Clear system contact Configure
no system location Clear device location Configure
no username Default username and password Configure|
IPv4 GROUP

Command Explanation Mode
ip address [IP_ADDR] [MASK] Set IPv4 address and netmask Configure
Ip default-gateway [DEFAULT_GATEWAY_ADDR] |Set default gateway address Configure
ip name-server [NAME_SERVER_IP] Set Domain Name-Server Configure
E’Kpggc[m_\iﬁ]'*ADDR] [=size PKG_SIZ> | <repeat Issue an IPv4 ping command Configure
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show ip address Display Host address of IPv4 Configure
show ip default-gateway Display default gateway address Configure
show ip mode Display IP mode (Static or Dynamic) Configure
show ip name-server Display Domain Name-Server Configure
no ip address Delete IPv4 address Configure
no ip default-gateway Clear the default gateway address Configure
no Ip name-server Clear the domain name-server Canfigure
IPv6 GRoOUP

Command Explanation Mode
ipv6 address add [IPV6_ADDR</PREFIX_LEN=] [Add an address and netmask of IPvG Configure
ipv6 enable Enable IPvG protocol Configure
ipv6 neighbor flush Issue a neighbor flush command of IPvé Configure
ipv6 ping [IPV6_ADDR] [<size PKG_SIZ> | <repeat
F?KG?CI'?I{'}] - 10 - l P Issue an IPv6 ping command Configure
show ipv6 Display IPv6 protocol state Configure
show ipv6 address Display IPvG addresses Configure
show ipv6 default address Display default IPv6 address Configure
show ipv6 neighbor Display neighbor cache of IPv6 Configure
no ipve Disable IPv6 protocol Configure
no ipv6 address add [IPV6_ADDR/PREFIX_LEN] |Delete IPv6 address Configure
TIME GROUP

Command Explanation Mode
clock time [hh:mm:ss] [day] [month] [year] Configure time Configure
clock timezone [AREA] [CITY] Configure time zone Configure
ntp client sync [minute | hour | day | month | year] .
[NUMBER] Configure NTP client sync Configure
ntp client timeserver [SERVER_IP/URL] Configure NTP client time server Canfigure
ntp time update Configure NTP time update Configure
show clock time Show time Configure
show clock timezone Show timezone Configure
show ntp client sync Show sync time Configure
show ntp client timeserver Show NTP server configuration Configure
no clock timezone Remove timezone Configure
no ntp client sync Remove NTP sync time Configure
no nip client timeserver Remove NTP time server configuration Configure
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STP GrRouUP

Command Explanation Mode
spanning-tree forward-time [4-30] Set STP forward time Configure
spanning-tree hello-time [1-10] Set STP hello time Configure
spanning-tree max-age [6-40] Set max age Configure
spanning-tree mode [rstp] Set STP mode as [RSTP] Configure
spanning-tree priority [0-61440] Set STP priority Configure
spanning-tree cost [0-200000000] Configure STP cost Interface
[Sapdar:-:?lwl?gdggiaaigsn%ﬁ-n on-edge] Configure STP edge Interface
[S[?tzztn-ltlg)g-!r_rt]ﬁﬁ;!:grpﬂgito-point] Configure STP link type on port Interface
spanning-tree port-priority [0-240] Configure STP port priority Interface
spanning-tree stp disable Disable Spanning Tree Protocol (STP) on port Interface
show spanning-tree forward-time Show STP forward time Configure
show spanning-tree hello-time Show STP hello time Configure
show spanning-tree max-age Show STP max age Configure
show spanning-tree mode Show Spanning Tree mode (RSTP or disable) Configure
show spanning-tree priority Show STP priority Configure
show spanning-tree rstp-status Show Spanning Tree rstp status Configure
show spanning-tree cost Show STP cost Interface
show spanning-tree edge Show STP auto edge Interface
show spanning-tree link-type Show STP link type Interface
show spanning-tree port-priority Show STP port priority Interface
show spanning-tree sip Show STP activated status on port Interface

no spanning-tree forward-time Remove STP forwardtime configuration Configure
no spanning-tree hello-time Remove STP hello time configuration Configure
no spanning-tree max-age Remove STP max age configuration Configure
no spanning-tree mode Disable STP configuration Configure
no spanning-tree priority Remove STP priority configuration Configure
no spanning-iree cost Remove STP cost configuration Interface
no spanning-tree edge Remove auto edge configuration Interface
no spanning-tree link-type Remove link type configuration Interface
no spanning-tree port-priority Remove STP port priority configuration Interface
no spanning-tree stp Enable STP on port Interface
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SNMP GrRouP

Command Explanation Mode
snmp server community ro [COMMUNITY] Set v1, v2c snmp server read-only community Configure
snmp server community rw [COMMUNITY] Set v1, v2c snmp server read-write community | Configure
snmp server enable Enable snmp server Configure
snmp server enable v1-v2c-only Enable snmp v1 and v2c Configure
snmp server enablev3-only Enable snmp v3 command only Configure
[Sgglsﬁ,’sﬁgg[;’]s auth admin [mdS| sha Set SNMPv3 admin authentication type Configure
snmp server v3 auth user [md5| sha] [PASSWORD]|Set SNMPv3 user authentication type Configure
Fgggsﬁgg[ﬁa encryption admin [des| ass] Set SNMPv3 admin encryption type Configure
[Sgpgsﬁgg[;’]a encryption user [des| aes] Set SNMPV3 user encryption type Configure
snmp server v3 level admin [auth| noauth| priv] Set SNMPv3 admin security level Configure
snmp server v3 level user [auth| noauth| priv] Set SNMPv3 user security level Configure
snmp trap community [COMMUNITY] Set v1, v2c snmp trap community Configure
snmp trap host [TRAP_HOST_IP] Set snmp trap host IP address Configure
snmp trap inform retry [1-100] Set snmp inform retry times Configure
snmp trap inform timeout [1-300] Set snmp inform timeout Configure
snmp trap v3 auth [sha|] md5] [PASSWORD] Set SNMPv3 authentication type: md>5 or sha Configure
snmp trap v3 encryption [des| aes] [PASSWORD] |Set SNMPv3 encryption type: des or aes Configure
snmp trap v3 engine-ID [ENGINE_ID] Set snmp trap engine ID Configure
snmp trap v3 level [auth] noauth| priv] Set SNMPv3 trap secunty level Configure
snmp trap v3 user [USER_ID] Set SNMPV3 trap user Configure
snmp trap version [1]| 2c trap| 2c inform| 3 trap| 3 Set snmp trap version and type Configure
inform]
show snmp server Display snmp server status Configure
show snmp server community ro Display snmp server read only community Configure
show snmp server community rw Display snmp server writable community Configure
show snmp server v3 auth admin E;igsr{g?empw admin authentication type and Configure
show snmp server v3 auth user E;igsr{g?empva user authentication type and Configure
show snmp server v3 encryption admin E;igsgg?empva admin encryption type and Configure
show snmp server v3 encryption user E;Ssgsr{rg?empvs user encryption type and Configure
show snmp server v3 level admin Display SNMPv3 admin security level Configure
show snmp server v3 level user Display SNMPv3 user security level Configure
show snmp trap community Display snmp trap community Configure
show snmp trap host Display snmp trap host Configure

113




show snmp trap inform retry

Display snmp inform retry times

Configure
show snmp trap inform timeout Display snmp inform timeout Configure
show snmp trap v3 auth E;?SLS:.ISEFEQJBMPVS authentication type and Conflgure
show snmp trap v3 encryption E;?sgsgr:gempvs encryption type and Configure
show snmp trap v3 engine-1D Display snmp trap engine 1D Gonfigure
show snmp trap v3 level Display SNMPv3 trap security level Configure
show snmp trap v3 user Display SNMPv3 trap user Configure
show snmp trap version Display snmp trap version and type Configure
no snmp server Disable snmp server Configure
no snmp server community ro Default ro-community name Configure
No SNMp server community rw Default rw-community name Configure
no snmp server v3 auth admin Default SNMPv3 admin authentication type Configure
no snmp server v3 auth user Default SNMPv3 user authentication type Configure
no snmp server v3 encryption admin Default SNMPv3 admin encryption type Configure
no snmp server v3 encryption user Default SNMPv3 user encryption type Configure
no snmp server v3 level admin Default SNMPv3 admin security level Configure
no snmp server va level user Default SNMPv3 user security level Configure
no snmp trap community Default snmp trap community Configure
no snmp trap host Default snmp trap host Configure
no snmp trap inform retry Default snmp inform retry times Configure
no snmp trap inform timeout Default snmp inform timeout Configure
no snmp trap v3 auth E:ngglr:riggww authentication type and Configure
no snmp trap v3 encryption E;szggrg?empw encryption type and Configure
no snmp trap v3 engine-10 Default snmp trap engine ID Configure
no snmp trap v3 level Default SNMPv3 trap security level Configure
no snmp trap v3 user Default SNMPV3 trap user Configure
no snmp trap version Default snmp trap version Configure
DHCP GRrRouUP

Command Explanation Mode
boot host dhcp Directs the system to get an IP address Configure
dhcp relay information option Set DHCP-relay option Configure
dhcp relay server [server_number: 1-4] [server_IP] |Set DHCP-relay server [1-4] IP Configure

Set DHCP-relay untrusted port Interface

dhcp relay untrust
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dhcp server binding [bind_ID: 1 - 32] [MAC]

[IF_TO_BIND] Set binding IP and MAC of DHCP Configure
dhcp server default-gateway [IP_ADDR] Set default-gateway IP for DHCP chient Configure
([1;5%Eggil:ll?cluded—address [START_OF_IF] Set IP range for its client Configure
dhcp server lease [60-2592000] Set DHCP server lease time Configure
dhcp server name-server [IP_ADDR] Set name-server address for DHCP client Configure
dhcp service relay enable Enable DHCP relay Configure
dhcp service server enable Enable DHCP server Configure
show boot host dhcp Display DHCP client state Configure
show dhcp relay information option Display DHCP relay option Configure
show dhcp relay server [server_number: 1-4] Display DHCP relay address Configure
show dhcp relay untrust Display DHCP untrusted port status Interface
show dhcp server binding Display all DHCP bounding entries Configure
show dhcp server default-gateway Display DHCP default-gateway P Configure
show dhcp server included-address Display DHCP included IP range Configure
show dhcp server lease Display DHCP server lease time Configure
show dhcp server name-server Display DHCF name-server Configure
show dhcp server status Display DHCP server status Configure
show dhcp service relay Display DHCP relay agent status Configure
show dhcp service server Display DHCP server status Configure
no boot host dhcp Disable DHCP client Configure
no dhcp relay information option Disable DHCP relay option Configure
no dhcp relay server [server_number: 1-4] Remove DHCP relay server [1-4] IP Configure
no dhcp relay untrust Default port as trusted Interface
no dhcp server binding [bind_ID: 1-32] Remove DHCP bounding IP and MAC Configure
no dhep server default-gateway Remove DHCP default-gateway IP Canfigure
no dhcp server included-address Remove DHCP included IP range Configure
no dhcp server lease Remove DHCP lease time Configure
no dhecp server name-server Remove DHCP name-server Canfigure
no dhcp service relay Disable DHCP relay Configure
no dhcp service server Disable DHCP server Configure
UPNP GROUP

Command Explanation Mode
upnp advertisement interval [300-86400] Set UPnP advertisement interval Configure
upnp enable Enable Universal Plug and Play (UPnP) Configure
show upnp Display Universal Plug and Play (UPnP) state Configure
show upnp advertisement interval Display UPnP advertisement interval Configure
no upnp Disable Universal Plug and Play (UPnP) Configure
no upnp advertisement interval Default UPnP advertisement interval Configure
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PoRT GROUP

Command Explanation Mode
flowcontrol [on | off] Configure port's flow-control to response a pause frame Interface
name [PORT_NAME] Set interface name Interface
shutdown Disable port Interface
speed_duplex [10 | 100] [full | half] Configure port's speed and duplex Interface
show interface all link summary To display interface link status globally Configure
show administrate To display port's admin state Interface
show flowcontrol Display port's flow-control state Interface
show link duplex To display port's duplex Interface
show link rx To display port's Rx_Bytes Interface
show link speed To display port's speed Interface
show link state To display port's link state Interface
show link summary To display port's link summary Interface
show link tx To display port's Tx_Bytes Interface
show name To display port's name Interface
show speed_duplex To display port's speed and duplex Interface
show transceiver Transceiver information Interface
no flowcontrol Default flow-control as Auto mode Interface
no name Remove port's name Interface
no shutdown Enable port Interface
no speed_duplex Default port speed-duplex as Auto mode Interface
POE Grour

Command Explanation Mode
power inline never Disable PoE on port Interface
keepalive enable Enable PoE keepalive Interface
keepalive hold-time Configure PoE keepalive power cycle hold-time Interface
keepalive ip Configure IP for PoE keepalive Interface
keepalive time Configure PoE keepalive cycle time Interface
schedule enable Enable one port PoE schedule Interface
schedule [Sunday-Saturday] open-time [time] Configure PoE schedule open time on one day Interface
show power inline status Display All PoE ports status Configure
show keepalive table Display All PoE keepalive info Configure
show power inline status Display PoE status Interface
show keepalive Show PoE keepalive status Interface
show keepalive hold-time Show PoFE keepalive hold-time Interface
show keepalive ip Show IP for PoE keepalive Interface
show keepalive time Show PoE keepalive cycle time Interface
show schedule Disable Universal Plug and Play (UPnP) Interface
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show schedule [Sunday-Saturday] open-time

Show open time of POE schedule on one day

Interface

p(provider)| s(specific-provider)]

Customer, or Service Provider

show schedule table Show one port PoE schedule table Interface
no power inline never Enable PoF on port Interface
no keepalive Disable PoE keepalive Interface
no keepalive hold-time Default PoE keepalive power cycle hold-time Interface
no keepalive ip Remove IP for PoE keepalive Interface
no keepalive time Remove PoE keepalive cycle time Interface
no schedule Remove one port PoE schedule
no schedule [Sunday-Saturday] open-time Remove PoE schedule on one day
IGMP SNOOPING GROUP

Command Explanation Mode
igmp snooping enable To enable IGMP snooping Configure
igmp snooping last-member count [2-10] To set IGMP last-member-count Configure
igmp snooping last-member interval [1-25] To set IGMP last-member-interval Configure
igmp snooping querier enable To enable IGMP snooping querier Configure
igmp snooping query interval [1-3600] To set IGMP query interval Configure
igmp snooping query max-respond-time [1-12] To set IGMP max-query-respond time Configure
show igmp snooping all To display IGMP settings (summary) Configure
show igmp snooping mdb To display IGMP multicast database Configure
no Igmp snooping To disable IGMP snooping Canfigure
no igmp snooping last-member count To default IGMP Last-Member-Count Configure
no igmp snooping last-member interval To default IGMP Last-Member-Interval Configure
no igmp snooping querier To disable IGMP querier Configure
no igmp snooping query interval To default IGMP query interval Configure
no igmp snooping query max-respond-time To default IGMP max-respond-time Configure
VLAN GRrRouP

Command Explanation Mode
management-vlan [VLAN_ID: 1-4094] Configure management vian 1D Configure
provider ethertype [VALUE_IN_HEX (i.e., 0x88A8)] |Setup EtherType in S-TAG for provider port Configure
member [untag PORT_LIST] [tag PORT_LIST] Set VLAN member VLAN
name [VLAN_NAME] Set VLAN Name VLAN
switchport accept [tagged | untagged] Set VLAN acceptance of frame Interface
switchport mode [d(dot1g-tunnel)| c(customer)| Configure port type as dot1g-tunnel, Interface
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switchport pvid [PVID: 1-4094] Set port VLAN-Id Interface
show management-vian Display management vian 1D Configure
show provider ethertype Display Service Provider EtherType Configure
show vlan global Display VLAN Global information Configure
show member Display port VLAN member VLAN
show name Displaty VLAN name VLAN
show switchport accept Display acceptance of VLAN frame Interface
show switchport mode Display VLAN interface port type Interface
show switchport pvid Display port VLAN-Id Interface
no management-vlan Set management vian to default Configure
no provider ethertype Ere(j;:grEggeanype as 0x88A8 in S-TAG for Configure
no member Default VLAN member VLAN
no name Default VLAN name VLAN
no switchport accept Default acceptance of VLAN frame Interface
no switchport mode Default port type as Customer Interface
no switchport pvid Default port VLAN-Id Interface
QoS GROUP

Command Explanation Mode
?ﬁirﬁg?ﬁ%ﬁ%‘ (WO W1T W2 W3] Set WRR Queue Weight Configure
gos map cos [prionty:0-7] to tx-queue [0-7] |Set Cos queue mapping of priority [0-7] Configure
qos map dscp [0-63] to tx-queue [0-7] Set DSCP mapping queue Configure
qos queue-schedule [strict | wrr] Set (oS scheduling type Configure
qos default cos [0-7] Set Default Class of Service (COS) value Interface
qos trust [cos | dscp] Set trust of cos or dscp Interface
show qos fair-queue weight Display WRR Queue Weight Configure
show gos map cos Display global QoS queue mapping status Configure
show qos map cos [0-7] Display QoS queue mapping status of Priority [0-7] Configure
show qos map dscp Display global DSCP queue mapping status Configure
show qos map dscp [0-63] Display DSCP queue mapping status of class [0-63] Configure
show gos queue-schedule Display queue scheduling type Configure
show qos default cos Display CoS default value Interface
show qos trust Display QoS trust Interface
no qos fair-queue weight Default WRR Queue Weight Configure
no qos map cos [0-7] Reset Cos queue mapping of priority [0-7] Configure
no qos map dscp [0-63] Reset DSCP mapping queue to default Configure
no qos queue-schedule Default scheduling type as WRR Configure
no qos default cos Reset default CoS to initial value Interface
no qos trust Default trust as CoS Interface
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PoRT TRUNK GROUP

Command Explanation
trunk group [1-8] [static | lacp] INTERFACES_LIST |Configure port aggregation group Configure
show trunk group Show all trunk groups Configure
show trunk group [1-8] Show trunk group [1-8] Configure
no trunk group [1-8] Remove trunk group [1-8] Configure
STORM CONTROL GROUP

Command Explanation Mode
storm-control broadcast enable Enable the broadcast storm control Configure
storm-control broadcast level [low | mid | high] Set the broadcast storm control level Configure
storm-control multicast enable Enable the multicast storm control Configure
storm-control multicast level [low | mid | high] Set the multicast storm control level Configure
storm-control unknown-unicast enable Enable the unknown-unicast storm control Configure
ﬁtigg]n-control unknown-unicast level [low | mid | Set the unknown-unicast storm control level Configure
show storm-control broadcast Display the broadcast storm control status Configure
show storm-control broadcast level Display the broadcast storm control level Configure
show storm-control multicast Display the multicast storm control status Configure
show storm-control multicast level Display the multicaststorm control level Configure
show storm-control unknown-unicast 3‘:{3 :y the unknown-unicast storm control Configure
show storm-control unknown-unicast level Display the unknown-unicast storm control level | Configure
no storm-control broadcast Disable the broadcast storm control Configure
no storm-control broadcast level Default the broadcast storm control to level high| Configure
no storm-control multicast Disable the multicast storm control Configure
no storm-control multicast level Default the multicast storm control to level high | Configure
no storm-control unknown-unicast Disable the unknown-unicast storm control Configure
no storm-control unknown-unicast level Defaul_t the unknown-unicast storm control to Configure

level high

802.1X GROUP

Command Explanation Mode
dot1x authentication server [1[2] ip [IP] Sel. 002 1X authentication server 1 or 2 Configure
dot1x authentication server [1|2] port [PORT] Set 802.1X authentication server 1 or 2 port Configure
dot1x authentication server [1]2] share-key [KEY] Sﬁ;g}é}x authentication server 1 or 2 Configure
dot1x authentication server type [local|radius] Set 802 1X authentication server type Configure
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dot1x enable Enable 802.1X protocol Configure
dot1x local-db [USER] [FPASSWORD] Set 802.1X local user database Configure
dot1x authenticator enable Set 802.1X authenticator Interface
dot1x mode [mac-based | port-based] gﬁj‘[oﬁrg%;:e;node as 1. MAC-based, Interface
dot1x reauthentication enable Set 802.1X reauthentication Interface
dot1x reauthentication period [60-65535] Set 802.1X reauthentication period Interface
show dot1x Display 802 1X protocol state Configure
show dot1x authentication server [1|2] ip E&SC’EESYSBOZM authentication server 1 or 2 Configure
show dot1x authentication server [1|2] port E(i)&;{:lay 802.1X authentication server 1 or 2 Configure
show dot1x authentication server [1|2] share-key Eéiplay 802 1X authentication server 1 or 2 Configure
show dot1x authentication server type Display 802.1X authentication server type Configure
show dot1x brief Display 802.1X information Configure
show dot1x local-db clii);st,s;’e;y8202,1x users and password in Gonfigure
show dot1x server brief Display 802.1X RADIUS server Configure
show dot1x authenticator Display 802 .1X authenticator state Interface
show dot1x mode Display 802.1X mode config Interface
show dot1x reauthentication Display 802 .1X reauthentication state Interface
show dot1x reauthentication period Display 802 1X reauthentication period(in sec )| Interface
no dot1x Disable 802.1X protocol Configure
no dot1x authentication server [1]2] ip 2:;?:;}5021)( authentication server 1 or 2 Configure
no dot1x authentication server [1]2] port E:;au" 802.1X authentication server 1 or 2 Configure
no dot1x authentication server [1|2] share-key SD':a;?:J:(SSZH authentication server 1 or 2 Configure
no dot1x authentication server type Default 802.1X authentication server type Configure
no dotix local-db [USER] Remove an entry in 802 1X local database Configure
no dot1x authenticator Disable 802.1X authenticator Interface
no dot1x mode Default 802.1X mode as MAC-based Interface
no dot1x reauthentication Disable 802.1X reauthentication Interface
PORT MIRROR GROUP
Command Explanation Mode

mirror destination [DEST_PORT] Set mirror interface of destination Configure
mirror enable Enable port mirror Configure
mirror source [rx | i | both] [PORT_LIST] Set mirror interface of source Configure
show mirror Show port mirror enable/disable state Configure
show mirror destination Show port mirror destination configuration Configure
show mirror source Show port mirror source configuration Configure
no mirror Disable port mirror Configure
no mirror destination Delete port mirror Destination configuration Configure
no mirror source Delete port mirror Source configuration Configure
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LLDP GROUP

Command Explanation Mode
lidp enable Enable LLDP protocol Configure
lidp timer [5-32767] Set LLDP timer Configure
show lldp neighbor Display LLDP neighbor Configure
show lldp neighbor detail Display LLDP neighbors in detail Configure
show lidp state Display LLDP status Configure
show lldp timer Display LLDP timer Configure
no lidp Disable LLDP protocol Configure
no lidp timer Default LLDP timer Configure
SYSLOG GROUP

Command Explanation Mode
syslog local enable Enable logging to local Configure
syslog log clear Clear syslog log Configure
syslog remote enable Enable logging to remote Configure
syslog remote port [PORT] Set syslog remote server port Configure
syslog remote server [ADDRESS] Set syslog remote server address Configure
syslog usb enable Enable log to USB device Configure
show syslog local Display local logging state Configure
show syslog log Display syslog messages Configure
show syslog remote Display remote logging state Configure
show syslog remote port Display remote server port Configure
show syslog remote server Display remote server IP Configure
show syslog usb Display USB logging state Configure
no syslog local Disable logging to local Configure
no syslog remote Disable logging to remote Configure
no syslog remote port Default syslog remote server port Configure
no syslog remote server Clear syslog remote server address Configure
no syslog usb Disable logging to USB Configure
SMTP GRrRouUP

Command Explanation Mode
smtp authentication enable Enable SMTP authentication Configure
smip authentication password [PASSWORD] Set SMTP password Configure
smtp authentication username [USER_NAME] Set SMTP username Configure
smtp enable Enable SMTP Configure
smtp receive [1-4] [RECEIVER_ADDRESS] Set SMTP receiver [1-4] address Configure
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smtp sender [SMTP_SENDER_ADDRESS] Set SMTP sender Configure
smtp server address [SMTP_SERVER_ADDRESS] |Set SMTP server address Configure
smtp server port [SMTP_SERVER_PORT] Set SMTP server port Configure
smtp subject [SUBJECT] Set SMTP subject Configure
show smtp authentication state Display SMTP authentication status Configure
show smip authentication username Display SMTP user name Configure
show smitp receive [1-4] Display SMTP receiver [1-4] Configure
show smtp sender Display SMTP sender Configure
show smtp server address Display SMTP server address Configure
show smtp server port Display SMTP server port Configure
show smip state Display SMTP service Configure
show smtp subject Display SMTP subject Configure
no smtp authentication Disable SMTP authentication Configure
no smitp authentication password Clear SMTP password Configure
no smtp authentication username Clear SMTP user name Configure
no smtp Disable SMTP Configure
no smtp receive [1-4] Clear SMTP receiver [1-4] Configure
no smtp sender Clear SMTP sender Configure
no smtp server address Clear SMTP server Configure
no smtp server port Clear SMTP server port Configure
no smip subject Clear SMTP subject Configure
EVENT GROUP

Command Explanation Mode
event alarm interface [lan1-lanN] down Register an event of Interface DOWN Configure
event alarm [power1|power2] Register an event of power 1 or 2 failure Configure
event smtp auth-failure Register an event of authentication failure Configure
event smip cold-start Reqister an event of cold-start Configure
event smtp interface [lan1-lanN] down Register an event of Interface DOWN Configure
event smip interface [lan1-lanN] up Register an event of Interface UP Configure
event smip [power1|power2] Register an event of power 1 or 2 failure Configure
event smtp warm-start Register an event of warm-start Configure
event snmptrap auth-failure Register an event of authentication failure Configure
event snmptrap cold-start Register an event of cold-start Configure
event snmptrap interface [lan1-lanN] down Register an event of Interface DOWN Configure
event snmptrap interface [lan1-lanN] up Register an event of Interface UP Configure
event snmptrap [power1|power2] Register an event of power 1 or 2 failure Configure
event snmptrap warm-start Register an event of warm-start Configure
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event snmptrap auth-failure Reqister an event of authentication failure Configure
event snmptrap cold-start Register an event of cold-start Configure
event snmptrap interface [lan1-lanN] down Register an event of Interface DOWN Cenfigure
event snmptrap interface [lan1-lanN] up Register an event of Interface UP Configure
event snmptrap [power1|power2] Register an event of power 1 or 2 failure Configure
event snmptrap warm-start Register an event of warm-start Configure
event syslog auth-failure Register an event of authentication failure Configure
event syslog cold-start Reqister an event of cold-start Configure
event syslog interface [lan1-lanN] down Register an event of Interface DOWN Configure
event syslog interface [lan1-lanN] up Register an event of Interface UP Configure
event syslog [power1|power2] Register an event of power 1 or 2 failure Configure
event syslog warm-start Register an event of warm-start Configure
show event alarm interface [lan1-lanN] down Display interface DOWN event registration Configure
show event alarm [power1|power2] Display power 1 or 2 event registration Configure
show event smtp auth-failure Display authentication failure event registration| Configure
show event smtp cold-start Display cold-start event registration Configure
show event smip interface [lan1-lanN] down Display interface DOWN event registration Configure
show event smip interface [lan1-lanN] up Display interface UP event registration Configure
show event smtp [power1|power2] Display power 1 or 2 event registration Configure
show event smtp warm-start Display warm-start event registration Configure
show event snmptrap auth-failure Display authentication failure event registration| Configure
show event snmptrap cold-start Display cold-start event registration Configure
show event snmptrap interface [lan1-lanN] down Display interface DOWN event registration Configure
show event snmptrap interface [lan1-lanN] up Display interface UP event registration Configure
show event snmptrap [power1|power2] Display power 1 or 2 event registration Configure
show event snmptrap warm-start Display warm-start event registration Configure
show event syslog auth-failure Display authentication failure event registration| Cenfigure
show event syslog cold-start Display cold-start event registration Configure
show event syslog interface [lan1-lanN] down Display interface DOWN event registration Configure
show event syslog interface [lan1-lanN] up Display interface UP event registration Configure
show event syslog [power1|power2] Display power 1 or 2 event registration Configure
show event syslog warm-start Display warm-start event registration Cenfigure
no event alarm interface [lan1-lanN] down Unregister an event of Interface DOWN Configure
no event alarm [power1|power2] Unregister an event of power 1 or 2 failure Configure
no event smip auth-failure Unregister an event of authentication failure Cenfigure
no event smtp cold-start Unregister an event of cold-start Configure
no event smip interface [lan1-lanN] down Unregister an event of Interface DOWN Configure
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no event alarm [power1|power2] Unregister an event of power 1 or 2 failure Configure
no event smip auth-failure Unregister an event of authentication failure Configure
no event smtp cold-start Unregister an event of cold-start Configure
no event smtp interface [lan1-lanN] down Unregister an event of Interface DOWN Configure
no event smtp interface [lan1-lanN] up Unregister an event of Interface UP Configure
no event smtp [power1|power2] Unregister an event of power 1 or 2 failure Configure
no event smtp warm-start Unregister an event of warm-start Configure
no event snmptrap auth-failure Unregister an event of authentication failure Configure
no event snmptrap cold-start Unregister an event of cold-start Configure
no event snmptrap interface [lan1-lanN] down Unregister an event of Interface DOWN Configure
no event snmptrap interface [lan1-lanN] up Unregister an event of Interface UP Configure
no event snmptrap [power1|power2] Unregister an event of power 1 or 2 failure Configure
no event snmptrap warm-start Unregister an event of warm-start Configure
no event syslog auth-failure Unregister an event of authentication failure Configure
no event syslog cold-start Unregister an event of cold-start Configure
no event syslog interface [lan1-lanN] down Unregister an event of Interface DOWN Configure
no event syslog interface [lan1-lanN] up Unregister an event of Interface UP Configure
no event syslog [power1|power2] Unregister an event of power 1 or 2 failure Configure
no event syslog warm-start Unregister an event of warm-start Configure
MAC ADDRESS TABLE GROUP
Command Explanation Mode
clear mac address-table dynamic leih dynamic MAC addresses in MAC Configure
mac address add [VID: 1-4094] [MAC_ADDR] [PORT] |[Set a MAC address to MAC table Configure
show mac address Display MAC table Configure
no mac address [VID- 1-4094] [MAC_ADDR] Remove a MAC address from FDB Configure
USB GROUP
Command Explanation Mode
usbh auto-backup Auto save to USB if running config is changed Configure
usb auto-load Auto load config from USB to switch Configure
show usb auto-backup Display USB auto backup activated status Configure
show usb auto-load Display USB auto load activated status Configure
no usb auto-backup Disable auto save Configure
no usb auto-load Disable auto load Configure
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FILE GROUP

Command Explanation Mode
copy running-config startup-config Save running-config to startup-config Configure
copy running-config usb [file] Save running-config to USB Configure
copy startup-config running-config Restore from startup-config Configure
copy usb firmware [file] Upgrade firmware from USB Configure
copy startup-config usb [file] Save startup-config to USB Configure
copy usb startup-config [file] Restore startup-config from USB Configure
upload file name [FILE_NAME] Set uploading file name Configure
upload server ip [SERVER_IP] Set uploading server IP Configure
upload tftp Upload and update firnware via TFTP (slower) Configure
upload wget Upload and update firmware via HT TP (faster) Configure
show upload file name Display uploading file name Configure
show upload server ip Display uploading server IP Configure
no upload file name Default uploading file name Configure
no upload server ip Clear uploading server IP Configure
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