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The embedded industry is moving to multicore processors in the quest for higher performance and more application 

integration within the required power budgets of embedded applications. At Freescale, we recognize that challenges 

exist when it comes to making this move. Networking products built using multicore designs are only as effective 

as the software’s ability to take advantage of the highly advanced processing and acceleration capabilities of the 

multicore processor. These challenges include:

•	 Migrating existing software assets to the new multicore architecture

•	 Leveraging complete advanced capabilities of the processor

•	 Further extending the competitiveness of your design by creating new innovative applications

•	 Speeding time to market and time to money

By launching VortiQa software, Freescale is affirming our commitment to embedded networking and to helping 

you quickly and cost-effectively move beyond the challenges of migrating to multicore so that you can continue to 

expand, innovate and differentiate your products.

Overview of VortiQa Software for Neworking Equipment
VortiQa software products are production-ready, multicore-optimized software applications that help you accelerate 

development of your networking equipment products and increase the pace of innovation on Freescale silicon 

platforms. The new brand name reflects the “whirlwind of innovation” that is enabled by the product lines under the 

new brand. 

VortiQa products deliver on the promise of multicore processing for networking and security functionality. They are 

built on a broad and mature suite of integrated networking and security functionality such as firewall, IPSec-VPN, 

intrusion prevention systems (IPS), anti-virus and anti-spam, among others. The software addresses specific vertical 

markets such as wireless and wired infrastructure, UTM and security appliances, small business gateways and small 

office/home office (SOHO) residential gateways, and enables threat protection, secure access, convergence and 

management.

Solution-Centric Approach
The launch of VortiQa software enables Freescale to deliver a solution-centric approach that 

combines the capabilities of silicon, software and an extended ecosystem to help you create, 

innovate and bring to market new classes of services in multiple vertical segments. Our solution-

centric approach includes:

•	 The unmatched embedded communications processor expertise embodied in our QorIQ 

communications platform and PowerQUICC processor product lines that are based on Power 

Architecture technology 

•	 VortiQa software products developed through world-class, in-house expertise and optimized to take complete 

advantage of our QorIQ communications platform and PowerQUICC processor silicon

•	 An expanded and extended ecosystem of partners that can help you to deliver innovative and comprehensive 

solutions in specific vertical markets. For example, our partners can work with you to integrate legacy applications, 

switching infrastructure, VoIP, video and other convergence applications, as well as several business applications. 
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VortiQa Product Features
Freescale brings extensive expertise in security and networking functionality to its VortiQa software products. The 

feature matrix in Figure 1 provides an overview of the functionality included in VortiQa software products. There are 

four VortiQa product lines, each developed for one of the following networking market segments: 

•	 Service provider equipment

•	 Enterprise network equipment

•	 Small business gateways

•	 SOHO/residential gateways 

The specific VortiQa product lines have different combinations of the features (illustrated in the table below) to 

address specific needs of each market.

Figure 1: Freescale VortiQa Software Products Feature Overview

Components/Modules

VortiQa  
Software 
for Service 
Provider 
Equipment 

VortiQa  
Software  
for Enterprise 
Network  
Equipment

VortiQa  
Software  
for Small  
Business 
Gateways

VortiQa  
Software  
for SOHO/
Residential 
Gateways Description

Common utilities and basic  
networking functions

√√ √√ √√ √√ Provides common software infrastructure facilities and support 
for several local area and wide area network protocols. Functions 
include management engines for comprehensive configuration, 
logging and monitoring

Stateful packet inspection (SPI) firewall  
and Network Address Translation (NAT)

√√√ √√√ √√ √ Provides SPI firewall policy access,  
protection from cyber attacks and NAT, along with ALGs

Anti-virus/anti-spam detection  
and prevention

√√ Offers anti-virus/anti-spam scanning, detection and blocking

Intrusion prevention system (IPS) and  
deep packet inspection

√√√* √√√ Offers protection from threats and attacks using protocol/traffic 
anomaly- and signature-based rules

IPSec virtual private network (VPN) √√√ √√√ √√ √ Termination function supports IKEv1 and IKEv2 encryption  
protocols for automatic key negotiation and remote user access

High availability √√ Offers capabilities of active-active and active-backup  
high-availability capabilities and clustering of multiple platforms 
running Freescale solutions

Configuration management interfaces √√ √√ √√ √√ Provides graphical and command-line based interfaces  
for configuration of network gateway functions and  
provision equipment

Quality of service (QoS) and traffic management √√* √√ √ √ Offers QoS functions and traffic management (shaping and  
policing) capabilities

Virtual security gateway (VSG) √√ Offers multiple virtual (logical) security gateways in one  
single physical platform

*Avalable in future release

Note: Each check mark represents additional functionality levels for that feature
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VortiQa Software for Service Provider Equipment
Manufacturers of wired and wireless infrastructure equipment face increased competition and the need to 

continuously help service provider customers reduce total cost of deployment. This is driving the need to fully 

integrate baseband, transport and control functions into a single platform and deliver dramatic cost reductions to 

carriers. The high integration of Freescale QorIQ communications processors enables you to address the more 

integrated hardware requirements in this environment, but when coupled with VortiQa software for service provider 

equipment, the solution provides high-performance data-plane capabilities and substantial architecture flexibility that 

allows you to migrate legacy applications with minimal changes.

VortiQa software for service provider equipment is designed and optimized for service provider networks, including 

the need for substantially higher performance and increased session management. In addition, it delivers a 

mechanism to manage subscriber flows.

VortiQa software for service provider equipment offers comprehensive, production-ready security application 

functionality for high density, high-performance deployment on Freescale silicon platforms. It extensively leverages a 

control plane/data plane (CPDP) systems architecture to achieve high throughput and high session rate processing. 

The software product is designed for the demanding requirements of large enterprise, data center and carrier 

subscriber traffic aggregation network deployment. It supports symmetric multi processing (SMP), asymmetric multi 

processing (ASP) and a hybrid model with configurable CPDP architecture that is specifically tuned to take  

advantage of the multiple cores as well as data offload acceleration engines in the QorIQ platform family.  

Product features include:

•	 Common utilities and basic networking functions	 	

•	 Stateful packet inspection firewall and NAT	

•	 IPSec virtual private network (VPN)	

•	 IPS and deep packet inspection (*) indicates roadmap	

•	 Quality of service (QoS) and traffic management  

	 (*) indicates roadmap

•	 Virtual security gateway (VSG)

•	 Configuration management interfaces

Figure 2: VortiQa Software for Service Provider Equipment

Control
Plane

Data
Plane

Hardware Data Path Acceleration Architecture (DPAA)

Ethernet Interfaces, VLAN,  Bridging

Buffer ManagerQueue Manager Security Engine (SEC) Pattern Matching EngineFrame Manager

IP ReassemblyQOS Traffic Policing and Shaping

Light Weight Executive (LWE)

Session Management

Firewall/NAT Intrusion Detection
and Prevention

Engine

P2P/IM 
Detection 

Engine

IPSec 
Engine

CP-DP Dynamic Databases

Attack Defense ACLs ALGs Proxy Infrastructure

Embedded Management: CLI, HTTP, LDSV, SYSLOG, e-Mail

CP-DP Communications

CP-DP Communications

Authentication

DP Monitoring

RADIUS

LDAP

Local DB

CP-DP Database Sync

ARP Engine

Route Engine

Interfaces Engine

IKEv1/v2

XAUTH, EAP

PKI (SCEP,OCSP)

IRAS, IRAC

LAN/WAN

DNSRD

Routing Protocols

Interfaces

Routing

VSGs

ARP



5Freescale Semiconductor, Inc. VortiQa Software for Networking Equipment

VortiQa Software for Enterprise Network Equipment 
As an enterprise network equipment provider, we understand you have an immense need to add new innovative 

applications in the areas of convergence, collaboration, security, storage and mobility, among other emerging needs 

for your global enterprise customers. This is driving the need to combine multiple application functions such as 

routing, switching, security and convergence on a single platform, which in turn improves the overall manageability of 

disparate applications and reduces operating expenses for your customers. Our high-performance, low-power QorIQ 

platforms and PowerQUICC processors, combined with VortiQa software for enterprise network equipment can help 

you meet your customers’ needs.

VortiQa software for enterprise network equipment is a production-ready networking and security application that 

is designed for high-performance secure network connectivity to help protect enterprise networks from malicious 

attacks built on Freescale silicon platforms. Large enterprise and data center customers prefer high-performance, 

scalable and reliable threat management systems. VortiQa software provides such a solution that is specifically 

architected for the large-user enterprise deployment needs with the required interoperability. This solution supports 

SMP-based software Linux architecture (shown in Figure 3) that allows maximum flexibility and scalability across the 

PowerQUICC and QorIQ products. Supported features include:

•	 Common utilities and basic networking functions •	 Anti-virus/anti-spam detection and prevention (AntiX)

•	 Stateful packet inspection firewall and NAT •	 QoS and traffic management

•	 IPSec VPN •	 High availability

•	 IPS and deep packet inspection •	 Configuration management interfaces

VortiQa software for enterprise network equipment runs on standard SMP Linux platforms using Freescale's  

high-performance PowerQUICC processor and QorIQ platform system on chip (SoC) technology such as MPC8572 

and QorIQ P4080 processors. The VortiQa software is fully integrated with PowerQUICC III and QorIQ processor 

architectures to deliver optimum network performance under both normal and stressful network conditions. The 

software is optimized to leverage SoC hardware acceleration functions of the Freescale processors, such as the 

security (SEC) engine for VPN processing, pattern matching engine (PME) for IPS and the data-path acceleration 

engine for flow management.

Figure 3: VortiQa Software for Enterprise Network Equipment
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VortiQa Software for Small Business Gateways
Traditionally, network gateway devices have been separate from security devices, but these days small and medium businesses (SMBs) need 

to optimize deployment by combining gateway and security functions into one device. Secure gateway devices or routers deliver this easy-

to-deploy combination. 

VortiQa software for small business gateways is a production-ready security and convergence solution specifically tailored for small and 

branch office gateways on Freescale's silicon platform. This software product line offers a high-performance, feature-rich security product 

and provides simplified management interfaces. It supports load-balancing and fail-over via separate WAN connections. The software 

architecture is performance-tuned for PowerQUICC processor and QorIQ platform devices. Supported features include: 

•	 Common utilities and basic networking functions

•	 Stateful packet inspection firewall and NAT

•	 IPSec VPN

•	 QoS and traffic management

•	 Configuration management interfaces

VortiQa software for small business gateways is pre-integrated with Freescale's PowerQUICC and QorIQ single- and multicore solutions such 

as the MPC8377 and the QorIQ P2020 processors. The software leverages the special hardware capabilities of the PowerQUICC processors 

and QorIQ platforms, such as a security engine for IPSec and IKE encryption and decryption.

Figure 4: VortiQa Software for Small Business Gateways
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VortiQa Software for SOHO/Residential Gateways
Digital home networking, high-bandwidth wireless and video-on-demand are a few of the applications and services 

that are driving exponential growth in packet traffic for residential and SOHO networks. Next-generation residential 

gateways must allow users to experience a wide variety of services and applications, while still ensuring full network 

security. Such gateways should also support centralized management and secure remote provisioning that allow 

dynamic management and deployment of services remotely in a cost-effective manner.

VortiQa software for SOHO/residential gateways is a production-ready solution that is specifically architected (see 

Figure 5) to provide the right level of support for SOHO and consumer broadband customer premises devices, such 

as routers and digital home gateways on Freescale's silicon platform. It also includes support for TR-069 and TR-098 

protocols that allow centralized management and provisioning capabilities.  

Supported features include:

•	 Common utilities and basic networking functions

•	 Stateful packet inspection firewall and NAT

•	 IPSec VPN

•	 QoS and traffic management

•	 Configuration management interfaces

VortiQa software for SOHO/residential gateways offers high-performance, scalable and secure software solutions that 

are integrated with Freescale’s PowerQUICC processor and QorIQ platform SoC technology such as MPC8315E and 

MPC8358E. These software platforms are optimized to fully leverage PowerQUICC processor and QorIQ platform 

SoC capabilities, including SEC engines to help accelerate IPSec and QUICC Engine technology to accelerate NAT/

firewall performance.

Figure 5: VortiQa Software for SOHO/Residential Gateways

User
Space

Kernel
Space

Hardware 

ToS Based QoS

IPSec 
Engine

Ethernet, VLAN, Bridging, WAN Protocols

Session Management
TCP/ IP

Firewall/NAT

Attack Defense ACLs ALGs Proxy Infrastructure

Embedded Management: CLI, HTTP, TR069/TR098, LDSV

LAN/WAN protocols

PPPoE, PPTP Client

DHCPC, DHCPS

Dynamic DNS, DNSRD, NTP Client

Routing (RIP v1/v2)

Authentication

Local DB

IGMP Proxy

IKEV1

IRAS, IRAC

Security Engine (SEC)Frame Manager/Ethernet Controller

OS Partner offering



8Freescale Semiconductor, Inc. VortiQa Software for Networking Equipment

Target Processor Architecture
VortiQa software is supported by members of Freescale's PowerQUICC and QorIQ platform processor families. The 

software has been optimized to take advantage of the acceleration and offload engines of these processors, including:

•	 Offloading CPU-intensive cryptographic operations to the PowerQUICC processor or QorIQ platform hardware for 

higher VPN throughput and a faster connection establishment rate

•	 Offloading content inspection to the PowerQUICC processor and QorIQ platform PME

•	 Optimizing traffic flow patterns using QorIQ platform datapath acceleration engines

What’s in a VortiQa Software Package?
VortiQa software can be delivered as a package containing the following:

•	 Source code/binaries 

•	 Release document with build instructions

•	 Toolkit documents describing integration API

•	 Administrator’s guide 

Learn more at www.freescale.com/VortiQa.
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