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HasHaueHue

CuntbiBaTens ESMART® Reader cepuu OEM
npefHa3Ha4eH 419 BCTpaMBaHMSA B CYLLECTBYOLLME
cuctembl CKY[L, Hanpumep JOMOMOHbI Un
TYPHUKETbI, rae TpedyeTcs CKpbITas yCTaHOBKa,
[LNS1 COXPaHEHWS BHELUHErO BMAA CUCTEMBI.

YcTpoicTBo noaaepXunBaeT MaeHTUbUKaTopsI
cranpapta HF (13,56 MIu) 1 no3songet nonyyatb
YHUKanbHbI HoMep uaeHTudukatopa UID munu
paboTaTb B 3aLLMLLEHHOM PEXUME, UCMONb3YS
pasnnyHble TEXHONOMMM ayTeHTUdUKaLMUK U
3aLWMTbI AAHHbIX OT KOMUPOBAHUS:

- AsTopu3zauuto no kntodyy CRYPTO1 pna
MIFARE® Plus, Classic, ID (pexxum SL1)

- AsTopu3aumio no knrouy AES128 nng
MIFARE® Plus (pexum SL3)

- MNposepky CMAC nognucy gaHHbIX
- 3awumuieHHyto TexHonornto ESMART® foctyn.

MpeHTUhMKATOPOM TaKKe MOXET CITYXUTb U
MOBU/bHbIV TeNedoH C NOMOLLbI0 CreLManbHOro
npunoxernus ESMART® Loctyn.

MoppepxuBatotcs ycTpoicTea Ha i0OS v Android
¢ ucnonb3osannem BLE (Bluetooth Low Energy),
a Takxe Tenedonbl ¢ NFC, noaaepxusatoLime
TtexHonornto HCE (Host Card Emulation).



MoHTax

1. erI'IMTb CYMTbIBATE/Ib PEKOMEHAOYETCA Ha
NNOCKYH HEMETANNYECKYHO I'IOBerHOCTb*
3IEKTPOHHbIMMN KOMMNOHEHTAMU K MOBEPXHOCTH,
TakuMm 06pa30M, 4TOObI CBETOAMOA, HAXOAMNCS
B MPaBOM BEPXHEM Yy naatbl, OTHOCUTENBHO
NOAHOCUMBIX M,D,eHTM(I)MKaTOpOB.

2. Bocnonb3yiiTtech, npunaraemMbiM B KOMIJIEKTE,
MOHTaXHbIM WabnoHoM Ang Bbibopa MecTa
KpenneHus U pasMeTKu NOBEPXHOCTU.

3.Tocne pa3meTku, MpocBepnnTe ABa OTBEPCTUS
[ONS KPEnNeHns CYnTbiBaTENS.

4. MpUHLMN MOHTaXa NnaTbl Ha MOBEPXHOCTb
nokasaH Ha PucyHkax 1 v 2.

5. BUHTbI NpOX0AAT CKBO3b 4B MOHTAXHbIX
OTBEPCTUS Ha NNATEe U AUCTAHLMPYIOLLME BTY/KM,
a 3aTEM CKBO3b NOBEPXHOCTb KPEMIEHUS, TAKUM
06pa3oM nnarta cYnTbiBaTeNs UMEET TPU TOUKM
onopbl: 06e BTYSIKM U MOHTaXHasl KOoAKa.

6. C 06paTHOM CTOPOHbI MOBEPXHOCTU KpenieHus
06a BUHTa NPUTATMBAIOTCS raikamu C Wwanbamu.

* MeTannuyeckas NoBepXHOCTb 3HAYUTENbHO
CHMXKAET AaNbHOCTb CYMTHIBAHUS, pEKOMEHAYEM
MCNo/b30BaTb MOHTAXHbIV Habop EA1340.






MoaknioueHue

MHTepdeic nepenaym AaHHbIX B KOHTpoNiep
pocrtyna - Wiegand.

MOHTaXHble KONIOAKM CUMUTbIBATENS, NS
NOAK/OYEHUs K KOHTPOIEpY, UMEIOT
CNenyoLLy0 PacnuHOBKY:

+VDC
GND
BUZZ
GND

Tou knemmbl, 015 pabomsi
C 8HewWHeLll aHmeHHo.
B basosoli KoHguzypauuu

PYHKUUS OMKAIOYEHA. GLED RLED DATAO DATA1

BHumaHue

He ponyckaviTte noaknoyeHns ycTpomcTaa
& «Ha ropsiuyto», 6e3 06eCToUMBaHNS CUCTEMBI.

HecobntoneHue 3Toro npasuna MoxeT

NpMBECTU K NOBPEXAeHUI0 060pyL0BaHUS.



KoHdurypaums

OpHoli u3 ocobeHHocTeit ESMART® Reader
ABNAETCS BO3MOXHOCTb €ro KOHOUIypUpoBaHus.

Monb3oBaTtenb MoxeT HaCTpOuTb Noa cebs:

- Tunbl NoAAEPXKMBAEMbIX UAEHTUDUKATOPOB U
CBSI3aHHYI0 C HUMMU KNOYeBY MHbOPMaLMIO

- Mopmart, KoNMYeCTBO U NOPALOK AAHHBIX,
BbIBOAMMBIX B UHTepderic Wiegand

- CBETOBYH MHAMKALMIO CUMTBIBATENS
— Paborty ¢ BHeLHe aHTEHHOM W Apyr1e HaCTPOMKKM

ESMART® Reader MOXHO HAacTpouTb, He CHUMaAs
CO CTeHbI, 0IHUM M3 CNOCOBOB:

- MpunoxeHnem ESMART® KoHdwurypatop,
HaCTPOMKKM B cunTbIBaTENDb Nepepatotcs no BLE.

- CneuwnanbHoi KoHguzypauuoHHol kapmoli,
conepxallert Tpebyemble HaCTPOWiKK,
NPUCNOHMB ee K CUUTbIBATENHO.

[lng Bxona B pexuM KOHOUIYpUPOBaHMS HYXKHa
Macmep kapma - npunaraemas B KOMMiekTe
KapTa, coaepxalas basosyr koHpuypayuro.
JTa KapTa BbINyCKaeTcs MHAMBUAYANbHO AN
KaX[,0ro KOHKPETHOro YCTPOMICTBa.



Onsa cmeHbl HAcmpoek:

1.MepeBenuTe CYUTLIBATENDb B PEXUM
KOH(®UIYpUpPOBaHMS, A1 3TOrO NOAHECUTE K
HeMy KoMnnekTHyto Macmep kapmy,
YCTPOWCTBO HAYHET MUTaTb CUHUM LIBETOM.

2.B Teuenue 30 cekyHa npousBennTe
KOH@UIypaLmio CHUTbIBATENS NPU NOMOLLM
KoHgpucypauuoHHoli kKapmel ¢ TpebyeMbiMu
HaCTPOWMKaMU UM MOBUNIBHOTO NPUNOXKEHUS
ESMART® KoHdurypatop.

3. Ecnun npouecc npolen ycnewHo, CYuTbiBaTeNb
NPUMEHUT MONYYEHHYIO KOH(UIypaLMio 1
aBTOMATMYECKM BbIMAET U3 pexmnma
KOH@UIypupoBaHUs, NepectaB MUraTb CUHUM.

[nsa Bo3BpaTa K 3a800CKUM HACMpoUKam:

1. BoiiauTe B pexuM KOHOUIYpUMpoBaHUs
C MOMOLLBIO KOMMNEeKTHOM Macmep kapmol.

2.MoKa cunTbIBaTeNb HAXOAMUTCS B PeXMMe
KOH®bUIryprpoBaHUs, NOLHECUTE KOMMIEKTHYIO
Macmep kapmy nosTopHo.

3. HacTpoiiku cunTbiBaTens 6yayT copoLleHsl.
Ecnu yto-To mowno He Tak, M KOHGUrypaums He

npuMeHunacb Unn He c6pocw1act>, npocTo
Ha4yHUTE 3aHOBO.



Macrep KapTa

MocTaBNAeTcs NoA KaxAablii CYUTbIBATEND
MHOUBUAYANbHO U MOAXOAMT TOSIbKO K HEMY,
Lpyrue CUMTBLIBATENM 3Ty KapTy BOCMPUHMMATb
He ByayT.

Ecnu Bbl He yBepeHsbl, 4To Macmep kapma
ABNSETCH KOMMIEKTHON A1 KOHKPETHOTO
CYMUTBIBATENS, CBEPbTE HAMMCAHHbIN Ha Hel
naeHtudukatop Config ID, c naeHTMdUKaTOPOM
Ha Hakneike c 06paTHOW CTOPOHbI YCTPOMCTBA.
Config ID cunTbiBaTENS TAKXKE MOXHO Y3HaTb
yepes npunoxeHne ESMART® KoHdurypatop.

[nsa 3ameHbl yTepsHHow Macmep kapmei,
NOLrOTOBbTE JOKYMEHTbI, NOATBEPXKAAOLLME
baKT BnaneHus cumtbiBatenem, n obpatutecs
B CNyx6y noaaepxku: help@esmart.ru

basoBas KoH}uUrypauus

M3HayanbHO 3arpyxeHHas B CUMTbIBATENb
KoHdUrypauus asnsetcs baszosoli u conepxumT:

UpeHTudukartopbl

- @usnyeckne M MobUNbHbIE MAEHTUDUKATOPDI,
NOAAEPXKMBAIOLLME 3ALUULLEHHYIO TEXHONOMUIO
ESMART® foctyn

- CupeHTndumkatopos cemeiictea MIFARE®
npoucxoaut uteHme UID



KoaupoBka BbIBOAMMbIX AaHHbIX

- Wiegand 26 (3 6aiiTa + 2 npoBepoYHbIX 6UTa)
- UID nepepaeTcs B 06paTHOM nopsake 6ant
CBeToBas MHAMKALMA CYMTbIBATENS

- PexxuM XameneoH, B pexxnMe oXuaaHus
CBETOAMOA, YCTPOWCTBA NEPENUBAETCS Pas3HbIMU
LiBeTaMMm.

UHaukauma

YcnewHoe cunTbiBaHME VI,D,EHTI/Id)MKaTO[Ja
noATBEPXKAAETCA OAUMHOYHBIM 3BYKOBbIM
M 3€J1eHbIM CBETOBbLIM CMTHaaMu.

OWwK6BKM NPU CYNUTBIBAHUU UAEHTUDUKATOPOB
MOXXHO OMPEeAENUTb MO KONMUYECTBY CUTHAOB:

- 2 cueHana, ownbKa aBTopM3aLmmn, MOXeT
BO3HMKaTb B C/ly4ae HeCOBNALEHUS KNIOYEBOW
MHbOpMaLMK Ansg UaeHTUHUKATOPOB
cemerictea MIFARE® B 3awwimileHHOM pexume
SL1 wnu SL3 unu npeHtndmkatopos
TexHonorueit ESMART® [octyn

- 3 cueHana, owmnbKa YTeHUs uaeHTUduKaTopa,
BO3HMKAET BO BCEX OCTaNIbHbIX C/y4Yasnx

- 4 cueHana, CYNTaHHBIN AEHTUDMKATOP
3anpelleH Tekyllen KoHhUrypaumen



HocTtyn ang renedoHoB

Mpunoxexne ESMART® foctyn nossonser
ncnonb3oBaTb TenedoHbl Ha i0S 1 Android B
KayecTBe MaeHTUdUKaTopa, HapaBHe C
HU3NYECKUMU HOCUTENSIMM.

MpunoxeHne obecneumsaeT 6esonacHoe
XpaHeHune naeHtudukaTopa B TenedoHe u ero
3aWndPOBaHHYIO Nepefayy B CYUTLIBATENb.

MopnepxMBaloTCA ABa pexMMa paboThbl:

MpucnoHu, Kak KapTy

[o3BonseT ucnonb3oBaTb TenedoH aHaNOrM4HO
MCMONb30BaHUI0 HE@CKOHTAKTHOW KapThl.

[ina cunTbiBaHUS naeHTMdMKaTopa Tpebyetcs
NPUCIOHNUTb TeNedOH K CUUTBLIBATENHO BIJIOTHYIO.

CBo6GoAHbIE pyKM

YnobeH TeMm, 4To He TpebyeT noaHeceHUs
TenedoHa K CYUTLIBATENIO BMIOTHYHO.
CynTbiBaHMe [JOCTyna NpoOMCXOAMT, HaUMHas C
10 meTpoB, TenedoH MOXET NexaTb B KapMaHe.

/4 3arpysuTe B OOCTYNHO B
@& App Store ‘ » Google Play

Y3HaTb nogpobHee 1 ckayaTb: esmart.ru/app



CucreMHble Tpe6oBaHUA

- Wiegand-coBMeCTUMbII KOHTpOJIep AOCTyMa
CO BCTPOEHHbIM CTabUIN3MPOBAHHbBIM
UCTOYHMKOM MNnTaHUS. CTabunbHOCTb paboThl
CYMTBIBATENS MOXET BbITb HApYLLEHa B Cyvae
MCNONb30BaHUS He Ka4eCTBEHHOTO, LWYMSALLEro
MCTOYHMKA MUTAHMUS

- [InuHa kabens Mexay CYUTbIBATENEM U
KOHTponnepom poctyna He 6onbuie 100 m.
PekoMeHayeTcs NoaKtoyaTh YCTPOCTBO
K KOHTpO/iiepy LOCTyna npu nomoLuum
3KpaHUPOBAHHOTO Kabens ¢ NpOBOLHMKAMU
He ToHbLe 24AWG

- YcrpoicTea Ha i0S 9.0 1 Bbilwe ¢ NoaAepKKoWn
Bluetooth Low Energy

- YcrpoiicTea Ha Android 4.4 1 Bblwe ¢
nopnepxkon BLE* (Bluetooth Low Energy),
a Takxke ¢ noaaepxkon HCE** (Host card
emulation)

- beckoHTakTHble naeHTdUKaTopbl CTaHAAPTA
ISO/IEC 14443/MIFARE®

*** — HekoTopble Mogenu TenedpoHos ¢ NFC HCE
1 BLE MoryT He nopaepxuBatbCs



I10'rpe6wrenbcm4e XapaKTepUCTUKHU
— MHorouBeTHbI CBETOANOLHbIN MHAMKATOP
- 3BYKOBOM UHAMKATOP
- WHTtepdeic noaknoyenmns: Wiegand
- MutaHue: 5-16 B, noctosiHHOro ToKa
- JHepronotpebnenue: 100 MA npn 12 B
— DanbHocTb cymTbiBaHmna no NFC: go 10 cm
- [lanbHocCTb cunTbiBaHMS no BLE: no 10 M
- Tpebyemas nns paboTbl Temnepatypa u
BNIAXXHOCTb OKPYXXALLEro Bo3ayxa:
o1-40 pgo +85 °C, 10-85% 6e3 koHAeHCcaTa
- Tpebyemas ons xpaHeHus TeMnepartypa
1 BNIAXKHOCTb OKPY>KakoLLero Bo3ayxa:
ot 0 po +85 °C, 5-90% 6e3 koHAeHcaTa
- Pasmepbl: 91 x 62 x 8 MM

-Bec:22r

- PazpabotaHo 1 usrotoeneHo B Poccum



HpaBMna XpaHeHUd U 3KcnayaTauum

- [lo BBOAA B 3KCMyaTaLMio yCTPOICTBO
[OJIKHO XPaHWUTLCA B CYyXOM, OTamnMBaeMoM
U BEHTUIMPYEMOM MOMELLEHUM

- YcTpoicTBO 6€30MacHO NpU MCNOb30BaHUM
no Ha3HayeHuto. He cnepyeT MCNonb3oBaTb
NOBPeXAeHHOEe YCTPOMCTBO

- He nopBepraiite ycTponCcTBO BO3AENCTBUIO
0YeHb BbICOKMX U O4YEHb HU3KMX TeMnepaTtyp

- W3beraiite nonagaHus Bnaru Ha nnaty
yCTPOMCTBA

- He nbiTaliTecb 0TpeMOHTMPOBATbL YCTPOMCTBO
CaMOCTOSTENbHO, 3TO NPUBEAET K
QHHYNMPOBAHMIO rapaHTUK



lapaHTUitHbIEe 06513aTenbCTBa

[pou3BoanTENb FAPAHTUPYET OTCYTCTBUE
NPOWU3BOACTBEHHbIX e(EKTOB M HEMCNPABHOCTEM
YCTPOICTBA HA MOMEHT €ro nepeaayu
MokynaTtento n HeceT OTBETCTBEHHOCTb MO
rapaHTMMHbIM 06513aTeNbCTBAM B COOTBETCTBUM

C 3aKoHoAaTenbCcTBOM Poccuiickoin Denepaumu.

lpu BbIxOAE YCTPOWCTBA M3 CTPOS B TeYeHUe
rapaHTUIMHOTO CPOKa, NPU YCI0BMM SKCMyaTaLmMm
YCTPOWMCTBA B COOTBETCTBUM C [MpaBunamu
XpaHeHus 1 akcnnyataumu, Mokynatenb
YCTPOICTBA MMeET NPaBo Ha ero 6ecnnaTHbIi
pPeMOHT unu 3ameny. [ponssoauTens no
COBCTBEHHOMY YCMOTPEHMIO NMPUHMUMaET
peLieHne 0 peMOHTE UK 3aMeHe YCTPOMCTBa.

[apaHTUiiHbIN CPpOK COCTaBNsET 36 MecsaLeB U
HauMHaeTCs ¢ MoMeHTa ‘AKTMBaLMKU” Ha caitTe
MpownsBoaunTens no agpecy esmart.ru/warranty
HenocpeacTBeHHO [poaaBLOM Npu nepeaave
ycTpoicTBa MokynaTento, 1Mbo camocTosTeNbHO
Mokynatenem B nto6oe Bpems nocse ero
npuobpeTteHus.

Mpn AKTMBaLMKM NPOU3BOAUTCS perncTpaums
MOZLENN U CEpUIMHOrO HOMepa YCTPOMICTBA.

YCTpOMCTBO TEXHUYECKMU MPUTOLHO K
3KCMNyaTaLMM NnLLb C MOMEHTa ero AKTMBaLMK.



BHe 3aBUCHMOCTM OT AaTbl AKTUBALMH,
rapaHTuiHble obsa3atenbcta MNpounssoautens
OrpaHuyeHbl YeTbpeXIETHUM NepUOLOM C AaTbl
Npou3BOACTBA YCTPOMCTBA.

Mecsu, v rof, NpoM3BOACTBA YCTPOMCTBA
onpenensercs no cepuinHoMy HoMepy BMAa:
191LAXXXXXXXXXX, roe nepsble ABe LMbpbI

- 370 rog, (2019), a cnepyowme age uudpsl

- HoMep Hepenu roga (14 Hepens, anpens).

[apaHTUitHoe cepBUCHOE 06CNyXMBaHUE
Npou3BOAMTCS TONbKO Mpon3BoauTenem
nMBO CepBUCHBIMU LLEEHTPaMU, YKa3aHHbIMMU
Ha cBoeM oduLManbHOM caWTe.

becnnaTHbIN rapaHTUIHBIA PEMOHT UK 3aMeHa
YCTPOWCTBA NPOM3BOASTCS TOMBKO Mpw
npenbasneHnmn Mokynatenem COOTBETCTBYIOLLEN
NMUCbMEHHOM NPEeTeH3UN B TeYEHWE rapaHTUIMHOIO
cpoka. [Mo ncrevyeHnn rapaHTUIMHOIO Cpoka m

B C/ly4ae aHHYNMPOBAHMS rapaHTUK No BUHE
Mokynatens npeteH3uu Mokynatens no KayecTey
YCTPOMCTBA MPUHMMAIOTCS, U PEMOHT YCTPOMCTBA
NPOU3BOAMTCS HA OBLLMX OCHOBAHUSX MO
Tapudam, yctaHOBNeHHbIM [ponssoaunTenem.

[ocTaBka pedekTHoro ycTpoiictea lNpoaasuy
LN OCYLLECTBIEHMS FAPAHTUIIHOIO
obcnyxunBaHums (a Takxke obpaTHasg AOCTaBKa
MokynaTtento ycTpoicTBa nocae rapaHTMMHOIo
06CnyXMBaHUS) NPOU3BOAUTCS CUNAMK
Mokynatens u/wnu 3a ero cyer.



[Mpon3BoaunTenb MMeeT NpaBo OTKas3aTb B

rapaHTMIMHOM 06CNyXKMBaHUM fedeKTHOro
yCTpo¥icTBa (B TOM uncne — B GecnnatHoM
rapaHTUIMHOM pEMOHTE):

- [pu HecooTBeTCTBUM UHDOPMALMK B
lpeTeH3un camoMmy yCTpOICTBY (ero Moaenu,
CepuirHOMy HoMepy);

- Ecnun Ha nnaTe ycTpoiicTBa uMetoTcs cnenpl
NoBPexXAeHWI (LapanuHbl, CKOMbl, CKBO3Hble
OTBEpCTHS);

-WmetoTca cnenbl peMoHTa unam moamdukaumu,
npousseaeHHble He MNpoussoautenem /
CepBMCHbIM LeHTpoM [ponsBoaunTens;

- [p1 nonagaHMmM Ha YCTPOWMCTBO MOCTOPOHHUX
00bEKTOB, NbINY XUAKOCTH;

- MNpu HapyweHwuu MpaBun xpaHeHus n
3KCnnyaTaumn.

Hu npwu kaknx obcrosTenscteax MNpoussoantens
He HeceT OTBETCTBEHHOCTU 3a Nlobble YObITKK,
BKJ/1tOYAS MOTEPIO AAHHbIX UM NOTEPIO NPUBLIIK,
W OpYrue ciyvaiHble KOCBEHHbIE YObITKH,
BO3HMKLLME 13-33 HEKOPPEKTHbIX AENCTBUN
[okynaTtens no ycTaHOBKe, CONPOBOXAEHUIO U
3KCnyaTaLMK YCTPOMCTBA, MO0 CBA3aHHbIE C
NpOM3BOAUTENbHOCTbHIO, BbIXOLOM U3 CTPOS UK
BPeMeHHOW HepaboToCcnoCcoBHOCTbIO YCTPOMCTBA.



Mpon3BoauTenb He HeceT OTBETCTBEHHOCTMU MO
rapaHT1u, eciv Npou3BEeSEHHOE UM TeCTUPOBaHMe
MoKa3ano, YTo 3asiBNeHHbIN AedeKT B YCTPOMCTBE
OTCYTCTBYET, MM OH BO3HWK BCIEACTBME
HapyLeHus MpaBun XpaHeHUs 1 3KCnayaTauum.

lapaHTMs He pacnpocTpaHaeTcs:

- Ha ywwep6, npuunHeHHbI Apyromy
o6opynoBaHumio.

- Ha nospexzeHue unu HeucnpasHOCTb,
BbI3BaHHbIE MOXAPOM, 3aTOMIEHUEM, MOSTHUEN
W APYrYMU MPUPOAHBIMU ABIEHUAMMU, @ TAKXKe
(hopc-MaxopHbIMU 0BCTOATENLCTBAMMU.

Mudopmauusa o ceptudukaumum

- CeptudumKaTt cOOTBETCTBUSA TPEOOBAHMAM
HOPMAaTUBHbIX JOKYMEHTOB:

‘HopmamusHas dokymeHmauus 3aeoda-
uszomosumenn,

TOCT P UCO/M3K 14443-2-2012,

OCT P UCO/MIK 14443-3-2014,

TOCT P UCO/M3IK 14443-4-2014,

OCT P MCO/MIK 15693-2-2013,
OCT P MCO/M3K 15693-3-2013,

OCT P MCO/M3K 18092-2015".

PerncrpaunoHHbIi Homep:
POCC RU.HA36.H02528



Hencreutenen ¢ 12.12.2018 no 11.12.2021.

- Ceptudumkat cooTBeTCTBMS TpE6OBAHMAM
HOPMAaTUBHbIX AOKYMEHTOB:

[O0CT 51241-2008

PerncrpaumoHHbI HoMep:
POCC RU.HA36.H01557
Hencreutenen ¢ 20.11.2018 no 19.11.2021.

- [leknapauus o COOTBETCTBMM TpeboBaHUAM:

TP TC 020/2011 “3nekmpomMazHumHas
€08MeCMUMOCMb MeXHUYecKUx cpedcms’.

PerncTpaunoHHbIi HoMep:
EASC N2 RU [-RU.HA21.B.00320/18
[evictButenbHa ¢ 17.09.2018 no 16.09.2021.



KoHTakTHasa uidopmauus

lpou3sodumens

000 «AT 6iopo»,

124365, . MockBa, 3eneHorpag, yn. 3aBoackas,
n.1B, ctpoenue 1, atax 1, komMHaTa 6

KomaHda ESMART®

Y3HaiTe 0 npoaykTax: esmart.ru
3apaiite Bonpoc: help@esmart.ru
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